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Documents Reflecting U.S. Practice Related to Emerging Technologies in the Area of 

Lethal Autonomous Weapons Systems. 

The United States appreciates the Chair’s invitation to share relevant national policies and 

practices. 

The United States has long advocated for the sharing of national practices and policies related to 

the implementation of international humanitarian law (IHL).  IHL establishes rules governing the 

use of weapon systems in armed conflict, no matter the type of technology incorporated in the 

weapon systems.  Through robust national implementation measures, States can ensure the 

effective implementation of IHL, and through the sharing of practices, practitioners in one State 

can benefit from lessons learned in another.   

In the context of the Convention on Certain Conventional Weapons (CCW) Group of 

Governmental Experts (GGE) on emerging technologies in the area of lethal autonomous 

weapons systems, the United States has appreciated the efforts of other States to share their 

practice, including a growing number of States that are developing and publicly articulating their 

national policies on ensuring the responsible use of emerging technologies.  The United States 

has also sought to share U.S. practice.  For example, the United States has shared in past GGE 

discussions U.S. practice: 

• on the Counter-Rocket, Artillery, and Mortar System (April 2018); 

• on a system to counter naval mines, the Single Sortie Detect to Engage (Sept. 2018); and 

• on the AN/TPQ-53 Counterfire Radar System (March 2019). 

More generally, U.S. Department of Defense (DoD) Directive 3000.09, Autonomy in Weapon 

Systems, provides policy guidance on the development and use of autonomous and semi-

autonomous functions in weapon systems.  (Attachment 1).  For example, this policy establishes 

guidelines designed to minimize failures in autonomous and semi-autonomous weapon systems 

that could lead to unintended engagements.   

DoD also requires the legal review of weapon systems.  DoD Directive 2311.01, DoD Law of 

War Program, provides that “[t]he intended acquisition, procurement, or modification of 

weapons or weapon systems is reviewed for consistency with the law of war.”  ¶1.2.d.  The 

Directive also establishes the DoD Law of War Working Group, which among other functions, 

develops and coordinates law of war “analysis regarding the legality of new means or methods of 

warfare under consideration by DoD components.”  ¶3.1.  Under DoD Directive 2311.01, the 

DoD Law of War Manual serves as the authoritative statement on the law of war within DoD and 

includes extensive guidance in Chapter VI regarding the legal review of new weapons and legal 

rules specific to certain types of weapons.  In addition, DoD Directive 5000.01, The Defense 

Acquisition System, provides that: 

The acquisition and procurement of DoD weapons and information systems must 

be consistent with all applicable domestic law, and the resulting systems must 

comply with applicable treaties and international agreements (for arms control 

agreements, see DoD Directive (DoDD) 2060.01), customary international law, and 

the law of armed conflict (also known as the laws and customs of war).  An attorney 

https://geneva.usmission.gov/wp-content/uploads/sites/290/CRAM-Brief-with-Notes-For-Posting.pdf
https://geneva.usmission.gov/wp-content/uploads/sites/290/SSDTE-Brief-for-LAWS-GGE-20180828.pdf
https://geneva.usmission.gov/2019/03/28/convention-on-ccw-u-s-practice-in-the-assessment-of-weapons-systems/
https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf
https://www.esd.whs.mil/portals/54/documents/dd/issuances/dodd/300009p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/231101p.pdf?ver=2020-07-02-143157-007
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/231101p.pdf?ver=2020-07-02-143157-007
https://ogc.osd.mil/Portals/99/law_war_manual_december_16.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/500001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/500001p.pdf
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authorized to conduct such legal reviews in the DoD must conduct the legal review 

of the intended acquisition of weapons or weapons systems. 

¶1.2v.  The Military Departments within DoD have implemented this requirement and provided 

further guidance on the legal review of weapons in issuances for their personnel: 

• Department of the Army:  Army Regulation 27-53, Legal Review of Weapons and 

Weapon Systems, Sept. 23, 2019. 

• Department of the Navy:  Paragraph 10 of Enclosure 3 of SECNAV Instruction 5000.2F, 

Defense Acquisition System and Joint Capabilities Integration and Development System 

Implementation, March 26, 2019, addresses “Mandatory Legal Review of Potential 

Weapons & Weapon Systems.” 

• Department of the Air Force:  Part 2 of Air Force Instruction 51-401, The Law of War, 

Aug. 3, 2018, addresses “Legal Reviews of Weapons and Cyber Capabilities.”  See also 

Air Force Policy Directive 51-4, Operations and International Law, July 24, 2018.  

U.S. military practice in conducting the legal review of weapons was described extensively in a 

2017 DoD submission to a study by the Stockholm International Peace Research Institute 

(SIPRI).   

Artificial Intelligence (AI) has received attention both within DoD and in our GGE discussions.  

AI applications across all sectors of life, such as transportation and health care, present the 

possibility of great benefits to society, especially in light of the rapid pace of ongoing 

developments in this field.  However, there are also concerns that AI could be misused or 

misapplied.  Organizations across various sectors are seeking proactively to develop principles to 

guide the responsible development and use of AI.  Similarly, a key focus area of DoD’s Strategy 

on Artificial Intelligence is “Leading in military ethics and AI safety.”  In February 2020, the 

Secretary of Defense reaffirmed “that the Department will use AI consistent with applicable 

domestic and international law, in particular the law of war and adopted Artificial Intelligence 

Ethical Principles for the Department of Defense.  (Attachment 2).  On May 26, 2021, the 

Deputy Secretary of Defense reaffirmed these principles and established DoD’s holistic, 

integrated, and disciplined approach for implementing them, including articulating six 

foundational tenets.  (Attachment 3).  As AI has the potential to transform positively a whole 

spectrum of DoD activities, these memos are not limited to weapon systems.  The DoD AI 

Ethical Principles apply to all DoD AI capabilities, of any scale, including AI-enabled 

autonomous systems, for warfighting and business applications.   

We have shared these references and documents in order:  (1) to continue to provide 

transparency on U.S. practice; (2) to encourage others to share their practice and to consider U.S. 

practice; and (3) to facilitate further discussion about the development and use of emerging 

technologies in the area of lethal autonomous weapons systems.  We are happy to discuss U.S. 

practice with other delegations to the GGE. 

Attachments: 

1. U.S. Department of Defense Directive 3000.09, Autonomy in Weapons Systems, Nov. 21, 

2012, incorporating Change 1, May 8, 2017  

https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN8435_AR27-53_Final_Web.pdf
https://armypubs.army.mil/epubs/DR_pubs/DR_a/pdf/web/ARN8435_AR27-53_Final_Web.pdf
https://www.secnav.navy.mil/doni/Directives/05000%20General%20Management%20Security%20and%20Safety%20Services/05-00%20General%20Admin%20and%20Management%20Support/5000.2F.pdf#page=19
https://www.secnav.navy.mil/doni/Directives/05000%20General%20Management%20Security%20and%20Safety%20Services/05-00%20General%20Admin%20and%20Management%20Support/5000.2F.pdf
https://www.secnav.navy.mil/doni/Directives/05000%20General%20Management%20Security%20and%20Safety%20Services/05-00%20General%20Admin%20and%20Management%20Support/5000.2F.pdf
https://static.e-publishing.af.mil/production/1/af_ja/publication/afi51-401/afi51-401.pdf#page=9
https://static.e-publishing.af.mil/production/1/af_ja/publication/afi51-401/afi51-401.pdf
https://static.e-publishing.af.mil/production/1/af_ja/publication/afpd51-4/afpd51-4.pdf
https://ogc.osd.mil/Portals/99/sipri_questionnaire_on_article_36_review_process_usa_response_final.pdf
https://media.defense.gov/2019/Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF
https://media.defense.gov/2019/Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF
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2. Secretary of Defense, Artificial Intelligence Ethical Principles for the Department of 

Defense, Feb. 21, 2020 

3. Deputy Secretary of Defense, Implementing Responsible Artificial Intelligence in the 

Department of Defense, May 26, 2021
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