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Thank you Mr. Chair 

 

In recent years, and very likely that in future years as well, cyber threats 

seem to reflect increased sophistication of malicious actors, stronger 

capacities and continued malicious attempts to attack high value targets. 

During the COVID-19 pandemic, Israel, as many other countries, has gone 

online - remote work, e-learning, digital services, e-commerce, etc. This 

shift has increased the attack surface, thus exposing networks. In fact, 

according to international cyber security institutes, Israel was among the 

most cyber-attacked states in the world over the last year. 

 

Recently, Israel experienced cyber-attacks aiming at critical infrastructure 

and essential systems. For example, the attack on a remote Israeli water 

facility, although not causing any real damage, was indeed very alarming, 

not just to Israel but to the whole free world, as it demonstrates rogue 

states' and criminals' determination to damage the most basic services to 

humankind, such as access to water.  

 

The recent ransomware attack on an Israeli Hospital, like many similar 

attacks around the globe, including the WHO systems, are yet another 

example of an infrastructure that should be protected from such 

malicious and irresponsible behavior.   

 

Israel experiences continuous malicious efforts to penetrate and damage 

its critical infrastructure, so far to no avail, due to the hard work, 

awareness and combined efforts of the government and the private 

sector. It is the functional continuity that is at stake . 



Mr. Chair, 

 

Civil Aviation is a global sector, and we have seen a growing interest of 

rogue states and malicious cyber actors in this sector. The last pandemic 

has hurt the aviation sector, among other effects, it also deprived 

resources from cyber security investments. Israel has launched its 

national initiative to build Aviation Cyber resilience and is working on that 

issue with other partners. We have recently led a multinational cyber 

security simulation together with the UAE and other countries, to raise 

awareness and improve information sharing. 

 

Ransomware attacks have risen dramatically, both in numbers and 

sophistication, and governments need to accelerate their response, and 

combine forces with the private sector. Cooperation shouldn’t stop there. 

This is a global threat that merits a global response and collaboration 

between agencies – Cyber and Law enforcement.  

 

States need to break the interagency and interstate silos, and do it in a 

manner that balances human rights and law enforcement. Cyber security, 

privacy and law enforcement sometimes pull in different directions, and 

we need to come up with practical solutions, consistent with human rights 

principles. Israel commends and takes part in the US led multinational 

initiative to combat ransomware. 

 

The digital market is increasingly moving to service-based models. 

Sometimes, digital service providers such as cloud platforms and web 

hosting servers, are exploited by malicious actors to attack third parties. 



Basic steps, such as 'Know Your Client (KYC)” practices by digital service 

providers, could reduce these attack vectors. 

 

Mr. Chair, 

 

Looking to the future, one can foresee some new potential threats that 

may arise from emerging technologies. It may affect cyber security and 

the wellbeing of humanity, providing from one side new possibilities, but 

from the other side, more opportunities for malicious actors using new 

tools to attack in cyber space . 

 

The recent pandemic has indirectly led to the abundance of business and 

personal data, including biometric data, being stored online. Advanced 

analytics are vastly improving what can be extracted from data. This 

combination raises alarm that such data might be misused and should be 

guarded carefully. by developing Next Generation Data protection 

capabilities. 

 

Another tendency we should take into consideration is the combination 

between rogue states, criminal actors and terror organizations acting as 

proxies. Such tendency allows safe havens for criminals and cyber 

terrorists providing hacking as a service, while being permitted to pursue 

their malicious activity serving their own interests  . 

 

Mr. Chair, 

 

What more can be done?  



First, Israel suggests making our Info-Sharing process faster and more 

efficient. Information sharing is the heart of Cyber Security and speed is 

of importance. Israel is now operating "CYBERNET"- an info-sharing 

system built for cyber professionals, that allows a "many to many" sharing 

of relevant practical information. Israel launched this initiative to allow 

cross-country sharing of information, which also serves as a place where 

various applications and investigation tools are available to explore and 

mitigate attacks, preventing them from propagating to the sector and 

market both domestically and internationally . 

 

Second - one of the most challenging threat vectors in cyber is via the 

supply chain. One weak link in the chain, such as an under-protected IT 

vendor or compromised component, could end up becoming gateways for 

attackers. This is a multifaceted challenge requiring careful coordination 

with the private sector and the building of international trust. The world 

has never been so inter-connected and we are only as strong as our 

weakest link. Israel implements methodology, digital platform and 

certification scheme for supply chain security compliance officers in 

private corporations.  A cross-border interoperability of this scheme could 

help build trust and greatly contribute to the cyber hygiene as an 

international mechanism . 

 

Third - The ICT companies should build more "Secure by design" products 

and push for "Security by default" systems, meaning that the end users 

will get a safer version, with less attack surface by default. 

 

 



To conclude Mr. Chair,  

 

Israel stands ready to cooperate with other states on prevention and 

mitigation of risks and threats, aiming at building stronger global 

resilience.  

 

Thank you Chair. 


