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Written statement towards the First Substantive Session of the Open-Ended Working Group (OEWG) on 

the security of and in the use of information and communications technologies 2021-2025 

12 December 2021 

 

Women in Crisis Response (WiCR: read as “wicker”), grassroots powered civil society organisation, 

applauds the ongoing efforts of the United Nations, OEWG, the UN Office of Disarmament Affairs and 

especially its new Office of the Secretary-General's Envoy on Technology1 as part of their work on the UN 

Secretary General’s Roadmap for Digital Cooperation for actively engaging multi-stakeholder voices. 

However, as we know, work remains to be done for inclusion of voices across intersectionality, and sub-

national geographic areas.  

WiCR specialises in creating resilience through capacity building for human security through sustained, 

and positive peace by implementing the goals and targets of UN sustainable development goals and 

security council resolutions, specifically 1325 and 2250 series on Women, Youth, Peace, and Security. 

This written statement elaborates on the oral intervention and further builds additional points beyond 

those in the joint statements given with 25+ other organisations lead by The CyberPeace Institute, 

Geneva2.  

 

 
 

1 UN Tech Envoy website here: https://www.un.org/techenvoy/ 
2 See their recent publication on their website here: https://cyberpeaceinstitute.org/news/engagement-oewg-process-2021-2025 
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In line with the final substantive report dated 10th March 2021 and vide Introduction paragraphs 2,33 

efforts to building and maintain international, peace, security, cooperation, and trust in ICT environments 

is being established through various working groups and whilst various other topics of importance have 

been shared as part of civil society coalitions or otherwise, here I focus on the three topics mentioned in 

my brief oral intervention. I will be providing brief contextual paragraphs to introduce these topics.  

1. Submarine Cables to be designated as a critical infrastructure,  

2. Responsible release of code into the public sphere by military or intelligence organisations 

3. Meaningful audit, and metrics to track plausible deniability, and refusal to own responsibility as 

added dimensions of attributional challenges to attacks and warfare in the cyber realm below the 

threshold of kinetic warfare. 

 

I. Submarine Cables to be designated as Critical Information Infrastructure 

Submarine Cables as part of global critical infrastructure, and to highlight underwater datacenters and its 

implications to international peace and security especially through undersea cyberaggression, espionage, 

or warfare and therefore to the agenda of this OEWG. When talking about ICT we naturally think about 

satellites, wireless, and drones however, undersea cables in discussions come as an afterthought. This 

needs better attention. 

 

 

 
 

3 See final OEWG Report page 1 here: https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf 
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Context I: Interconnected risks of our dependency on undersea ICT infrastructure 

The UNCTAD Review of Maritime Transport 2021 report chapter 6 highlights the BIMCO guidelines for 

cybersecurity4, and given the volume and value of trade over the ocean this becomes an imperative. 

However, recent reports such as the Project Natick (a proof-of-concept datacenter under the ocean)5 and 

various other efforts to take datacenters under the ocean now expands the cyber realm beyond terrestrial 

telecommunications facilities.  

This also means that our current conventions and treaties of the sea and other maritime agreements do 

not adequately cater to the rapid pace of innovations in information and telecommunications. 

Furthermore, the recent COVID-19 pandemic has shown us the importance of our dependency on a 

healthy supply chain and the need for healthy and peaceful geopolitical collaborations to ensure smooth 

flow of trade and supplies globally.  

Context II: Changing trends of fiber-optic internet cable ownership 

Historically submarine cables were owned and operated by national and international telecommunications 

carriers but today increasingly these are owned and managed by all types of companies from the private 

sector including major cloud service providers in the industry. Growing interconnectedness accelerated 

through rapid expansion of IoT and IIoT is only going to increase this trend. As such more internet cables 

and data centers may see the bottom of the ocean floor invested by the private sector.  

 
 

4 See page 127 on https://unctad.org/system/files/official-document/rmt2021_en_0.pdf  
5 See https://news.microsoft.com/innovation-stories/project-natick-underwater-datacenter/ 
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Context III: Cybersecurity for undersea critical infrastructure 

Above scenarios require adequate cyber hygiene, defense, and offense capabilities to ensure safety and 

security of our interconnected lives on land, and in water. This means our current norms, treaties, and 

working groups must proactively include submarine cables and datacenters as part of their discussions 

and resolutions going beyond the terrestrial definitions of critical infrastructure or critical information 

infrastructure as defined by the Council Directive 2008/114/EC.  

Clarity of duty, responsibility, and accountability of terrestrial cables, cables within jurisdictional limits of 

nation states as well as cables and other ICT infrastructure in the open seas must be specifically outlined 

and agreed upon. Submarine cables and datacenters must be included as part of ICT information and 

telecommunications incident response, business continuity and disaster recovery plans at all levels with 

clear audit, assurance, crisis preparedness and recovery planning efforts.  

Specific discussions must be undertaken to outline the roles and responsibilities at the intersection of 

privately-owned internet infrastructure and state sovereignty in line with relevant international laws such 

as the UNCLOS. The well-respected Tallinn Manual6 discusses several aspects of undersea cables in its 

various rules throughout but these do not supply the necessary clarity of roles, responsibilities, 

accountability, or authority in the context of a large-scale crisis, cyberaggression, cyber or other armed 

conflicts, or cyber warfare.  

 

 
 

6 See Tallinn Manual on Cambridge Core here: https://www.cambridge.org/core/books/tallinn-manual-20-on-the-international-law-

applicable-to-cyber-operations/E4FFD83EA790D7C4C3C28FC9CA2FB6C9 
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Context IV: Protection of undersea critical infrastructure and marine animals  

An interconnected risk arises from our inability as a society to see the threats from climatic hazards such 

as warming of sea temperatures or rising water levels and therefore the necessary physical and logical 

safety and security precautions needed for both the undersea cable infrastructure and the cable landing 

points.  

Most damage to undersea cables occurs due to human-induced causes such as anchorage and fishing as 

noted by Teleography7. Misattributions or myths also exist about cable damage from sharks8 whereas a 

more recent report speaks about how improved cable design has eliminated this risk9. However, 

discussions must include strict protections for marine life such as sharks because of their presumed role 

or uninvestigated claims about marine life causing damage to the undersea internet cables or the ICT 

infrastructure.  

Furthermore, impact of ICT infrastructure by public and private sectors on marine biodiversity must be 

openly and transparently discussed in view of ethical environmental practices by the ICT sector majorly 

run by private corporations.  

 

 

 
 

7 See here: https://www2.telegeography.com/submarine-cable-faqs-frequently-asked-questions 
8 See ICPC 2015 report on https://iscpc.org/documents/?id=1959 
9 See ICPC March 2021 report on https://iscpc.org/publications/submarine-cable-protection-and-the-environment/?id=2 
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Context V: Undersea Cables and Data center waste recovery from the ocean floor 

Circular Economy principles, Environmental, Social, Governance (ESG) principles on land must be 

extended to include submarine infrastructure across public and private sectors investing in ICT equipment 

under the ocean. Pollution, overcrowding, toxicity, and waste recovery must be transparently discussed, 

and accountability outlined for all ICT undersea resources. Research and development must include 

resource investment for appropriate life cycle assessments of ICT equipment under the ocean.  

II. Responsible release of code into the public sphere by military or intelligence 

organisations 

For those who are technically engaged in the cybersecurity industry and for public in general, it is now 

increasingly being reported that many of the widespread malware destruction unleashed by malicious 

actors have used exploit source codes once released by State Military or Intelligence organisations. Both, 

State and Non-state actors have then further exploited these codes to weaponize and conduct debilitating 

cyber attacks on public and private sector infrastructure. OSINT derived knowledge on The Shadow 

Brokers, Vault 7, Vault 8, The Hive, EternalBlue, WannaCry, NotPetya etc., reveals many such examples of 

exploitative source codes that formed part of State cyber arsenal10,11,12,13,14  but now in the  

 

 
 

10 https://medium.com/free-code-camp/the-cia-just-lost-control-of-its-hacking-arsenal-heres-what-you-need-to-know-ea69fc1ce38c 
11 https://resources.infosecinstitute.com/topic/cia-vault-7-data-leak-know-since-now/ 
12 https://www.politico.com/story/2017/03/wikileaks-cia-hacking-file-235764 
13 https://thehill.com/opinion/cybersecurity/362193-cia-and-nsa-codes-are-on-the-web-and-the-leakers-could-be-in-the?rl=1 
14 https://www.nytimes.com/2017/11/12/us/nsa-shadow-brokers.html 
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wild with a potential to be exploited by all types of cyber criminals and wannabes.  

While certain state governments such as the US have a Vulnerabilities Equities Process (VEP), it seems as 

if the process needs a thorough review and reframing in the context of widespread malware and 

ransomware attacks that the world has seen since Stuxnet. Well in line with the conclusions and 

recommendations of the final substantive report15 WiCR requests the esteemed delegates assembled 

here, to bring this to the fore so collaborative actions can help us create the necessary detective and 

preventive mechanisms to stop widespread damage from well-intended vulnerability disclosures. 

Just as biological viruses, physical arms and ammunition are held under a safety, security, and audit, 

WiCR proposes that it is crucial to keep a close tab on software exploits that are to be released into the 

public sphere or sold/released to other entities by public, private sector, non-governmental, and other civil 

society, or open-source organisations. Likewise, a “Responsible Reporting and Release Guidance on  

exploit codes” could provide a much-needed direction from a multi-stakeholder international working 

group such as the OEWG. More links to this section can be found in the footnotes16,17,18,19,20,21,22,23,24, 25 

 
 

15 See UN OEWG GA Report A/AC.290/2021/CRP.2 dated 10 March 2021, also referenced earlier in this paper. 
16 https://www.justsecurity.org/27705/law-enforcement-zero-days/ 
17 https://thehill.com/blogs/congress-blog/technology/562116-what-to-do-with-cyber-vulnerabilities 
18 https://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-hackers-secret-software-

exploits/?sh=670b2ee02660 
19 https://www.thirdway.org/memo/to-patch-or-not-to-patch-improving-the-us-vulnerabilities-equities-process 
20 https://www.vox.com/2016/8/24/12615258/nsa-security-breach-hoard 
21 https://tcf.org/content/commentary/nsa-must-reform-policy-cyber-arsenal/?agreed=1 
22 https://www.npr.org/sections/alltechconsidered/2017/05/16/528447819/long-before-wannacry-ransomware-decades-of-cyber-

wake-up-calls 
23 https://www.npr.org/sections/alltechconsidered/2017/11/17/564755961/government-outlines-when-it-will-disclose-or-exploit-

software-vulnerabilities 
24 https://www.wired.com/story/untold-history-americas-zero-day-market/ 
25 https://www.aclu.org/blog/privacy-technology/internet-privacy/us-government-malware-policy-puts-everyone-risk 
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III. Meaningful audit, and metrics to track plausible deniability, and refusal to own 

responsibility as added dimensions of attributional challenges to attacks and warfare in 

the cyber realm below the threshold of kinetic warfare 

The third and final topic that WiCR wants to bring to our table for discussions and action is the well-known 

challenge of “attribution” in cyber-attacks. Cybersecurity professionals also know that attribution is not 

impossible but merely difficult due to several geopolitical, and at times, the need to preserve 

confidentiality of intel and offense and defense operations. Of particular interest to this OEWG group is the 

issue of plausible and culpable deniability, private cyber mercenaries, proxies, and their impact on the 

security of and in the use of information and communication technologies.  

While those who understand Security from an Intelligence point of view understand that the issue of 

plausible deniability has its modern roots in the post-World War II US strategies, those in the cybersecurity 

field also understand that cyberattacks can, as some past cyber-attacks have shown us, quickly spiral out 

of control and end up face down in the open and lead to unwanted revelations about covert operations. 

Plausible deniability may be used by the actors or perpetrators of such attacks but increasingly these 

revelations weaken the public trust and reputation ultimately impacting the confidence building measures 

(CBM) that may be designed elsewhere by the same actors. The same applies to the use of private cyber 

mercenaries26. Dispersed discussions have taken place under the auspices of the United Nations for e.g., 

an extensive report was submitted by Women’s International League for Peace and Freedom (WILPF) to  

 

 
 

26 Tallinn Manual 2.0 provides a good discussion on the concept of cyber mercenaries in Part III and Part IV  
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UN OHCHR in February 201727. However, nothing that has been outlined as tangible governance or 

actions to address the challenges around these topics for wider applicability across ICT.  

WiCR requests this OEWG session to put forth a strong position on the issues raised here keeping in mind 

the increasing convergence of security and risks with our day to day lives and livelihoods. Proactively 

dealing with these challenges through a just multi-stakeholder forum like this one is crucial for maintaining 

international security and peace, our primary mission and purpose for convening a working group such as 

this.  

To conclude, with the above context and details WiCR reiterates the need to include explicit discussions 

on the three core sections as noted above, as part of all discussions on ICT and Cybersecurity and a 

separate working group to be created if necessary to address these issues in detail through a multi-

stakeholder engagement as exemplified excellently by the current OEWG conversations. As a civil society 

organisation with a transdisciplinary lens and multi-sectoral focus, Women in Crisis Response aka WiCR, 

stands ready to collaborate as necessary to support the successful implementation of UN’s vision on 

international peace and security of and in the use of information and communications technologies.  

 
 

27 https://www.ohchr.org/Documents/Issues/Mercenaries/WG/CyberMercenaries/WILPF.pdf 


