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Introduction 
 

rus.team  

“Joint work has begun on the strategic stability and information 

security agenda… We are open to contact and an exchange of 

views, to a constructive dialogue.” 

 
Vladimir Putin, President of the Russian Federation, 2021 

 
 
 
 
 
 
 
 

 
www.un.org 

 

 

 
“Episodes of cyber warfare 

between states already exist. 

What is worse is that there is 

no regulatory scheme for that 

type of warfare.” 

 
António Guterres, Secretary- 

General of the United Nations, 

2018 

 
security, arms control and 

strategic stability in general. 

Digital technologies are 

gradually filling the niche 

traditionally occupied by 

nuclear weapons in the era of 

bipolarity – as a key strategic 

tool that is equally important for 

military leadership, economic 

development and global prestige. 

In this context, the formation of 

an ICTs security regime is 

becoming one of the priorities of 

the world community. 

Today, threats to international information 

security are at the top of the agendas of the 

United Nations and other international 

organizations, and are also among the main 

foreign policy concerns of the Russian 

Federation. Under the infiuence of the 

COVID-19pandemic, the scale of transnational 

information crime has increased significantly. 

In addition, the possibility of using modern 

advances in information and communications 

technologies (ICTs) in terrorist activities is 

cause for growing concern. However, the main 

threat to international information security 

is the military and political use of ICTs, the 

militarization of the global information 

space, and a new round of the arms race in the 

digital sphere. All these challenges call into 

question the existing system of international 

Russia has become a pioneer in the field 

of international cooperation to ensure ICTs 

security. Since 1998, Russian initiatives within 

the United Nations and the UN family of 

organizations, regional structures and bilateral 

cooperation formats have been aimed at 

consolidating global interaction in the interests 

of forming an international regime in the field 

of information security. Russia calls for the 

peaceful development of the global information 

space, preventing of its militarization, averting 

confiicts in the digital environment, and 

ensuring the principle of state sovereignty and 

respect for international law. 

Minister of Foreign Affairs of the Russian 

Federation Sergey Lavrov notes that it is the 

Russian principles that enjoy the broadest 

support around the world. Uniting the 

http://www.un.org/
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biz.liga.net  
“The absence of a universal international code of conduct in 

the cyber sphere is jeopardizing the sustainable socioeconomic, 

scientific and technical development of absolutely all states 

without exception. Humankind risks being drawn into a 

dangerous large-scale cyber confrontation, which could not be 

limited to any local area due to the cross-border nature of modern 

communications and the interdependence of national economies.” 

 
Sergey Lavrov, Minister of Foreign Affairs of the Russian 

Federation, 2020 

 
 

 

international community against threats to 

international information security was a key 

goal of the UN resolutions “Developments in the 

Field of Information and Telecommunications 

in the Context of International Security” 

adopted at the initiative of Russia.1 These 

documents have been recognized in diplomatic, 

political and academic circles. Russia stands for 

fair and equal cooperation, taking the interests 

of all states – developed and developing – into 

account. It also advocates new multi- level 

formats of cooperation involving the 

consultative participation of representatives of 

the business community, civil society and 

academia, with the coordinating role of states. 

At the initiative of the Russian Federation, a 

broad dialogue on ICTs security was launched 

as part of the Open-Ended Working Group 

(OEWG). It is the first negotiating mechanism 

of its kind and enables all countries to make 

specific decisions in the field of ICTs security by 

consensus. Today, the OEGW is a key platform 

ensuring truly inclusive and democratic 

cooperation in the field of ICTs. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

1 Foreign Minister Sergey Lavrov’s article titled Global Cybersecurity and Russia’s International Initiatives on Combating Cybercrime for 

the magazine External Economic Relations, Moscow, September 28, 2020. URL: https://www.mid.ru/foreign_policy/news/-/asset_pub- 

lisher/cKNonkJE02Bw/content/id/4350978. 

http://www.mid.ru/foreign_policy/news/-/asset_pub-
http://www.mid.ru/foreign_policy/news/-/asset_pub-
http://www.mid.ru/foreign_policy/news/-/asset_pub-
http://www.mid.ru/foreign_policy/news/-/asset_pub-
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Section 1. Threats to International 

Information Security as a Challenge 

to Modern Strategic Stability 
 

1.1. GENERAL CHARACTERISTICS OF THREATS TO ICTS SECURITY 
 

The development of information and 

communications technologies creates unpre- 

cedented economic development opportunities 

and serves as a positive step towards overcoming 

poverty and achieving the UN Sustainable 

Development Goals in the new millennium. 

New trends in technological progress, such 

as blockchain, artificial intelligence, machine 

learning and others, open up new prospects for 

establishing a new technological order and 

another socio-technical reality. At the present 

stage, new digital technologies are ingrained in 

human life. According to statistics from Social 

2020 Report, people spend an average of around 

six hours a day on the Internet.2 It is telling that 

almost 60% of the world’s population uses the 

Internet in 2021. The UNCTAD report on the 

digital economy 2021 notes that the massive 

increase in data volumes makes data a strategic 

resource in the struggle for leadership on a 

Figure 1. Data Flow in the Global Internet 

 
Source: Global Business Data Platform Statista, URL: https://www.statista.com/statistics/631151/worldwide- 

data-collected-by-smart-buildings/ (accessed on: 11.12.2021). 

2 All Internet Statistics for 2020 – Numbers and Trends in the World and in Russia, https://www.web-canape.ru/business/inter- 

net-2020-globalnaya-statistika-i-trendy/. 

http://www.statista.com/statistics/631151/worldwide-
http://www.web-canape.ru/business/inter-
http://www.web-canape.ru/business/inter-
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global scale, and digital potential is becoming a 

determining factor in a country’s foreign policy 

potential.3 

The coronavirus pandemic has accelerated 

digitalization processes, which were often 

carried out with disregard for security 

considerations, and thus exacerbated threats to 

ICTs security, which today are key in the 

activities   of   international    organizations, and 

also occupy an important place in the foreign 

policy of all states of the international 

community. 

The resolution of the UN General Assembly 

“Developments in the Field of Information and   

Telecommunications    in    the    Context of 

International Security” first adopted   at the 

initiative of the Russian Federation in 1998 

formulated the “triad of threats” to 

international information security, which 

remains relevant to this day and include: 

military and political threats (the threat of 

the use of ICTs for purposes that are 

inconsistent with the objectives of 

maintaining international stability and 

security and may adversely affect the 

security of States); 

terrorist threats; 

criminal threats 

Terminology Issues: 

It is important to note that the approach of 

the Russian Federation to ensuring international 

information security takes into account the 

complexity of this issue in its entirety. Russia 

advocates the use of the term “international 

information security” in official documents 

and diplomatic discourse, which implies the 

presence of not only technical, but also political 

and ideological threats in this area. Western 

countries insist on using the term “cyber 

security,” which emphasizes the technological 

dimension of threats in this area. 

The term “ICTs security” (security of and 

in the use of ICTs) is a golden mean for the 

world community, so it is commonly used in 

negotiations under the auspices of the UN. 

In this report, depending on the context, all 

the three terms are used, taking their semantic 

content into account. 

Compiled on the basis of: Fundamentals of State Policy in the Field of International Information Security. URL: http:// 
www.scrf.gov.ru/security/information/document114/ (military-political threats). 
Russian Draft UN Convention on Countering the use of information and communications technologies for criminal 
purposes. URL: https://www.kommersant.ru/docs/2021/RF_28_July_2021_-_R.pdf (use of ICTs for criminal 
and terrorist purposes). 

 

3 Digital Economy Report 2021. UNCTAD [official website], 2021. URL: https://unctad.org/webflyer/digital-economy-report-2021. 

Use of ICTs for 
criminal purposes 

Use of ICTs for terrorist 
purposes 

Use of ICTs for military 
and political purposes 

http://www.scrf.gov.ru/security/information/document114/
http://www.kommersant.ru/docs/2021/RF_28_July_2021_-_R.pdf
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1.2. MILITARY AND POLITICAL THREATS TO INTERNATIONAL INFORMATION SECURITY 
 

According to the latest UN OEWG 2021 report, 

military and political threats are the most 

dangerous to ICTs security. 

Such threats include the use of information 

and communications technologies to incite 

interethnic, interracial and interfaith hatred. They 

can be aimed at undermining the sovereignty of 

states, violating territorial integrity, preparing and 

implementing plans for conducting information 

operations and wars, and directly interfering in the 

internal affairs of sovereign states. An example of 

such interference is Operation Stuxnet of (2010), 

when the Stuxnet computer worm significantly 

slowed Iran’s nuclear program. In addition to the 

Bushehr Nuclear Power Plant, the virus has caused 

damage to the infrastructure of a number of 

industrial enterprises in Iran and other countries. 

We are currently witnessing the militarization 

of the global information space. According to the 

United Nations Institute for Disarmament Research 

(UNIDIR), most modern states are carrying out 

large-scale work to create both defensive and 

 

Figure 3. Cyber Units in the Military Structures of States 

Countries with the strongest cyber forces 

Financing (million dollars per year) Population (person) 
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Sources: Cyberwar without a declaration of war // Valdai Discussion Club [website]. 2021. URL: https:// 

ru.valdaiclub.com/multimedia/infographics/kibervoyny-bez-obyavleniya-voyny/. 
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offensive information potential. More and more 

cases of espionage and the spread of malware 

aimed at infiuencing critical infrastructures are 

reported. 

Military action is being transferred to the 

digital space. According to the Ministry of 

Defence of the Russian Federation, the most 

promising means to achieving the ultimate goals 

of wars and armed confiicts at present and in the 

foreseeable future is the suppression of enemy 

state systems and military command, navigation 

and communications. 

 
 

1.3. TERRORIST THREATS TO INTERNATIONAL INFORMATION SECURITY 
 

No less dangerous is the use of ICTs technologies 

for terrorist purposes as a tool for promoting 

terrorism and attracting new supporters to 

extremist and terrorist activities, as well as for 

maintaining internal communication between 

cells and members of terrorist organizations. 

Information terrorism is considered as a set of 

activities of terrorist organizations in the 

information space. There are three main areas 

of ICTs use for terrorist activities: 

1. Propaganda of the ideology of terrorism 

through the media, the Internet, etc. 

2.  e commission of terrorist attacks on 

information systems. 

3. The use of ICTs to support terrorist 

activities (organization and planning of 

terrorist attacks, fundraising, etc.). 

A clear example of   the   use   of   ICTs for 

terrorist purposes is the Christchurch mosque 

shootings of 2019, during which Australian 

Breton Tarrant took the lives of 50   innocent 

people.   The    live-streaming of this terrorist 

attack fostered the dissemination of the 

malefactor’s ideas in the information space. 

 
 

1.4. CRIMINAL THREATS TO INTERNATIONAL INFORMATION SECURITY 
 

Information and communications technologies 

are frequently used for criminal purposes. The 

scale of damage increases annually and is 

greater than the total money brought in by 

global drug trafficking. The digitalization of 

the financial sector creates additional risks and 

expands opportunities for illegal activities, and 

the development of modern technologies in the 

field of biometrics increases the threats 

manifold. It is important to note here that many 

cybercrimes are transnational in nature, 

meaning that international cooperation is 

required in order to prevent them. 

Most economic damage today is caused not 

by military confiicts, but rather by cybercrime. 

According to Sberbank experts, cyberattacks 

caused $445 billion in damage to global 

business in 2016, $1 trillion in 2017, and more 

than $2.5 trillion in 2019. According to 

international IT experts, the 

greatest damage to business structures in 

2019–2020 was caused by ransomware attacks 

(more than $2 billion). Another big problem 

consists in the use of stolen bank cards, the 

market for which has more than doubled (from 

$880 million in 2019 to 

$1.9 billion in 2020).4
 

The most prominent example of an ICTs 

crime is the Colonial Pipeline ransomware 

attack (May 7, 2021). This malware attack on 

the American Colonial Pipeline system shut 

down all pipelines for five days, causing such 

damage that President Joe Biden was forced to 

declare a state of emergency. Another example 

of the damage brought by the malicious use of 

ICTs is the attack on the JBS Food company 

(2021), which was aimed at infiltrating its 

computer network. As a result, some of the 

company’s enterprises in Australia, Canada 

and the United States 

 
 

4 Quote from: Melnikova, O. A., “Is the Business Community Able to Contribute to the Intensification of the Negotiation Process on 

International Information Security?” International Life 3 (2021): 12–19. 
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halted activities, leading to significant financial 

losses and affecting thousands of plant workers. 

It is indicative that in June 2021, following a 

summit meeting between the presidents of 

Russia and the United States, a bilateral 

negotiation process on global cyber security 

was launched. The two parties stressed that 

issues of countering transnational cybercrime 

were of utmost importance. 

A standout feature of these kinds of crime 

is their cross-border nature, as well as the 

difficulty in identifying the source of the illegal 

act given the veil of anonymity that the 

Internet provides. A significant increase in the 

number of crimes in this area requires closer 

attention and active international cooperation 

in order to prevent, investigate and eliminate 

the consequences of such offenses. 

 
 

1.5. APPROACHES OF THE RUSSIAN FEDERATION TO THE DEFINITION 

OF THREATS TO INTERNATIONAL INFORMATION SECURITY STIPULATED 

IN STRATEGIC PLANNING DOCUMENTS 
 

The key documents of   the   strategic planning 

of the Russian   Federation   also note the 

importance and priority of threats to 

international information security. In 

particular, the 2016 Foreign Policy Concept 

of the Russian Federation states that ensuring 

national and international information security 

is one of the priority areas in the country’s 

foreign policy.5 

Threats related to the use of ICTs are widely 

represented in   the   2016   Doctrine of 

Information Security of the Russian 

Federation, which notes the possibility   of the 

special services of individual states using 

various methods to manipulate information 

and exert a psychological impact on a given 

country’s people in order to destabilize the 

internal political and social situation. The 

documents points out the attempts to exert 

informational infiuence on the Russian youth 

to undermine traditional spiritual values. 

Issues related to international information 

security are afforded their very own section in 

the 2016 National Security Strategy of the 

Russian Federation. The document outlines 

the following information security threats: 

The increase in the number of computer 

attacks on various information resources. 

The expansion of the activities of special 

intelligence services of foreign states in 

Russia’s information space. 

The use of Russia’s information space to 

disseminate false information, as well as 

materials of terrorist and extremist nature. 

The use of the potential of ICTs to traffic 

drugs and psychotropic substances, given 

the anonymity of activity in the information 

space. 

The revitalization of the activities of 

transnational corporations to monopolize 

the Internet and use it to manipulate 

public opinion. 

In April 2021, the President of the Russian 

Federation approved the Fundamentals of the 

State Policy in the Field of International 

Information Security. This document added 

attempts to restrICTs the access of other states 

to advanced technologies and monopolize ICTs 

markets to the existing list of threats. 

The strategic planning documents of the 

Russian Federation consistently outline the 

importance of developing the global information 

sphere and stress the need to ensure international 

information security, taking new technological 

capabilities and new opportunities for their 

malicious use into account. 

 
 

 

5 On the Approval of the Foreign Policy Concept of the Russian Federation: Decree No. 640of the President of the Russian Federation 

dated November 30, 2016; Collection of Legislation of the Russian Federation No. 49 dated December 5, 2016, Art. 6886. Official elec- 

tronic versions of the bulletins of the Collection of Legislation of the Russian Federation: [website]. 2021. URL: https://szrf.ru/szrf/doc. 

php?nb=100&issid=1002016049000&docid=46. 
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Section 2. History of the Negotiation 

Process on ICTs Security at the UN 
d-russia.ru  

“The impact of information and communications technologies 

(ICTs) on all aspects of human life, society and the state can 

hardly be overestimated. Along with the obvious benefits from the 

point of view of economic, social and cultural development, the 

increasing role of ICTs in the modern world inevitably entails new 

risks for international and national security.” 

 
Andrey Krutskikh, 

Special Representative of the President of the Russian Federation 

for International Cooperation in Information Security, Director 

of the Department of International Information Security of the 

Ministry of Foreign Affairs of the Russian Federation, 2014 

 
 

2.1. THE ORIGIN OF THE NEGOTIATION PROCESS ON ICTS SECURITY ISSUES 

AT THE GLOBAL LEVEL 
 

The Russian Federation was a pioneer of 

international cooperation in ensuring ICTs 

security and consistently defends the position 

that the only way to counter threats in the 

information sphere is within the framework of 

international cooperation in ICTs security. 

A special message from Minister of Foreign 

Affairs of the Russian Federation Igor Ivanov 

to UN Secretary-General Kofi Annan dated 

September 23, 1998, represents the first step 

of Russian diplomacy towards the formation of 

an international ICTs security system.6 The 

explanatory note of the Ministry of Foreign 

Affairs of the Russian Federation pays attention 

to the risks of escalation of interstate confiicts 

in the event that countries violate the generally 

recognized principles of international law, as 

well as the use of information resources for 

terrorist or criminal purposes. 

Russia presented the first draft resolution 

“Developments in the Field of Information and 

Telecommunications in the Context of 

International Security” in 1998, which for 

the first time fixed the “triad of threats” in 

the field of ICTs security: the use of ICTs for 

purposes incompatible with the maintenance 

of international stability and security and the 

use of ICTs for criminal or terrorist purposes.7 

This document was especially relevant 

in the context of the growing arms race, the 

emergence of the possibility of using ICTs in 

military affairs. In 1996, the United States 

Department of Defense prepared the Doctrine 

for Command and Control Warfare (Joint Pub 3-

13.1 Command and Control Warfare, DOD US, 

1996), followed by the Joint Doctrine of 

Information Operations in 1998. The strategic 

task of such operations was   to   infiuence the 

enemy’s military-political leadership to make a 

decision that would be favorable to the 

initiator of the attack, or to disable the 

infrastructure of the opponent. In order to 

maintain national security, the United States 

and a number of other countries (the United 

 
 

6 International Information Security: Theory and Practice. In Three Volumes. Volume 2: Collection of Documents (in Russian), edited 

by Andrey Krutskikh. Second edition, Add. (Moscow: Aspect Press, 2021), 225. 
7 UN GA Resolution A/RES/53/70 dated December 4, 1998. URL: https://www.un.org/ga/search/view_doc.asp?symbol=A/ 

RES/53/70&referer=/english/&Lang=R 
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Kingdom, Israel, China, Russia, South Korea, 

etc.) soon started to transform the structures 

of their armed forces and established special 

cyber units. 

In 1999, the resolution was updated and for 

the first time noted the possible negative impact 

that ICTs could have on security in both the civil 

and military spheres.8
 

Despite the fact that the Russian draft 

resolution became the subject of heated 

discussions and two different approaches 

(Russian and American) to information security 

issues were outlined, Russia presented an 

updated version of the draft resolution at the 

54th session of the UN General Assembly in late 

1999 that included threats related to the use of 

ICTs in the civil and military spheres. 

In developing the provisions of this 

document, the Russian Federation prepared a 

draft document entitled “Principles Relating 

 

 
to International Information Security” (five 

principles), which became an integral part of 

the Secretary-General’s Report dated July 10, 

2000.9 

It is important to note that the definition of 

“international information security” appeared 

for the first time in this document. 

 
 

8 UN GA Resolution A/RES/54/49 dated December 1, 1999. URL: https://undocs.org/ru/A/RES/54/49. 
9 Developments in the Field of Information and Telecommunications in the Context of International Security. Report of the Secretary 

General, https://documents-dds-ny.un.org/doc/UNDOC/GEN/N00/535/04/PDF/N0053504.pdf?OpenElement. 

Resolution A/RES/53/70 Developments in the field of information and 

telecommunications in the context of international security dated December 4, 1998 

(extract): 

 

 

 

global information and telecommunications systems and help to combat information terrorism 

 

 
Document “Principles Relating to 

International Information Security” 

proposed for consideration by the UNGA 

on May 12, 1999 (extract): 

state of international relations that excludes 

 

telecommunications in the context of international security dated December 1, 1999 

 

 

that are inconsistent with the objectives of maintaining international stability and security and 
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Among the key principles that the Russian 

Federation has included in the document, 

special attention should be paid to the 

provision on the need to ensure the equality 

of states and other subjects of international law 

in protecting their information resources from 

unauthorized access. It was emphasized that 

states and other subjects of international law 

are responsible for activities in the digital 

environment, and any dispute arising between   

them   should   be    regulated    on the basis of 

existing international dispute 

resolution procedures. The set of principles 

proposed by Russia received broad support 

from most countries, but was not approved by 

the United States and its allies. 

In the context of diverging positions on this 

topic, at the initiative of the Russian 

Federation, the United Nations launched a 

Group of Governmental Experts (GGE) to 

develop a common understanding of threats 

and in order to develop norms, rules and 

principles of responsible behavior of states in 

the global information space. 

 
 

2.2. THE FIRST GROUP OF GOVERNMENTAL EXPERTS ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS 

IN THE CONTEXT OF INTERNATIONAL SECURITY 
 

The first Group of Governmental Experts (GGE)    

comprising    UN    member     states was 

established in 2001 according to the decision of 

the 56th Session of the UN General Assembly, at 

the initiative of Russia. 

The work of the first GGE began in 2004. 

Decision-making within the framework of the 

GGE was based on the principle of consensus. 

However, the report of the first GGE was not 

approved due to the special position of the 

United States, which was the only country 

among the 15 member states to not support 

it. The United States opposed the inclusion in 

the document of provisions on the military- 

political dimension of threats to international 

information security, not wanting to restrICTs 

itself in the military development of ICTs. In 

the early 2000s, the United States did not see 

the need to assume international obligations 

that could limit their potential in this area. 

The United States supported international 

cooperation in countering criminal and 

terrorist threats within the framework of 

international institutions with a limited 

composition   of   “like-minded”   states,   such as 

the Group of Eight (G8).   In   2000,   the G8 

adopted the Okinawa Charter Global 

Information Society, which only recognized the 

existence of terrorist and criminal threats to 

cyber security. 

 
 

2.3. THE SECOND UN GROUP OF GOVERNMENTAL EXPERTS ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS IN THE CONTEXT 

OF INTERNATIONAL SECURITY 
 

The GGE resumed its work in 2009. During the 

three-year pause in its work from 2006 to 

2008, Russia put forward draft resolutions 

“Developments in the Field of Information and 

Telecommunications in the Context of 

International Security” at the 61st, 63nd and 63rd 

sessions of the UN General Assembly. These 

documents refiected the Russian vision of ICTs 

threats and were adopted despite resistance 

from the United States. It is worth noting that 

co-sponsors appeared for the draft resolutions 

put forward by Russia during this period (10, 17 

and 28 respectively) – and not from only among 

the traditional allies of the Russian Federation in 

the Commonwealth of Independent States (CIS) 

cooperation and Security Threats Organization 

(CSTO), SCO and BRICS, but also from a number 

of other states. 
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Recording to S.M. Boyko, 

 
“A lot of controversy was caused by the terminological apparatus of the future report. It was 

a ‘clash’ of various fundamental views on the conceptual component of the text of the final 

document: on the one hand, the term ‘information security,’ on the other, the concept of 

‘cybersecurity,’ which is narrower in terms of content. However, despite these disagreements, 

the experts still managed to re-channel the dialogue to a constructive track and arrive 

at a unified version of the key concepts of the report. So, in the text of the document, 

the basic concepts ‘information security’ and ‘security in the use of ICTs’ were fixed.” 
 

The result of the work of the GGE under the 

Russian chairmanship was the approval of the 

report, which was agreed upon on July 16, 

2010, by all 15 member states of the group.10 

The GGE report identified existing and potential 

threats to ICTs security and qualified them as 

one of the most pressing problems of the 21st 

century. Among the threats identified in the 

report were the increasing vulnerability of   

critical    information    infrastructure    as a 

result of the unlawful use of ICT, the complexity 

of attribution   of   cyberattacks, the risk of 

using ICTs as an instrument of war and 

covert intelligence, as well as its 

use for political purposes, including through 

intermediaries represented by individuals, 

groups or organizations. 

A distinctive feature of the report was the 

consolidation of the first recommendations on 

countering the threats associated with the use 

of ICTs. 

The work of the second GGE was assessed in 

terms of the resolution “Developments in the 

Field of Information and Telecommunications in 

the Context of International Security” designed by 

the Russian Federation and adopted in December 

2010 by the UN General Assembly.11 The decision 

was taken to convene a new Group in 2012. 

 
 

2.4. UN GROUP OF GOVERNMENTAL EXPERTS ON DEVELOPMENTS IN THE FIELD 

OF INFORMATION AND TELECOMMUNICATIONS IN THE CONTEXT 

OF INTERNATIONAL SECURITY 
 

Before the new GGE was convened Russia 

carried out effective preparatory work in the 

circle of its Shanghai Cooperation organization 

(SCO) allies. In particular, by 2011, the SCO 

partners had developed a joint document aimed 

at consolidating the principles of state activity in 

the ICTs environment. At the 66th session of the 

UN General Assembly, the Russian Federation 

and the SCO countries introduced an official 

document “Rules of Conduct in the Field of 

International Information Security,”12 which 

played an important role in launching the work 

of the new GGE. This “code of conduct” was 

circulated among the participants of the third 

GGE.13
 

The third GGE launched its work in 2013. The 

international political context emphasized the 

significance of threats to international 

information security. For example, in 2010, the 

Stuxnet virus attacked Iran’s nuclear 

infrastructure. And in 2011, there were massive 

protests in North Africa and the 

 
 

10 Group of Governmental Experts on Developments in Information and Telecommunications in the Context of International Security. 

Note by the Secretary-General, https://www.un.org/ga/search/view_doc.asp?symbol=A/65/201&referer=/english/&Lang=R. 
11 Developments in the Field of Information and Telecommunications in the Context of International Security. Report of the Secretary 

General, https://www.un.org/ga/search/view_doc.asp?symbol=A/65/154&referer=/english/&Lang=R. 
12 Rules of Conduct in the Field of International Information Security: Letter dated 12 September 2011 from the Permanent Representa- 

tives of China, the Russian Federation, Tajikistan and Uzbekistan to the United Nations addressed to the Secretary-General. A / 66/359. 

URL: http://rus.rusemb.org.uk/data/doc/internationalcoderus.pdf. 
13 International Information Security: Theory and Practice. In Three Volumes. Volume 2: Collection of Documents (in Russian), edited 

by Andrey Krutskikh. Second edition, Add. (Moscow: Aspect Press, 2021), 227–231. 

http://rus.rusemb.org.uk/data/doc/internationalcoderus.pdf
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GGE Chair 2013 (Australia) 

 

 

 

 

 

 

 

 
 

Middle East referred 

to as «Facebook 

revolutions» in the 

media. These events 

highlighted the 

importance of ICTs 

threats to global 

security and the 

need for harmonized 

rules and the safe use 

of ICTs. 

In 2013, the 15 

GGE member states, 

chaired by Australian 

diplomat Deborah 

Stokes, unanimously 

adopted the final 

report, which, be- 

joint measures for enhancing transparency, 

security, stability, and confidence- and capacity- 

building measures (primarily in developing 

countries).14 In addition, it was stressed that, 

while maintaining the coordinating role of the 

state, it is necessary to intensify the participation 

of the private sector and civil society in discussing 

issues of international cooperation in this area. 

The GGE report noted that the UN Charter 

and existing norms of international law shall 

be used to regulate the activities of states in 

the ICTs environment. At the same time, the 

idiosyncrasies of technologies (their global 

nature, the possibility of maintaining anonymity 

during their use, universal accessibility, the 

impossibility of clearly identifying the subject 

responsible for a cyberattack, etc.) mean that the 

current international legal framework remains 

insufficient. In this regard, the document 

foresaw the possibility of developing additional 

norms for regulating relations in the information 

sphere in the future. 

Another area of the future interaction 

enshrined in the 2013 report is the task of 

creating and maintaining a regular institutional 

dialogue on international information security 

issues under the auspices of the United Nations 

and within other forums. However, the specific 

parameters of a possible dialogue were not 

indicated. 

sides the traditional assessment of existing 

and potential threats to information security, 

included provisions on the norms, rules and 

principles of responsible behavior of states and 

The success of the third GGE contributed to 

the decision to continue discussions with a view 

to reaching more substantive agreements under 

the new GGE. 

 
 

14 Group of Governmental Experts on Advances in Informatization and Telecommunications in the Context of International Security. 

Note of the Secretary-General, https://www.un.org/ga/search/view_doc.asp?symbol=A/68/98&referer=/english/&Lang=R. 

«Rules of conduct in the field of International information security» letter dated September 

12, 2011 from the Permanent Representatives of China, the Russian Federation, Tajikistan 

and Uzbekistan to the United Nations addressed to the Secretary-General (extract): 

 

 

 

Experts on Advances in Information and 

 

Further progress in cooperation at the 
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2.5. THE FOURTH GROUP OF UN GOVERNMENTAL EXPERTS ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS IN THE CONTEXT 

OF INTERNATIONAL SECURITY ВА 

 
 
 
 

 
www.anadep.org.br 

The next stage of cooperation within the GGE 

dates back to December 2013, when the 68th 

session of the UNGA adopted the Russian draft 

resolution “Developments in the Field of 

Information and Telecommunications in the 

Context of International Security.”15 The 

document welcomed the effective work of the 

previous GGE and requested that the fourth 

GGE would launch its work in 2014 in an 

expanded membership, with the participation 

of representatives of 20 countries. Unlike the 

previous GGE, the tasks of the new Group were 

more specific: the key item on the agenda was 

not to study the entire spectrum of threats in 

the field of international information security, 

but rather to study the problems of using ICTs 

in confiicts and the applicability of international 

law to the information sphere. 

Despite the acute controversies that 

accompanied the discussion within the 

framework of the fourth GGE, the participants of 

the Group adopted the final report on June 26, 

2015. Notwithstanding the narrow range of the 

GGE tasks, the analysis of the current situation 

in the field of international information security 

was multifaceted and refiected the foundations 

of the Russian approach to this issue. 

The GGE report noted the need to stimulate 

the use of ICTs for peaceful purposes and prevent 

confiicts in the information space. The obligation 

of states to be guided by the generally recognized 

principles of international law (primarily the 

principles of respect for state sovereignty, 

sovereign equality, the settlement of disputes 

by peaceful means and non-interference in the 

internal affairs of other states) when using ICTs 

was brought to the fore. 

The 2015 final report contained a provision for 

states to hold jurisdiction over their information 

and communications infrastructure. In this 

regard, the states were guarantors of the security 

for preventing its use by 

other entities aiming to 

commit illegal acts. 

The document refiected 

an important element 

of the Russian approach 

to the problems of 

international information 

security, namely, the need 

to substantiate any kind 

of accusations that are 

brought against a state 

in committing  illegal 

acts in the ICTs sphere. 

With regard to general 

issues of  applicability 

of international law to 

the information space, 

 

 

Carlos Luis Dantas 

Coutinho Perez 

GGE Chair 2015 

(Brazil) 

 

 

 

 

 

 

 

 

 

 

 

 

 

www.cfr.org 

of their information space and were responsible Session of the UN GGE in April 2015 

 
 

15 Resolution adopted by the General Assembly on December 27, 2013 [on the report of the First Committee (A / 68/406)], https://un- 

docs.org/ru/A/RES/68/243. 

 

Experts on Developments in Information 

 

 

  

http://www.anadep.org.br/
http://www.cfr.org/
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the GGE experts confirmed the possibility of 

developing new legal norms, taking the specifics 

of technologies into account. 

In addition, the final report outlined 

promising areas for further work, which 

included the development by states collectively 

and individually of concepts for international 

peace and security in the use of ICTs at the legal, 

technical and policy levels, as well as expanding 

cooperation at the regional and multilateral 

levels to foster common understandings on 

the potential risks in international information 

security. 

With the success of the fourth GGE, the 70th 

anniversary session of the UN General Assembly 

adopted the resolution “Developments in the 

Field of Information and Telecommunications in 

the Context of International Security” designed 

by Russia and co-authored by 84 states by 

consensus on December 23, 2015. The document 

outlined the possibility of continuing the work of 

the GGE in 2016–2017. 

 
 

2.6. THE SIXTH GROUP OF UN GOVERNMENTAL EXPERTS ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS IN THE CONTEXT 

OF INTERNATIONAL SECURITY 
 

On the eve of the planned start of the work of the 

new Group in 2015, an updated version of the 

text of the rules previously developed within the 

framework of the SCO was circulated on behalf 

of the member states of the organization as an 

official document of the UN General Assembly 

at the initiative of the Russian Federation.16 

Under the infiuence of the international 

political situation (the “revelations” of Edward 

Snowden about the practice of collecting and 

analyzing the personal information of citizens 

of various countries by the U.S. government), an 

extended section on human rights was added to 

the rules. 

However, despite the positive signals 

preceding the work of the new Group chaired by 

the German expert K. Geier, the sixth GGE failed 

to adopt a final report in 2017 due to fundamental 

disagreements between the participants (the 

United States and its allies on the one hand, 

 

 

 
16 Boyko, S. M., “Problems of International Information Security at the SCO and BRICS Sites,” https://www.nkibrics.ru/posts/ 

show/5c504e2f6272697aca810000. 

 
«Rules of conduct in the field of international information security» Letter dated January 

9, 2015 from the Permanent Representatives of China, Kazakhstan, Kyrgyzstan, the Russian 

Federation, Tajikistan and Uzbekistan to the United Nations addressed to the Secretary- 

General (extract): 

 

Not to use information and communications technologies and information and communications 

networks to interfere in the internal affairs of other States or with the aim of undermining their 

political, economic and social stability. 

To endeavour to ensure the supply chain security of information and communications 

technology goods and services, in order to prevent other States from exploiting their dominant 

position in information and communications technologies, including dominance in resources, 

critical infrastructures, core technologies, information and communications technology goods and 

services and information and communications networks to undermine States’ right to independent 

control of information and communications technology goods and services, or to threaten their 

political, economic and social security. 

All States must play the same role in, and carry equal responsibility for, international governance 

of the Internet. 

http://www.nkibrics.ru/posts/
http://www.nkibrics.ru/posts/
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Karsten Geier GGE 

Chair 2017 

(Germany) 

pbs.twimg.com  

Russia and like-minded 

countries on the other) 

on the approaches to and 

principles of the future 

regulation of the global 

information space. In 

addition, the negative 

dynamics in relations 

between Russia and the 

United States, along 

with the unsubstantiated 

accusations from the 

United States against 

Russia of interference 

in the elections, also 

 
of all countries, regardless of their level of 

technological development. 

Russia’s peacekeeping concept consisted in 

developing rules of responsible behavior aimed 

at preventing confiicts in the information 

sphere, demilitarizing it, ensuring compliance 

with the principles of the non-use of force, 

respect for state sovereignty, non-interference 

in internal affairs and respect for fundamental 

human rights and freedoms. 

The West (primarily the United Kingdom, 

Canada and the Netherlands), led by the United 

States, sought to consolidate the “right of the 

strong” and the concept of force 

countermeasures (including bypassing the UN 

impeded a constructive dialogue. 

Russia, with the support of 11 states (Brazil, 

China, Cuba, Egypt, India, Indonesia, Kazakh- 

stan, Kenya, Senegal and Serbia), insisted on the 

inadmissibility of unleashing an arms race in 

the information space and its transformation 

into an arena for new wars. It also pointed out 

the importance of forming a fair and equal 

world order, refiecting the interests 

Security Council) in the information space. 

They also attempted to attribute cyberspace to 

the sphere of military operations and make it 

possible to apply certain international legal 

norms, including the norms of international 

humanitarian law, to   acts   of   violence   in the 

information space. At the same time, they 

neglected the problem of attribution 

(identifying the source of a computer attack). 

 

cl.usembassy.gov  
“To address this [the lack of rules of conduct for states in 

cyberspace], the United States has led the development and 

promotion of a strategic framework of cyber stability that includes: 

(1) global affirmation of the applicability of international law to 

state activity in cyberspace; (2) the development of voluntary, 

nonbinding peacetime norms of acceptable state behavior; and 

(3) the development and use of practical confidence-building 

measures (CBMs) that serve to reduce the risk of misperception 

and escalation in cyberspace”. 

 
Christopher Painter, Coordinator for Cyber Issues, United States 

Department of State (2011-2017), 2018 
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Section 3. Ensuring ICTs Security 

on the UN Agenda: 

OEWG and GGE in 2018–2021 

3.1. A NEW STAGE OF THE UN NEGOTIATION PROCESS IN 2018 
 

2018 was a jubilee year for Russian cyber 

diplomacy: 20 years after the start of the 

negotiation process, the UN General Assembly 

adopted a resolution that not only enshrined 

the initial set of rules of conduct, but also 

launched a new stage in the ICTs security 

negotiation process. 

On December 5, 2018, at the initiative of the 

Russian Federation, the 73rd session of the UN 

General Assembly adopted the Resolution 73/27 

“Developments in the Field of Information and 

Telecommunications in the Context of 

International Security.” The resolution was co-

sponsored by 32 countries, and 119 states 

voted “for” it. Through this document, in 2019 

the United Nations established the Open-Ended 

Working Group (OEWG) on developments in the 

field of information and telecommunications in 

the context of international security. The work 

to develop these rules of conduct was a priority 

item of its mandate. A distinctive feature of the 

new UN negotiating mechanism was its 

openness – representatives of all UN member 

states were invited to participate, and the OEGW 

process provides for the possibility of holding an 
www.un.org 

intersessional dialogue with non-state actors. 

Thus, the group incorporated the experience of 

openness (the format of open-ended groups has 

already been tested within the UN, for example, 

in the field of negotiations on nuclear 

disarmament and has shown its effectiveness) 

and multi-level cooperation, which was carried 

out with the leading and coordinating role of 

states, in contrast to the less successful Internet 

Governance Forum, whose role is stated as 

“elaborating decisions, not making them.” 

Russian diplomacy played an important role 

in renewing the negotiation process. Russia 

insisted not on the resumption of the work of the 

GGE in the previous format, but on the creation 

of a new, more democratic and inclusive 

structure. It was the concept of openness that 

won over the support of a significant number of 

countries that had never previously participated 

in the GGE, primarily developing countries. 

The OEWG received an expanded mandate, 

including the continuation of work on the 

norms, rules and principles of responsible 

behavior in the information space, an analysis of 

the applicability of international law in the field 

“We have seen a dramatic increase in the frequency of malicious 

incidents in recent years. These incidents have come in many forms, from 

disinformation to the disruption of computer networks. Such acts are 

contributing to a diminishing trust and confidence among States.” 

 
Izumi Nakamitsu, United Nations Under-Secretary-General 

of Disarmament Affairs, 2021 (Japan) 

http://www.un.org/
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of ICTs use, and the problems of building the 

digital potential of developing countries. 

In addition, the creation of the OEGW raised 

the status of discussions on ICTs security within 

the United Nations, since the Group was formed 

as a full-fiedged body of the UN General 

Assembly authorized to develop and recommend 

any documents, including draft international 

treaties, to member states. 

In parallel to the Russian draft resolution, the 

United States submitted its own draft resolution 

entitled “Advancing Responsible State Behaviour 

in Cyberspace in the Context of International 

Security” for consideration by the UN General 

Assembly (the division of the negotiation process 

on international information security into two 

tracks – Russian and US – was outlined back in 

1998). According to the provisions set out in the 

document, GGE that had previously operated in 

25 states would be restored. Its mandate gave 

priority to the discussion of the applicability of 

the existing norms of international law to the 

information space. 

On the one hand, the creation of two parallel 

ICTs security negotiating platforms emphasized 

the importance of this topic on the agenda of 

 

Table 1 

First GGE and OEWG: Ratio of the Main Areas of Work 
 Group of Governmental Experts 

(GGE) 
Open-ended Working Group (OEWG) 

Initiator 
country 

United States Russia 

 
 

Founding 
document 

December 22, 2018: UN General 
Assembly Resolution “Advancing 
Responsible State Behavior in 
Cyberspace in the Context of 
International Security” 

(U.S. project) 

December 5, 2018: UN General 
Assembly Resolution “Developments 
in the Field of Information and 
Telecommunications in the Context of 
International Security” 

(Russian project) 

Number of 
participants 

25 members 193 UN member countries 

Participants 
States 

(government experts) 

States (coordinating role), other 

stakeholders 

Chair Guilherme de Aguiar Patriota (Brazil) Jürg Lauber (Switzerland) 

 
Format of 
Cooperation 

Possibility of holding consultations 
with regional organizations (African 
Union, EU, OAS, OSCE, ARF) and two 
consultations with all UN member 

states 

 
Intersessional meetings with other 
stakeholders (the business community, 
NGOs, the academic community) 

 
 
 
 

 
Mandate 

 
 
 

 
Norms, rules and principles of 
responsible behavior (detailing 
existing norms) 

Confidence-building measures 

Capacity-building measures 

Applicability of MT to cyberspace 

Norms, rules and principles of 

responsible behavior (further 

development or change) 

Confidence-building measures 

Capacity-building measures 

Applicability of international law to 

cyberspace 

Existing and potential threats 

Establishment of regular institutional 

dialogue under the auspices of the 

UN 

Actual international concepts in the 

field of global security of IT systems 

 
Results 

of the work 

 

 
May 2021: Final report 

March 2021: Final report (consensus 
issues) 
March 2021: Chairperson’s Report 
(items on which no consensus was 

reached) 

Compiled by the authors on the basis of www.un.org 

http://www.un.org/
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the international community. It is significant 

that both mechanisms were established within 

the framework of the United Nations General 

Assembly First Committee on disarmament, 

which deals with issues of peace and security – 

the most important topics in the work of the 

United Nations. However, members of the public 

have expressed concerns. 

Russia has come up with an initiative to divide 

the spheres of responsibility of the GGE and the 

OEWG, thereby harmonizing the work of the 

mechanisms. According to the Russian initiative, 

the OEWG would strengthen confidence in and 

the prospects for the development of the 

negotiation format. 

The work of the two platforms is crucial as 

confidence-building measures in the context of 

growing confiict and militarization of space. 

In reality, both platforms have become 

complementary and have shown the willingness 

and ability of the international community to 

negotiate and find compromises. 

The negotiation process within the framework 

of the OEWG was accompanied by certain 

difficulties due to the existence of contradictions 

between states. It is important to note that debates 

stem from sources other than the two traditional 

camps led by Russia and the United States. The 

European Union developed its own stance on 

the issue, submitting its Programme of Action 

for Advancing Responsible State Behaviour in 

Cyberspace in October 2020. In addition, the EU 

countries collectively submitted comments to 

the OEWG containing recommendations for the 

future report of the Panel. The European Union 

received the official supported of the Republic of 

North Macedonia, Montenegro, Albania, Bosnia 

and Herzegovina, the Republic of Moldova and 

Georgia. 

Despite the difficulties of negotiations within 

both formats, caused by disagreements and the 

coronavirus pandemic, both the GGE and the 

OEWG successfully completed their work in the 

spring of 2021. 

 
 

3.2. RESULTS OF THE WORK OF THE FIRST UN OEWG ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS IN THE CONTEXT 

OF INTERNATIONAL SECURITY 
 

In March 2021, the OEWG adopted the two 

documents: the final report of the OEWG and 

the report of the Chair (the Chair of the first 

OEWG was the Swiss national Jürg Lauber). The 

Final Report of the OEWG outlined the 

effectiveness of the first OEWG and confirmed 

the decision to extend the mandate of the 

OEWG for five years. In terms of its contents, 

the following components of the report can be 

highlighted. 

The report’s authors caution that the urgency 

of building and maintaining international peace, 

security, cooperation and trust in information 

and communications technologies has never 

been so clear. In addition, it was emphasized 

that the harmful use of ICTs is becoming more 

widespread and sophisticated, while the use of 

ICTs in future interstate confiicts is becoming 

more likely, although individual non-state actors 

(primarily terrorist and criminal groups) acquire 

capabilities comparable to those of states. The 

greatest threat is posed by ICTs attacks on 

critical infrastructure and critical information 

infrastructure, which includes, among other 

things, medical and financial institutions, 

energy, water supply, transportation and 

sanitation services. 

In doing so, states have agreed that voluntary, 

non-binding rules of conduct can increase 

predictability and reduce the likelihood of 

confiicts in the ICTs environment. In the future, 

supplementary norms may be developed. 

Governments also urged that the use of hidden 

functions (“back doors”) in ICTs products should 

be discouraged. 

International law, and the UN Charter in 

particular, are applicable tothe information space 

and are necessary to maintain an open, peaceful, 

accessible and stable ICTs environment. States 

must refrain from actions that are inconsistent 

with international law and resolve confiicts in a 

peaceful manner. 
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unitar.org  
“The efforts seen this week by delegations towards building consensus 

are proof to what extent Member States recognize the urgency of the 

issues within our mandate as well as our collective responsibility to 

bring this process to a successful conclusion”. 

 
Jürg Lauber, Chair of the first OEWG, 2021 (Switzerland) 

 
 
 
 
 
 
 

Voluntary measures aimed at increasing 

transparency, cooperation and stability help to 

prevent confiicts, correct mutual perceptions of 

intentions, and reduce tensions. The OEWG 

itself contributes to confidence-building, with 

the UN playing a key role in this process. 

Assisting developing countries in building up 

digital capacity is essential to ensuring ICTs 

security. All the measures in this field must be 

politically neutral, transparent, accountable and 

unconditional, while sensitive information must 

be protected as needed. 

The Chairman’s report contained those aspects 

of the ICTs security on which the participants 

could not reach a consensus. The importance of 

placing these provisions in a separate document 

is that they can become priority areas for 

discussion within the framework of the OEWG in 

2021–2025. In particular, we are talking about 

the prospects for the formation of a regular 

institutional dialogue, the need to make the rules 

of responsible behavior legally binding, and the 

development of mechanisms for attribution of 

cyberattacks. 

The Chair of the first OEWG, Jürg Lauber, was 

mostly appreciative of the work carried out by 

the first ever inclusive mechanism for ICTs 

security. 

 
 

3.3. RESULTS OF THE WORK OF THE SEVENTH UN GGE ON DEVELOPMENTS 

IN THE FIELD OF INFORMATION AND TELECOMMUNICATIONS 

IN THE CONTEXT OF INTERNATIONAL SECURITY 
 

The GGE completed its work in May 2021 with 

the adoption of its final report. In accordance 

with the mandate of the group, the document 

focuses on the applicability of international law 

to the information sphere. It provides detailed 

explanations of the previously reached 

agreements (stipulated in the final reports of 

2010, 2013 and 2015). The new report reveals 

the content of the norms that govern the 

activities of states in cyberspace and examines 

the measures necessary for their effective 

implementation. 

The report stresses that the norms and 

principles of international law, in particular the UN 

Charter, are applicable to the ICTs environment, 

while international humanitarian law is applicable 

only in conditions of armed confiict. However, the 

threshold of armed aggression was not specified 

in the report. At the same time, it is noted that 

it is necessary to continue the discussion on 

the applicability of international law to the 

information sphere. 

To sum up, we should note that the format of an 

open dialogue on ICTs security proposed by Russia 

has demonstrated its effectiveness and relevance 

in solving the pressing problems facing the 

international community. The work of the OEWG 

helped to increase trust and mutual understanding 

between states, but the split in positions was not 

completely overcome, which is demonstrated by 

alternative projects in the field of cooperation 

on ICTs security proposed by Western countries. 

These projects are briefiy reviewed and described 

in the next section. 
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Section 4. Alternative Approaches 

Towards Global Cybersecurity: 

National, Regional and Global 

4.1. AT THE GLOBAL LEVEL 
 

EnsuringICTssecurityrequirestheinternational 

community to come together and combine their 

efforts. Due to the lack of consensus on the 

issues relating to maintaining ICTs security on a 

global scale arising from the differences in 

approaches and national interests of states, a 

range of international initiatives directed in 

this field is currently being developed. 

The existence of alternative approaches 

demonstrates current political and substantive 

contradictions within the international 

community with regard to the norms and rules 

of governing the global information field. 

Political contradictions refer to possible 

cooperation formats. For example, western 

countries insist on developing rules of behavior 

with the participation of a limited number of 

states, while the Russian Federation offers a 

truly inclusive approach to the formation of an 

international regime for information security, 

 

Table 2 

Global initiatives in the field of global cybersecurity. 

Country/ 
association 

Position Number of followers 

Russia Open-Ended Working Group (2018) 193 states 
Engagement in a process of informal 
consultations: 
113 IGOs (intergovernmental organizations) 
and NGOs (non-governmental organizations) 
Commentaries given during the work of the 
first OEWG: 

2 IGOs 
17 NGOs 

France Paris Call for Trust and Security in 
Cyberspace (2018) 

80 states 
391 civil society organizations 

706 companies 

EU Programme of Action for Advancing 
Responsible State Behavior in 

Cyberspace (2020) 

43 states 

EU (as an integration union) 

 European Data Strategy (2020) EU (as an integration union) 

USA Counter Ransomware Initiative (2021) 31 states 

EU (as an integration union) 

 Summit for Democracy (2021) and 
Alliance for the Future of the Internet 

112 states are invited 
EU (as an integration union) 
* The number of representatives from civil 
society organizations and the private sector is 
not specified 

China Global Initiative on Data Security (2020) 1 state (China) 
 

Compiled by the authors on the basis of www.un.org 

http://www.un.org/
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2009-2017.state.gov 
 

 
www.google.com 

 
“The United States cannot subscribe to calls for new legal obligations” 

 
Michele Markoff, Deputy Coordinator in the Office of the Coordinator 

for Cyber Issues at the U.S. Department of State, 2021 

 
 
 
 
 
 
 

 
“We are forming a coalition of a good will, with strong enough 

pressure on each other to try to prototype good rules, and find 

effective and democratic solutions.” 

 
Henri Verdier, Ambassador for Digital Affairs for the French Ministry 

for Europe and Foreign Affairs, 2021 

 
 
 
 
 
 
 
 

which is precisely what the OEWG format within 

the United Nations is. 

An informational split can be traced over a 

number of issues of ICTs regulation, such as 

the applicability of international law to the 

information field, the applicability of the 

humanitarian law to the information field, and 

elaboration of the international treatment of ICTs 

security in particular. According to the Russian 

approach, a voluntary approach exposes norms 

to violations. A legally binding instrument is thus 

essential. However, the United States opposes 

such an interpretation. 

The position of the American Foreign Service 

is indicative in this sense. 

In such circumstances, countries in the West 

intensify the search for alternative negotiating 

formats, characterized below. 

The initiatives for promoting and deepening 

international cooperation that focus on 

elaborating the norms related to the 

responsible behavior of states in the global 

information field with limited membership 

include the Paris Call for Trust and Security in 

Cyberspace and the Programme of Action for 

Advancing   Responsible   State   Behavior in 

Cyberspace. In contrast to the UN OEWG, these 

initiatives do not imply the participation of all 

representatives of the international community 

and are not officially recognized in the UN 

structural units, which undermine their 

representativeness and legitimacy. 

The Paris Call for Trust and Security in 

Cyberspace (initiated by France on November 

12, 2018).17
 

Supporters: 80 states, 391 organizations 

and 706 companies, including Kaspersky Lab, 

Group-IB, Microsoft, Facebook, Google, Dell, 

SAP, IBM, Nokia, Oracle, Panasonic, and others. 

The Paris Call is not an official document. 

Rather, it is a common vision of security in 

cyberspace offered by France. The Paris Call 

 
 

17 “Paris Call for Trust and Security in Cyberspace,” https://pariscall.international/en/. 

http://www.google.com/
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is a multi-layered partnership forum focusing 

on countering cyberattacks that threaten the 

international community. Members of the Paris 

Call confirm their readiness to cooperate within 

existing forums and international organizations, 

institutions, mechanisms and processes in order 

to ensure a safe and stable cyberspace. 

The structure of the Paris Call includes six 

working groups that deal with issues related 

to the applicability of international law to the 

information field, support for the negotiating 

process in the United Nations, ways to strengthen 

multi-layered cooperation, and measures 

aimed at creating a cyber stability index and the 

development of specific cooperation tools for 

various communities. Reports based on the 

results of the working groups’ activities 

formulate recommendations for the further 

development of cooperation for international 

organizations, the private sector and civil 

society. These recommendations include 

“Advancing International Cyber Norms,”18 

“Multistakeholder Participation at the UN,”19 

“Building a Cyberstability Index,”20 and “Develop 

Concrete Tools for the Call Community: The 

Report21 and the Mapping,” all of which have 

been published thus far. 

The Paris Call is based around nine common 

principles that offered to members as calls for 

action: 

1) Protect individuals and infrastructure 

2) Protect the Internet 

3) Defend electoral processes 

4) Defend intellectual property 

5) Non-proliferation (malicious software) 

6) Lifecycle security (the security of digital 

processes, products and services, 

throughout their lifecycle and supply 

chain) 

7) Cyber hygiene 

8) No private hack back 

9) International norms 

The most distinguishing feature of the Paris 

Call is its multi-layered nature, that is, the 

partnership of various stakeholders. The United 

States joined the call in the autumn of 2021 after 

the diplomatic weapon transfer scandal between 

the United States and France was settled. The 

membership of the United States brings more 

diplomatic heft to the Paris Call. However, it 

does not convert it to a new quality. At present, 

the Paris Call remains an informal structure 

only, refiecting the intentions of acceding states 

and those involved in consulting work. 

Programme of Action for Advancing 

Responsible State Behavior in cyberspace 

(offered by a group of 53 states, including the 

European Union on October 1, 2020).22
 

The initiative was proposed by the French 

Ambassador during the UNIDIR Cyber Stability 

Conference in September 2020, confirming 

France’s desire to lead the discussion on 

cybersecurity issues. The document   builds on 

the experience of previous programs of action, 

including the UN Programme of Action to 

Prevent, Combat and Eradicate the Illicit Trade 

in Small Arms and Light Weapons, the 

Programme of Action to Combat Racism, etc., 

and constitutes a declaratory statement of the 

members on their intention to cooperate in the 

chosen direction. 

The idea behind the initiative is to redefine the 

approach to international cooperation on ICTs 

security issues within the United Nations and 

creating a permanent negotiating forum within 

the organization for international cooperation 

in the cybersecurity space. The forum would 

effectively duplicate the work of the UN OEWG, 

only with a smaller membership. 

The program recognizes the   importance of 

the GGE reports adopted by consensus 2010, 

2013 and 2015. The Programme of Action, in 

addition to the OEWG, is aimed at involving 

representatives of civil society, business, the 

academic community and NGOs in the 

negotiating process. However, unlike the OEWG, 

it only includes a limited number of states. 

What is more, it duplicates the functions 

 
 

18 “Advancing International Cyber Norms,” https://pariscall.international/assets/files/WG4-Final-Report-101121.pdf. 
19 “Multistakeholder Participation at the UN,” https://pariscall.international/assets/files/10-11-WG3-Multistakeholder-participa- 

tion-at-the-UN-The-need-for-greater-inclusivity-in-the-UN-dialogues-on-cybersecurity.pdf. 
20 “Building a Cyberstability Index,” https://pariscall.international/assets/files/PWGR5-8-11-21.pdf (accessed on November 22, 2021). 
21 Develop concrete tools for the Call community: the mapping // Paris call for trust and security in cyberspace: [website]. – 2021. – 

URL: https://pariscall.international/en/. 
22 Programme of Action for Advancing Responsible State Behavior in Cyberspace, https://front.un-arm.org/wp-content/up- 

loads/2020/10/joint-contribution-poa-future-of-cyber-discussions-at-un-10-08-2020.pdf. 
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of a negotiating mechanism that already exists 

within the OEWG. 

Data Governance and Data Security 

Initiatives 

In the context of the growing importance of 

data in the global economy and politics, as well 

as formation of new technological trends 

conceptualized in the terminology of the Fourth 

Industrial Revolution, the metaphor “data is 

the new oil” is gaining popularity. To govern 

this new area of international politics, states 

and integration structures hoping to become 

leaders in this field propose various initiatives, 

the most significant of which are the European 

Strategy for Data and China’s Global Initiative 

on Data Security. 

A European Strategy for Data (adopted by 

the European Commission on February 20, 

2020)23
 

The European Data Strategy proposes a 

number of stages of data management and data 

security, including the improvement of 

legislation, and is also focused on creating 

a single data space at the EU level. The strategy 

represents the European   Union’s bid for 

global regulatory leadership in data 

management and pays close attention to 

limiting the monopoly positions of Internet 

companies and social networks located in the 

United States and on the European market. 

The basic components of the strategy 

include, among other things: 

1. An initiative   to   make   high   quality data 

for the innovation sector more accessible. 

2. The creation of a specific data law – Data 

Act. 

3. Investment in European data spaces and 

infrastructure. 

4. Ensuring respect for citizen’s rights in 

relation to data. 

5. The creation of single European data 

spaces   in   strategic   areas:    industry, the 

Green Pact, transport, healthcare, finance, 

energy, agriculture, public administration, 

and professional deve- lopment. 

The Global Initiative on Data Security 

(proposed by the Ministry of Foreign Affairs of 

China on September 8, 2020)24
 

The initiative is aimed at promoting ICTs 

development and countering their use for 

criminal purposes. It includes following fields of 

actions: 

States should handle data security in a 

comprehensive, objective and evidence- 

based manner, and maintain an open, 

secure and stable supply chain of global 

ICTs products and services. 

States should stand against ICTs activities 

that impair or steal important data of other 

States’ critical infrastructure, or use the data 

to conduct activities that undermine other 

States’ national security and public interests. 

States should take actions to prevent and 

put an end to activities that jeopardize 

personal information through the use of 

ICTs, and oppose mass surveillance against 

other States and unauthorized collection of 

personal information of other States with 

ICTs as a tool. 

States should encourage companies to abide 

by laws and regulations of the State where 

they operate. States should not request 

domestic companies to store data generated 

and obtained overseas in their own territory. 

States should respect the sovereignty, 

jurisdiction and governance of data of other 

States, and shall not obtain data located in 

other States through companies or 

individuals without other States’ 

permission. 

Should states need to obtain overseas data 

out of law enforcement requirement such as 

combating crimes, they should do it through 

judicial assistance or other relevant 

multilateral and bilateral agreements. Any 

bilateral data access agreement between 

two States should not infringe upon the 

judicial sovereignty and data security of a 

third State. 

ICTs products and services providers should 

not install backdoors in their products and 

services to illegally obtain users’ data, 
 

 

23 A European Strategy for Data, https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52020DC0066. 
24 Global Initiative on Data Security, https://www.fmprc.gov.cn/mfa_eng/zxxx_662805/t1812951.shtml. 

http://www.fmprc.gov.cn/mfa_eng/zxxx_662805/t1812951.shtml
http://www.fmprc.gov.cn/mfa_eng/zxxx_662805/t1812951.shtml
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control or manipulate users’ systems and 

devices. 

ICTs companies should not seek illegitimate 

interests by taking advantage of users’ 

dependence on their products, nor force 

users to upgrade their systems and devices. 

Products providers should make a 

commitment to notifying their cooperation 

partners and users of serious vulnerabilities 

in their products in a timely fashion and 

offering remedies. 

The initiative constitutes an alternative 

point of view on data security and a different 

approach to data management, including at the 

international level, based on respect for the 

sovereignty of states and with a focus on ICTs 

security threats. 

International initiatives aimed at 

counteracting certain types of international 

information security. The specialized focus 

and limited membership of similar initiatives 

do not allow them to be a significant tool of 

international cooperation in this area. 

The   Counter-Ransomware   Initiative (put 

forward by the United States during a meeting 

with representatives of 30 countries on October 

13–14, 2021)25
 

The initiative is based on allies and partners 

rallying to counteract the threat of ransomware. 

Upon the conclusion of the meeting, its 

participants adopted a joint statement, which 

outlined the frameworks of cooperation in four 

areas: 

1. countering hackers and disabling the 

ransomware infrastructure; 

2. increasing the stability of computer 

networks; 

3. curtailing the misuse of virtual currencies 

and countering illegal financing; 

4. strengthening international cooperation. 
The U.S. government encourages countries 

to join the Budapest Convention on the 

development of national legislation on 

cybercrime and the establishment of a legal 

framework of international cooperation in this 

area. 

Considerable attention is paid to providing 

capacity-building assistance to developing 

countries on cybercrime. The intention to 

cooperate with representatives of other countries 

has been announced in cooperation with law 

enforcement agencies. 

A particular feature of this initiative is the 

readiness to use all accepted resources to 

counteract cybercrime directed against the 

critical information infrastructure of states. 

This could potentially mean the use of military 

capabilities, which poses a threat to international 

peace and stability. 

It is significant that neither Russia nor China 

were invited to participate in the meeting. This 

puts into question effectiveness, 

representativeness and legitimacy of the 

international standards proposed by the United 

States in this area. In addition, this approach 

undermines mutual confidence and generally 

hinders constructive cooperation in international 

information security globally. 

The Alliance for the Future of the Internet 

(not officially proposed; the United States 

planned to present the initiative during the 

Summit for Democracy on December 9–10, 

2021)26
 

Members: representatives of 110 states, 

invited by the United States (Russia and China 

were not invited), as well as human rights 

organizations and business representatives. 

The U.S. initiative to convene a virtual 

“summit for democracy” on December 9–10, 

2021 was a step towards strengthening the 

“rules-based order” that is intended to maintain 

the U.S. leadership. The joint report of the 

Russian Federation and People’s Republic of 

China Ambassadors emphasizes that this event 

paves the way for interference in the internal 

affairs of other countries outside current rules 

of international law in violation to the principles 

of the UN Charter, being an encroachment upon 

the sovereignty, unity and territorial integrity of 

states. 

The United States was expected to present 

the document “The Alliance for the Future of 

 
 

25 Fact Sheet: Ongoing Public U.S. Efforts to Counter Ransomware, https://www.whitehouse.gov/briefing-room/statements-releas- 

es/2021/10/13/fact-sheet-ongoing-public-u-s-efforts-to-counter-ransomware/. 
26 The Summit for Democracy, https://www.state.gov/summit-for-democracy/. 

http://www.whitehouse.gov/briefing-room/statements-releas-
http://www.whitehouse.gov/briefing-room/statements-releas-
http://www.whitehouse.gov/briefing-room/statements-releas-
http://www.state.gov/summit-for-democracy/
http://www.state.gov/summit-for-democracy/
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the Internet” (non-paper), which aims to form a 

positive agenda for the development of an “open, 

trusted, and secure internet that promotes core 

democratic values and respect for human 

rights.”27 The document itself was published by 

Politico magazine. The actions of Russia and 

China are seen as threats to this vision of the 

development of the Internet, aimed at promoting 

an alternative vision of the Internet, based on 

state control and the “misinformation epidemic” 

and the concentration of power in the hands of 

a small number of dominant tech companies. 

In addition, the document identifies the rise of 

cyberattacks and other threats to cybersecurity 

as threats to this vision of the development of the 

Internet. 

The main principles underlying the proposed 

alliance are: 

A collective commitment to develop and 

implement high standards for data privacy, 

data security, and cyber security; 

A commitment to cooperation on tech 

platform regulation and information 

integrity; 

A commitment to ensuring open and 

interoperable access for software and apps 

among members; non-discrimination in 

domestic regulations; and shared 

commitments regarding data localization; 

A commitment to establish a forum for 

technical cooperation on cybersecurity 

standards and incident response. 

This initiative has drawn widespread 

criticism from the human rights organizations 

in the United States and representatives of 

other countries. As for international Internet 

governance and the development of standards 

for   regulating   technology   platforms,    the UN 

OEWG appears to be the optimal structure for 

developing appropriate rules due to its 

universal nature, indisputable legitimacy and 

representative membership. 

 
 

4.2. AT THE REGIONAL LEVEL 
 

Meanwhile, the OEWG report specifically 

emphasizes the importance of developing 

information security initiatives and appropriate 

confidence-building measures at the regional 

level. Regional cooperation formats   appear to 

be effective formats for enhancing interaction. 

This is because countries in the 

same region have similar cultures, comparable 

levels of economic development and strong 

intraregional links. They also face common 

threats and take similar approaches to their 

prevention. 

The most significant regional ICTs security 

initiatives are presented below. 

 
 

4.3. AT THE NATIONAL LEVEL 

 
A brief description of main legal and regulatory 

instruments that determine both domestic and 

foreign policies in cybersecurity is vital for 

understanding positions of the leading global 

players in this field. 

United States 

The United States is a digital economy leader 

and has the most developed ICTs 

infrastructure, both in economic and military-

political terms. Fifty percent of the 

 
27 Non-Paper//Discussion Purposes Only. The Alliance for the Future of the Internet, https://www.politico.com/f/?id=0000017c-e71b- 

d8e1-a57c-efffa3810004. 

 
The U.S. Cyber Strategy identifies the 

provision on the preservation of peace 

through force as the main goal of the 

United States: 

 

  

http://www.politico.com/f/?id=0000017c-e71b-
http://www.politico.com/f/?id=0000017c-e71b-
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Table 3 

Regional initiatives in international information security 

 
Regional 
platform 

Initiative in international information security 

SCO 
Agreement between the Governments of State Members of the Shanghai Cooperation Organisation on 
Cooperation in the Field of Ensuring International Information Security dated June 16, 2009 

 

CIS 

Agreement on Cooperation Among the States Members of the Commonwealth of Independent States on 
Cooperation in the Field of Ensuring Information Security dated November 20, 2013 

Agreement on Cooperation of the States Members of the Commonwealth of Independent States in 
Combating Offences Related to Computer Information dated September 28, 2018 

CSTO 
Agreement on Cooperation between the Member States of the Collective Security Treaty Organization in 
the Field of Information Security dated November 30, 2017 

 
 

OSCE 

Decision No. 1106 
Initial set of OSCE Confidence-Building Measures to Reduce the Risks of Conflict Stemming from the Use of 
Information and Communication Technologies dated December 3, 2013 

Decision No.5/16 
OSCE Efforts Related to Reducing the Risks of Conflict Stemming from the Use of Information and 
Communication Technologies dated December 9, 2016 

Council of Europe Budapest Convention on Cybercrime of November 23, 2011 

ASEAN 
Statement of ASEAN and the Russian Federation on Cooperation in the Field of Security of and in the Use of 
Information and Communication Technologies dated November 14, 2018 

Arab League Arab Convention on Combating Information Technology Offences of 2010 

  African Union  African Union Convention on Cyber Security and Personal Data Protection of 2014  

NATO 
NATO Cyber Defense Evolution (The applicability of the article on collective defense of the North Atlantic 
Treaty to cyberspace is recognized) 

 
world’s data centers are concentrated in the 

United States, and China account for 94% of 

all funding of AI start-ups emanates from that 

country.28
 

The United States is interested in 

strengthening its leadership and the unipolar 

information order, but encounters increasing 

competition from China. Experts talk about a 

new technological   confrontation,   which is 

most evident in the global information space. In 

this situation, the United States adopts official 

documents that refiect its aggressive   and   

militaristic   ambitions    in the form of measures 

to strengthen and protect its leadership and 

ensure digital and technological sovereignty. 

National Cyber Strategy of the United 

States of America (2018)29
 

In September 2018 Donald Trump signed the 

National Cyber Strategy of the United States of 

America. Structurally, the strategy is divided 

into four areas: 

Compiled by the authors on the basis of www.un.org 

 

1. Protect the American People, the 

Homeland, and the American Way of Life 

2. Promote American Prosperity 

3. Preserve Peace through Strength 

4. Advance American Infiuence 

The essential challenge of the U.S. cyber 

strategy to defend the national Internet 

infrastructure is declared at the federal level. 

France 

In economic and infrastructural terms France 

is significantly inferior to the United States in 

terms of ICTs development. At the same time, it 

is a member of NATO, meaning that it depends 

on the United States significantly in its foreign 

policy. However, in cyberspace France aims to be a 

diplomatic leader, putting forward foreign policy 

initiatives aimed at strengthening its political 

infiuence in the global information space. 

Military Doctrine for Information 

Operations (2021)30
 

According to the Doctrine, the informational 

confrontation will complement France’s 

 
 

28 Digital Economy Report, 2021, https://unctad.org/system/files/official-document/der2021_en.pdf 
29 National Cyber Strategy of the United States of America, https://trumpwhitehouse.archives.gov/wp-content/uploads/2018/09/Nation- 

al-Cyber-Strategy.pdf. 
30 Military Doctrine for Information Operations (2021), https://francais.rt.com/france/91900-lutte-informationnelle-france-adopte-nou- 

velle-doctrine-militaire-contre-cyber-influence//. 

http://www.un.org/
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www.lexpress.fr  
“The line between competition and confrontation, which had 

enabled us to make the distinction between times of peace and 

times of crisis or war, is now completely blurred. There are now 

multiple grey zones in which hybrid or asymmetrical actions to exert 

infiuence, disturbance, or even intimidation are deployed, and could 

degenerate.” 

 
Emmanuel Macron, President of France, 2020 

 
 
 
 
 
 
 

defensive and offensive actions in cyberspace, 

which means carrying out information 

campaigns to combat terrorist propaganda and 

information manipulation. 

China 

China is a technological and digital leader 

and the main rival of the United States in the 

field of digital economy. The size of China’s 

digital economy in 2020 reached $5.4 trillion.31 

The economic and military power of China in 

cyberspace has been supported for years by 

political and diplomatic initiatives in the field of 

the regulation of cyberspace, as well as a 

developed regulatory framework. 

Cybersecurity Law of the People’s Republic 

of China 32
 

The Cybersecurity Law was adopted on 

November 7, 2016, and identifies the state’s 

obligation to ensure “sovereignty and the safe 

attainment of national interests in cyberspace.” 

The Cybersecurity Law is a logical continuation 

of the Golden Shield Project to ensure control of 

the national information space, whereby the 

probability of foreign infiuence on the information 

field within the state is low. 

International Strategy of Cooperation on 

Cyberspace33
 

The Chinese government approved the 

International Strategy of Cooperation on 

Cyberspace in 2017. The document sets out the 

following aims: 

1) Safeguarding Sovereignty and Security 

2) Developing a system of International Rules 

3) Promoting Fair Internet Governance 

4) Protecting Legitimate Rights and Interests 

of Citizens 

5) Promoting Cooperation on Digital 

Economy 

6) Building Platform for Cyber Culture 

Exchange 

 

 
 

31White Paper on Digital Economy Development and Employment in China (2019). (China Academy of Information and Communica- 

tions Technology, CAICT), pp. 1, 7–8, http://www.caict.ac.cn/kxyj/qwfb/bps/201904/P020190417344468720243.pdf. 
32 Cybersecurity Law of the People’s Republic of China. NPC.GOV.CN: Official website of the National People’s Congress, http://www. 

npc.gov.cn/npc/xinwen/2016-11/07/content_2001605.htm. 
33 International Strategy of Cooperation on Cyberspace, http://news.xinhuanet.com/english/china /2017-03/01/c_136094371.htm. 

 

 

segment of the Internet, attacks on the critical information infrastructure; document states the 

 

http://www.lexpress.fr/
http://www.caict.ac.cn/kxyj/qwfb/bps/201904/P020190417344468720243.pdf
http://www/
http://news.xinhuanet.com/english/china
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The Strategy includes a plan for the 

implementation of China’s policy in the 

international arena in order to achieve 

strategic stability, establish peace, and develop 

international rules for the responsible behavior 

of states in the global information space. It also 

contains promising areas of activity in the field 

of counteracting cyber terrorism and cybercrime 

through the exchange of experience and 

technology with other states. 

Thus, currently, the political   approaches of 

Russia and China to ensure international 

information security largely coincide, which 

determine the close coordination of states in all 

areas of Russian foreign policy initiatives on ICTs 

security presented below. 
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Section 5. Main Areas of Russia’s 

Foreign Policy in the Field 

of International Information Security 
 

 
The creation of a new structural unit in the 

Ministry of Foreign Affairs of the Russian 

Federation (the Department of International 

Information Security) pursuant to a Decree 

of the President of the Russian Federation 

dated December 27, 2019 raised the status 

of the negotiating process on ICTs security. 

A notable feature of the new department is 

that it is multi-level in nature – that is, it 

considers issues of ICTs security through 

the prism of international law, its military- 

political and economic aspects, and the 

regional and global directions of the foreign 

 
policy of the Russian Federation. The main 

tasks of the Department include: 

coordinating and conducting negotiations 

on ICTs security at the global level (through 

the UN OEWG and UN GGE) 

promoting the establishment of a universal 

convention on the prevention of the 

criminal use of ICTs 

expanding regional and bilateral 

cooperation in this area on the basis of 

bilateral intergovernmental and regional 

agreements (CIS, SCO, CSTO, BRICS, 

ASEAN) 

 

From a personal archive 

Employees of the Department of International Information Security 

of the Ministry of Foreign Affairs of the Russian Federation 
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ensuring the internationalization of 

Internet governance and promoting 

equitable cooperation within the 

International Telecommunication Union 

(ITU) 

The annual adoption by the UN General 

Assembly of the Russia-led “Developments in the 

Field of Information and Telecommunications 

in the Context of International Security” draft 

resolutions between 1998 and 2021 is testament 

to the success of Russian initiatives in the field of 

ICTs security. (The only exception was 2017, when 

the disagreements of the participants meant that 

no draft resolution was adopted.) It is noteworthy 

that the number of co-sponsors of Russian draft 

resolutions grew every year from 2005 to 2016. 

An unprecedented number of co-sponsors put 

their names to the resolution in 2021, the first 

to be developed and submitted to the United 

Nations jointly  by  the  United States and the 

 

Table 4 

Results of voting on UN General Assembly resolutions under the general title 

“Developments in the Field of Information and Telecommunications in the Context 

of  International Security” for the period 1998–2021 

UN GA 
Session 

Session year «For» «Against» Abstained Co-sponsors 

53 1998  no voting  no 

54 1999  no voting  no 

55 2000  no voting  no 

56 2001  no voting  no 

57 2002  no voting  no 

58 2003  no voting  no 

59 2004  no voting  no 

60 2005 177 1 0 no 

61 2006  no voting  10 

62 2007 179 1 0 17 

63 2008 178 1 0 28 

64 2009  no voting  29 

65 2010  no voting  35 

66 2011  no voting  33 

67 2012  no voting  38 

68 2013  no voting  41 

69 2014  no voting  63 

70 2015 
 

no voting 
 84 (including the 

United States) 

71 2016 181 1 0 81 

72 2017  not adopted  

73 2018 119 46 14 34 

74 2019 129 6 45 31 

75 2020 92 50 21 27 

 
76 

 
202134 

  
no voting 

 108 (Russia and the 
United States are the 

main co-sponsors) 

Compiled by the authors from: International Information Security: Theory and Practice. 
Volume 2. Collection of Documents. / edited by A.V. Krutskikh - Moscow: Aspect-Press, 2021 

 

34 In 2021, the resolution received the title “Developments in the Field of Information and Telecommunications in the Context of Inter- 

national Security and Encouraging Responsible Behavior of States in the Use of Information and Communication Technologies,” which 

reflects the fact that this is a joint initiative of the Russian Federation and the United States. 
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Russian Federation. This was a significant event 

in overcoming the split in the world community 

in this area. 

The foreign policy of the Russian Federation 

on international cooperation under the auspices 

of the United Nations in ensuring ICTs security 

contains four main tracks: 

Elaboration of rules for the responsible 

behavior of states in the global information 

space. 

Figure 4. The main tracks of Russia’s policy 
in the field of international information security 

 

 
 

«Rules of behavior in the 

field of ensuring interna- 

tional information 

security» 

(SCO, 2 documents) 

Discussion 

of the rules 

in the GGE 

UNGA Resolution 

A/RES/73/27 

(13 rules) 

OEWG Final Report 

(recommendations for 

further development or 

change of norms) 

GGE report 

(detailing the 

rules) 

 

 
International meeting of high representa- 

tives in charge of security issues, 

Yekaterinburg (draft convention proposed 

to 52 countries) 

Dissemination of the draft 

Convention through 

diplomatic channels 

Preparation by the Security 

Council of Russia of a new 

draft convention 

 
 
 
 

Report of the Working Group 

(overview of challenges and best 

practices related to the 

suppression of cybercrime) 

 
 
 

UNGA Resolution A/RES/74/247 

(Establishment of an ad hoc 

open-ended intergovernmental 

committee of experts) 

 
Draft UN Universal 

Convention on Combating 

the Use of ICT for Criminal 

Purposes 

(Russia presented 

in Vienna) 

2013 2019 2021 

 
 

 
 

 

United Nations Congress on Crime 

Prevention and Criminal Justice in El 

Salvador (established UN Open-ended 

Panel of Experts to study cybercrime 

issues) 

Draft UN universal convention 

on cooperation in the field of 

combating information crime 

(Russia presented in Vienna) 

Organizational session 

of the Special Commit- 

tee (determination of 

the modalities of the 

work of the committee) 

 
 
 
 

 

2017 2017 present time 

Preparation by the Ministry of 

Telecom and Mass Communica- 

tions of the Russian Federation of 

the draft Convention 

Promotion of the concept within the 

United Nations (ITU) and within 

international forums 

(Internet Governance Forum) 

 

     

 

«On Ensuring International Information Security» 
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Promotion of the Concept of UN 

Convention on International Information 

Security. 

Promotion of a universal UN convention on 

cybercrime. 

Promotion of the concept of the UN 

convention on institutionalizing the issues 

of regulating the safe participation of the 

world community in the management of 

the global network. 

 
 

5.1. ELABORATION OF THE RULES OF RESPONSIBLE STATES BEHAVIOR IN THE GLOBAL 

INFORMATION SPACE 
 

According to Oleg Khramov, Deputy Secretary of 

the Security Council of the Russian Federation, 

Russia relies on the following postulates when 

developing the rules of responsible state 

behavior in the global information space: the 

use of ICTs exclusively for peaceful purposes; 

the prevention of confiicts in the use of ICTs; the 

possibility of developing additional international 

legal norms that take the specifics of ICTs into 

account; the sovereignty of states over their 

information space; the obligatory validity of 

accusations against states for their involvement 

in computer attacks; the need to prevent states 

from using their territory to carry out computer 

attacks; and the obligation of states to combat 

the introduction and use of hidden malicious 

functions and software vulnerabilities in IT 

products. 

Promotion of the Concept of UN Convention 

on International Information Security 

The main objectives   of   the   convention on 

international information security are to 

establish measures that would guarantee the 

non-use of ICTs to violate peace and security, 

and facilitate the activities of states in the 

information space that contribute to social and 

economic development based on an adherence 

to generally recognized norms and principles of 

international law. 

Promotion of a Universal UN Convention 

on Cybercrime 

Russia   submitted   its   draft    Convention on 

Countering the Use of Information and 

Communications Technologies for Criminal 

Purposes to the United Nations General 

Assembly Third Committee. Unlike the 2001 

Council of Europe Budapest Convention, the 

draft Convention is based on respect for the 

sovereignty of states, and also includes an 

expanded and updated list of illegal acts in the 

 

 

 

United Nations Convention on Countering the Use of Information and Communications 

Technologies for Criminal Purposes dated June 9, 2021 (extract): 

 

 

To prevent actions directed against the confidentiality, integrity and availability of ICTs, and 

powers sufficient for effectively combating such offences and other unlawful acts, by facilitating 
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ICTs field, taking current technological trends 

into account. 

Internationalizing Internet Governance 

The main challenge in promoting the concept 

of safe operation and development of the 

Internet is the internationalization of Internet 

governance. Russia appeals to the following 

principles: equal rights and obligations in the 

field of Internet governance; preventing the use 

of Internet access by states as an instrument of 

infiuence on other states; refraining from actions 

aimed at limiting the functioning and (or) access 

to the Internet in other states; and the sovereign 

rights of states to control the national segment 

of the Internet. 

Currently, the technical coordination of the 

Internet name and address space is carried out by 

a private entity, Public Technical Identifiers (PTI), 

subject to the laws of the United States, where it 

is located. Russia is in favor of transferring these 

functions to the UN or a specialized UN structure, 

namely, the International Telecommunication 

Union (ITU). 

Russia’s foreign policy initiatives are based 

on internal regulations that define the country’s 

strategic objectives and priorities. 

 
 

5.2. THE REGULATORY FRAMEWORK OF THE RUSSIAN FEDERATION IN THE FIELD OF 

INFORMATION SECURITY 
 

The Constitution of the Russian Federation 

The basic information rights and freedoms of 

Russian citizens are enshrined in the country’s 

fundamental law – the Constitution of the 

Russian Federation. This document lays the 

legal basis for all specialized international 

information security regulations. 

The National Security Strategy of the 

Russian Federation (approved by Decree No. 

400 of the President of the Russian Federation 

dated July 2, 2021) 35
 

An entire section of the National Security 

Strategy of the Russian Federation is devoted to 

information security in the context of the 

country’s national security, highlighting the 

importance of this area. The document notes 

that the increasing confrontation in the global 

information space is exerting an increasing 

infiuence on the nature of the international 

situation due to the desire of some countries 

to use information and communications 

technologies to achieve their geopolitical 

goals, including by manipulating public 

consciousness and falsifying history. 

One of the key interests of the Russian 

Federation, according to the Strategy, is the 

development of a safe information space, as well 

as the protection of Russian society from

destructive information and psychological impact. 

Fundamentals    of     the     State     Policy 

of the Russian   Federation   in   the   Field of 

International Information Security 

(approved by Decree No. 213 of the 

President of the Russian Federation dated 

April 12, 2021)36
 

The    document    emphasizes    the     need to 

conclude universal international legal 

agreements with a view to preventing confiicts 

and building a mutually beneficial partnership 

in the global information space, while respecting 

 

 
 

35 The National Security Strategy of the Russian Federation (approved by Decree No. 400of the President of the Russian Federation dated 

July 2, 2021), http://publication.pravo.gov.ru/Document/View/0001202107030001. 
36 Fundamentals of the State Policy of the Russian Federation in the Field of International Information Security (approved by Decree No. 

213 of the President of the Russian Federation dated April 12, 2021), http://www.scrf.gov.ru/security/information/document114/. 

 

 

providing assistance in the creation 
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the inviolability of the digital sovereignty of 

states. 

The Doctrine of   Information   Security 

of the Russian Federation (approved by 

Decree No. 646 of the President of the 

Russian Federation dated December 5, 

2016)37
 

The Doctrine confirms the need for the 

development and adoption of universal 

international legal acts aimed at establishing 

a harmonious international information 

security regime that is optimal for all states. 

In addition, the Doctrine formulates the most 

important areas for ensuring international 

information security. Thus,   it   emphasizes the 

focus of the Russian Federation on the 

protection of its information sovereignty, 

including in relation to the Internet. 

Thus, Russia’s strategic planning documents 

and foreign policy prioritize the formation of an 

international information security regime. The best 

platform for achieving the country’s foreign policy 

goals in this area is the OEWG, as it is a permanent 

institutional structure that is open and inclusive. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

37 Doctrine of Information Security of the Russian Federation (approved by Decree No. 646 of the President of the Russian Federation 

dated December 5, 2016), http://www.scrf.gov.ru/security/information/document5/. 

http://www.scrf.gov.ru/security/information/document5/
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Section 6. Potential Areas 

of Work for the Second UN OEWG 
 

 
On December 31, 2020, the 75th session of 

the UN General Assembly approved 

Resolution        75/240         “Developments in 

the Field of Information and 

Telecommunications in the Context of 

International Security” prepared by Russia. 

The document was co-authored by 27 states. 

A total of 92 states voted “for” the 

Resolution, while 50 voted “against” and 21 

abstained. Through this document, the 

General Assembly convened a new Open-

Ended Working Group on Security of and 

in the Use of Information and 

Communications Technologies for the 

period 2021–2025. 

According to the Resolution, the new Open-

Ended Working Group, operating by consensus, 

began its work in the summer of 2021. A special 

feature of the new group is the possibility of 

forming special thematic subgroups with the 

participation of various stakeholders to discuss 

more specific issues within the mandate of the 

OEWG. 

The Group’s mandate envisages as a priority 

the further development of norms, rules and 

principles of responsible behavior of states in 

the information space and ways of their 

implementation, if necessary, amending them 

or formulating additional rules of conduct. It 

also implies the consideration of state 

initiatives aimed at ensuring security in the 

use of ICT. Another item of the OEWG mandate 

consists in organizing a regular institutional 

dialogue with a wide range of participating 

states under the auspices   of the United 

Nations. In addition, the OEWG aims to 

continue to develop a common understanding 

of the study of existing and 

 
potential threats in the field of ICTs security, 

including data security, and possible joint 

measures to prevent and counter such threats, 

as well as a common understanding of how 

international law applies to the use of ICTs by 

states, and confidence-building and capacity 

building measures.38
 

This trend in the international arena means 

that the topic of ICTs security has acquired the 

same kind of priority for the United Nations 

as the traditional challenges to international 

security. In addition, we are seeing a tendency 

towards the democratization of the ICTs 

security negotiating mechanism. Thus, the UN 

OEWG is the most democratic negotiating 

mechanism on ICTs security in the United 

Nations, which is open for the participation of 

all countries. More than 140 countries took 

part in its organizational meeting in 2019.39
 

On June 1, 2021, the first organizational 

session of the group was held, and the 

Permanent    Representative     of     Singapore to 

the United Nations in New York Burhan Gafoor 

was elected its chairperson. The OEWG agenda 

and rules of procedure were endorsed, 

including the method of decision- making by 

consensus. 

An important contribution to the 

development of the UN negotiation process 

in the field of ICTs   security   was   made by 

the joint resolution of Russia and the United 

States   prepared   in   2021.   Russia and the 

United States are the most active participants in 

global cyber diplomacy. Therefore, the success 

of the OEWG’s work largely depends on positive 

trends in bilateral cooperation. 

 
 

38 Press Release on the Results of the Organisational Session of the Open-Ended Working Group (OEWG) on ICTs in the Context of In- 

ternational Security 2021–2025. Website of the Ministry of Foreign Affairs of the Russian Federation, https://www.mid.ru/foreign_poli- 

cy/news/-/asset_publisher/cKNonkJE02Bw/content/id/4761065. 
39 Deputy Foreign Minister of Russia: Moscow against “Gladiatorial Battles” in Discussions on Cybersecurity, https://tass.ru/politi- 

ka/6859400. 
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6.1. MAIN ISSUES ON THE AGENDA OF THE SECOND UN OEWG 
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Burhan Gafur, Chairman of the 

UN OEWG of the second 

convocation, 2021 (Singapore) 

 

The first substantive 

session of the new OEWG 

is scheduled to held in 

New York on December 

13–17, 2021. 

On November 15, 

2021, the Chair of the 

OEWG presented a 

document outlining the 

work program for the first 

substantive session of the 

OEWG. The thematic 

areas of work include: 

1. Continue to   study, 

 
2.  Further develop the rules, norms and 

principles of responsible behavior of States 

and the ways for their implementation and, 

if necessary, to introduce changes to them 

or elaborate additional rules of behavior. 

3.  How international law applies to the use 

of information and communications 

technologies by States. 

4. Confidence-building measures. 

5. Capacity-building. 

6. Establish, under the auspices of the United 

Nations, regular, institutional dialogue with 

the broad participation of States 

Based on the topics formulated by the Chair on 

with a view to promoting common 

understandings, existing and potential 

threats in the sphere of information 

security, inter alia, data security, and 

possible cooperative measures to prevent 

and counter such threats. 

the agenda ofthe second OEWG,one can formulate 

some conclusions and recommendations, as well 

as provide a brief analysis of the main areas of 

discussion that have developed to date, primarily 

related to the applicability of international law to 

the global information space. 

 

6.2. POLITICAL PROBLEMS OF THE APPLICABILITY OF INTERNATIONAL LAW TO THE 

INFORMATION SPHERE 
 

One important area of international cooperation 

within the framework of the new OEWG is the 

applicability of international law to the ICTs 

environment. 

 

40 A. Krutskikh, and V. Filatkina, “New horizons of Russian cyber diplomacy,” The International Affairs, https://interaffairs.ru/jauthor/ 

material/2432. 

Joint Resolution of the Russian Federation and the United States on ICTs Security 

of Information and Telecommunications in the Context of International Security and Encouraging 

Responsible Behavior of States in the Use of Information and Communication Technologies,” which 

authorship of 108 countries, including India, with the status of an additional co-author. 

The document refiects such indisputable and fundamental principles of ICTs security, such as 

promoting the peaceful use of ICTs, preventing their use for criminal and terrorist purposes, and 

preventing confiicts in the information space. The document actually recognizes the Open-Ended 

Working Group on Security of and in the Use of Information and Communications Technologies 

for the period 2021–2025, created at the initiative of the Russian side in accordance with UNGA 

Resolution No. 75/240, as the only specialized negotiating mechanism under the auspices of the 

Organization, and also confirms the mandate of the Group. For the first time in the history of the 

negotiation process, we were able to get our American partners to recognize the possibility of 

working out additional agreements on ICTs security that are legally binding in the text of the UN 

General Assembly resolution.40
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Based on Paragraph 73 of the GGE Report, 

the website of the United Nations Office for 

Disarmament Affairs has posted a collection of 

national materials provided on a voluntarily 

basis on the applicability of international law 

to the use of ICTs by states. Fifteen countries 

submitted relevant materials, which push to the 

following conclusions. 

All the reports submitted state that the 

generally recognized principles and norms of 

international law and, above all, the UN Charter 

are fully applicable to the ICTs environment. 

We are talking, first of all, about the principles 

of the sovereign equality of states, the non-use 

of force and the threat of force to resolve non- 

state disputes by peaceful means, and non- 

interference in the internal affairs of states 

(Article 2 of the UN Charter). 

In addition, most countries agree that the 

principle of self-defense enshrined in Article 

51 of the UN Charter applies to the ICTs 

environment. However, it is important for the 

further work of the OEWG to determine the 

criterion for classifying cyber incidents as armed 

confiicts. 

In addition, the applicability of the principle 

of the inviolability of state borders and respect 

for national sovereignty to the actions of states 

in the ICTs environment is supported by most 

countries. This appears to make an important 

contribution to the debate on the applicability of 

international law to the information field. 

Nevertheless, not all states are ready to take 

the special nature of ICTs technologies into 

account, in particular, their anonymous nature, 

the complexity of identifying sources of attacks, 

and other features. It is the specificity of ICTs 

that does not allow a simple extrapolation of the 

already existing norms of public international 

law into the information space. The greatest 

disagreements can be found in the applicability 

of international humanitarian law to the 

information sphere, as well as in the possibility 

of conducting acts of retaliation in the global 

information space. For example, Estonia’s 

report notes that international humanitarian 

law applies to cyber operations. At the same 

time, retortions may occur as a response to 

malicious cyber operations, even those that do 

not reach the threshold of a declared war – for 

example, the expulsion of diplomats or the 

freezing of assets. However, in conditions where 

it is difficult to identify who is responsible for a 

given cyber operation, acts of retortion can lead 

to an escalation of interstate relations, which 

is especially dangerous if the source of a cyber 

operation is misinterpreted. 

In this regard, it is important to give a legally 

binding character to the norm enshrined in the 

2015 GGE report, according to which all 

charges of wrongful acts brought against states 

must be proven. Otherwise, an extremely 

dangerous situation for international stability 

could arise whereby an error in the attribution 

of a cyberattack followed by an act of retaliation 

could spark a clash between states potentially 

possessing weapons of mass destruction. 

The international community has not yet 

reached a consensus on the need to jointly 

develop a document that would regulate the 

actions of states in the information sphere. In 

this regard, the most acceptable option for most 

states is the rule of “soft law,” which represents 

the first practical step towards states assuming 

certain obligations in the ICTs sphere. Thus, the 

list of 13 rules, norms and principles of 

responsible behavior of states in the information 

space formulated in UN General Assembly 

Resolution 73/27 “Developments in the Field 

of Information and Telecommunications in the 

Context of International Security” can become a 

source of “soft law,” which will lay the foundation 

for its peaceful development. 

“Soft” of law is a good practical basis for the 

subsequent process of norm-setting, their further 

development and refiection in a universal legally 

binding document in the field of ICTs, and in the 

future the formation of a separate branch of 

international information law or a sub-branch of 

international security law.41
 

In general, Russia stands for the development 

and improvement of international law that takes 

 
 

41 Yasnosokirsky, Y. A., “On the Issue of the Applicability of International Law in the Information Sphere,” The International Affairs 7 

(2021): 12–17. 
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the specifics of ICTs into account. At the same 

time, the long-term goal is the adoption at the 

level of the United Nations of a universal legally 

binding convention in the field of ICTs security. 

Considering promising areas of cooperation, 

it is important to note that a global convention 

is being developed with the participation of all 

stakeholders to be submitted to the UN General 

Assembly for consideration and approval in 2023– 

2024 during its 78th session.42 However, there is 

serious pushback here from technologically 

developed states, primarily the United States. In 

particular, we are talking about the attempt to 

legalize a number of Western concepts that open 

the door for unilateral actions in response to the 

alleged information aggression. One example is 

the concept of so-called collective attribution, 

according to which groups of countries are able 

to “make a collective verdICTs on the guilt of 

any state in committing a cyberattack without 

presenting any specific evidence of it.” The 

same idea is embedded in the American concept 

of “naming and shaming,” which justifies the 

infiiction of preventive cyberattacks on a potential 

adversary and allows a group of Western countries 

to independently – at their own discretion and 

without evidence – determine the source of cyber 

threats and deliver a punitive strike.43
 

 
 
 
 
 
 
 
 

 

42 Krutskikh, A. V., “The World Community has Come One Step Closer to the ‘Vaccine’ Against Cybercrime,” The International Affairs 8 

(2021): 28–35. 
43 Melnikova, O. A., “Is the Business Community Able to Contribute to the Intensification of the Negotiation Process on International 

Information Security?” The International Affairs 3 (2021): 12–19. 

 

The Tallinn Manual as a Tool to Legitimize the Military Use of ICTs 

 

 

 

 

 

The Russian Federation and its partners are not just in favor of preventing the 

militarization of cyberspace, but advocate a ban on the use of cyber weapons. In this 

case, the Tallinn leadership can be considered a step towards legitimizing the very 

concept of cyber warfare. 

The Russian Federation invites the international community (especially at the UN 

level) to adopt a set of special rules of conduct in this field, while the United States 

and its allies are already agreeing on the rules for conducting cyber warfare. This 

difference in approaches makes it possible to identify the real goal of the creation 

of the Tallinn leadership – the implementation of the strategy of containing the 

Russian Federation in cyberspace. 
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Conclusion 
 

 
In conclusion, we can say that the issue 

of ICTs security has long been on the UN 

agenda. The main areas of work within the 

UN in the coming years will be the new 

OEWG on ICTs security, the Special 

Committee on Cybercrime, the ITU and the 

Internet Governance Forum. In addition, 

work on ICTs security will continue at the 

regional level within BRICS, G20, CIS, CSTO, 

SCO, ARF, ASEAN, and OSCE. As part of ICTs 

security development, the United Nations is 

launching active interaction with partners 

such as the African Union, the Arab League, 

CARICOM, the Smaller Island States (SIS) of 

the Pacific Islands Forum, etc.44
 

The success of the OEWG sends an important 

signal that the global community is able to 

negotiate. This opens up broad   prospects for 

dialogue in other negotiating formats on ICTs 

security – during the final meetings of the GGE, 

organizational sessions of the UN Ad Hoc 

Committee for the development of a 

comprehensive   international   convention on 

countering the use of information and 

communications technologies for criminal 

purposes and the future OEWG. 

 
The foreign policy initiatives of the Russian 

Federation focused on the peaceful 

development of the global information space 

based on respect for the norms of international 

law and the formation of an inclusive and 

representative regime of international 

information security received the broad support 

of the international community. However, the 

international community has not yet worked 

out the key parameters of such a regime or the 

norms and principles governing the behavior 

of states in the global information society, and 

it needs to do so with the participation of the 

widest range of stakeholders. 

The COVID-19 pandemic has demonstrated 

the fragility of a civilization that relies on 

modern digital technologies, which pushes 

humanity to develop common mutually 

acceptable solutions, compromises and answers 

that take the interests of various countries and 

non-state actors of the international community 

into account. The OEWG is the optimal platform 

for a substantive dialogue focused on reaching 

concrete solutions and, in the long term, 

adopting a legally binding Convention on 

International Information Security. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

44 A. Krutskikh, and V. Filatkina, “New horizons of Russian cyber diplomacy,” The International Affairs, https://interaffairs.ru/jauthor/ 

material/2432. 
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