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Cybersecurity discussions in international fora have focused on norms, rules, and principles 

of behaviour, and accompanying confidence-building measures, to guide responsible state 

behaviour in cyberspace. The agreement on 11 norms for responsible state behaviour in 

cyberspace, reached through the UN Group of Governmental Experts on information security 

(GGE) in 2015, was the first step towards a common framework. Since then, the norms were 

reinforced in several workstreams at the United Nations. The first UN Open Ended Working 

Group on Developments in the Field of Information and Telecommunications in the Context 

of International Security (OEWG) reaffirmed member states’ commitment to the applicability 

of international law in cyberspace and the 11 GGE norms for state behaviour. The 2021 GGE 

report also further reiterated this commitment.  

Despite this reinforced agreement, implementation of the norms has been slow and uneven. 

The accelerated implementation of agreed norms by all states is urgently needed, to 

effectively prevent cyberthreats. Business considers it imperative for the international 

community to come together and inspire concrete action to halt the growing trend of 

cyberthreats on businesses, communities and governments worldwide.  

Crucially, increased government action must be based on broad multistakeholder dialogue 

so as to fully understand the issues, find an appropriate balance and not hamper 

entrepreneurialism and innovation. Progress will depend on effective public-private 

collaboration and the fundamental role of the private sector to continuously invest in the 

security of technologies and supply chains. 

This roundtable will provide an opportunity to identify the main obstacles to a more rapid and 

effective implementation of norms and discuss the mechanisms to overcome them. The 

session will encourage conversation on technical, legal and policy elements necessary at the 

national level to support the implementation of cyber norms globally. 

Invited speakers will guide the discussion that will take place under Chatham House rule. A 

summary of the discussion will be shared with the OEWG Secretariat as input for the group’s 

work going forward. 

Speakers 
Ms Briony Daley Whitworth, Cyber & Tech Multilateral Engagement Director, Department of 

Foreign Affairs and Trade, Australia 

Mr Isaac Morales Tenorio, Coordinator for Multidimensional Security, Multilateral Affairs, 

Ministry of Foreign Affairs, Mexico 

Mr Jan Neutze, Senior Director, United Nations Government Affairs Team, Microsoft 

Mr Rene Summer, Director, Government and Industry Relations, Ericsson (virtual) 

Moderated by: Ms Timea Suto, Global Policy Lead – Digital, International Chamber of 

Commerce 

https://hopin.com/events/icc-roundtable-on-responsible-behaviour-in-cyberspace-f373d9c3-ad72-46dd-84b4-309859ee2a23/registration

