
Open-Ended Working Group on security of and in the use of information and
communications technologies 2021-2025 (OEWG II)

Recommendations for Member States

In anticipation of the upcoming sessions of the Open-Ended Working Group on security of and in
the use of information and communications technologies 2021-2025 (OEWG II) the CyberPeace
Institute (Institute) has set out three key action areas and related recommendations for OEWG II.
These recommendations build upon our ‘Statement on the value of multistakeholder engagement
in the OEWG process (2021-2025)’1 and are forward-looking and action oriented, keeping with
the spirit of OEWG II.

Actions and Recommendations aim to address the gaps in capacity and/or knowledge that States
have identified themselves,2 as follows:

Action Area 1: Healthcare

Protection of the healthcare sector is an urgent and pressing matter. Access to healthcare is a
human right that should be protected as such, and cyber threats can impede upon the enjoyment
of this right. In line with the priorities outlined under discussion point one of the First
Substantive Session, threats against the healthcare sector need to be studied “...with a view to
promoting common understandings, existing and potential threats in the sphere of information
security, inter alia, data security, and possible cooperative measures to prevent and counter such
threats.”3 During this First Substantive Session the Chair remarked that, “...several States
highlighted the vulnerability of the healthcare sector… and noted increased challenges posed by
ICT threats to the delivery of essential services.” Ahead of the Second Substantive Session, the
Chair asks States to consider how they can “...enhance protection of critical infrastructure,
including critical information infrastructure, from existing and potential threats.”4

4 United Nations, Letter from the Chair Ambassador and Permanent Representative Burhan Gafoor (7 March 2022):
8, available from
https://documents.unoda.org/wp-content/uploads/2022/03/Letter-from-OEWG-Chair-dated-7-Mar-2022.pdf.

3 United Nations, Letter from the Chair Ambassador and Permanent Representative Burhan Gafoor (15 November
2021): 4, available from
https://documents.unoda.org/wp-content/uploads/2021/11/OEWG-2021-2025_Chairs-letter_final.pdf.

2 As outlined in the: United Nations, General Assembly, Open-ended working group on developments in the field of
information and telecommunications in the context of international security, Final Substantive Report,
A/AC.290/2021/CRP.2 (10 March 2021), available from
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf.

1 See the full statement here: CyberPeace Institute, “Statement on the value of multistakeholder engagement in the
OEWG process (2021-2025),” December 13, 2021,
https://cyberpeaceinstitute.org/news/engagement-oewg-process-2021-2025/
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Cyber threats to this critical sector have increased dramatically in recent years at a time of
additional needs and pressure due to the COVID-19 pandemic. As such, the Institute has the
following recommendations for Member States for consideration during the OEWG discussions:

● Recommendation 1: Member States should study the continuously evolving threats
that the healthcare sector faces, with a particular focus on their impact on
individuals. Attacks on this sector have an inherently profound impact upon people. A
thorough understanding of the impact upon people is currently missing from threat
discussions, especially at the international level. Studying these threats will provide the
data and context necessary to effectively respond and increase the overall resilience of the
sector.

In an effort to understand the impact of cyber threats, the Institute has been studying
attacks against the healthcare sector that can help to inform the work of Member States.
For example, since the beginning of the COVID-19 pandemic, the Institute has
documented5 the sharp increase in attacks against the healthcare sector and analyzed the
disruption6 that they cause to individuals. In the first two months of 2022, there have
already been at least 28 disruptive cyber incidents against healthcare organizations across
14 countries,7 signifying a shift away from the US-focus of attacks evidenced in 2021.

For 2022, this is an average of about 3 cyber incidents per week. These incidents,
predominantly ransomware attacks, impacted hospitals, national and regional health
systems, laboratories and diagnostics centers, and other care providers. As a result,
medical and other data have been disclosed making people vulnerable as confidential and
personal data has entered into the public domain. As evidenced in the Institute’s incident
collection, an attack against a hospital in the United States impacted services, including
urgent care X-ray procedures and the organization's access to email. This illustrates the
type of impact upon individuals of a cyberattack, and such attacks occur on a weekly
basis.

● Recommendation 2: Member States need to increase their own capacity and ability
to respond to cyber threats against the healthcare sector. The Institute urges States to
analyze past and current initiatives to assess which could be better resourced or scaled to

7 “Cyber Incident Tracer #HEALTH Access Data,” CyberPeace Institute, accessed March 21, 2022,
https://cit.cyberpeaceinstitute.org/explore.

6 CyberPeace Institute, “Addendum to the Strategic Analysis Report ‘Playing with Lives: Cyberattacks on
Healthcare are Attacks on People,’” November 12, 2021,
https://cyberpeaceinstitute.org/publications/sar001-healthcare-addendum/

5 “Cyber Incident Tracer #HEALTH,” CyberPeace Institute, accessed March 21, 2022,
https://cit.cyberpeaceinstitute.org/.
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increase the capacity and resilience of the healthcare sector to cyber threats. Lessons can
be drawn from past cyberattacks to understand how to better protect the sector. For
example, the Conti cyberattack against the Irish Health Service Executive (HSE) has
been investigated with results in a publicly available report, so others may also learn from
this experience.8 This Recommendation also aligns with discussion point five on capacity
building, and the need to consider specific areas such as incident response and protection
of critical infrastructure.9

From the non-state actor perspective, the Institute found that its Cyber 4 Healthcare10

program added value by providing hands-on support to organizations through knowledge
sharing and capacity building. Programs such as these provide organizations within the
healthcare sector the opportunity to not only gain technical skills, but also to build-up
their cyber expertise.

● Recommendation 3: Member States should proactively contribute to global capacity
building efforts, in line with the agreement under paragraph 59 in OEWG I’s Final
Report: “Capacity-building aimed at enabling States to identify and protect national
critical infrastructure and to cooperatively safeguard critical information
infrastructure was deemed to be of particular importance.”11

Several States have launched their own initiatives to not only raise awareness about the
threats the healthcare sector faces, but also to share information on best practices that can
help to protect this critical sector. For example, in the previous OEWG, the Czech
Republic called on Member States to “...proactively contribute to global efforts on critical
infrastructure protection, CBMs, and capacity building…”12 Not only does the Institute

12 United Nations, General Assembly, Open-ended working group on developments in the field of information and
telecommunications in the context of international security, Compendium of statements in explanation of position on
the final report, A/AC.290/2021/INF/2 (25 March 2021): 31, available from
https://front.un-arm.org/wp-content/uploads/2021/04/A-AC.290-2021-INF-2.pdf.

11 United Nations, General Assembly, Open-ended working group on developments in the field of information and
telecommunications in the context of international security, Final Substantive Report, A/AC.290/2021/CRP.2 (10
March 2021): 9, available from
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf.

10 “Protecting Healthcare,” CyberPeace Institute, accessed March 21, 2022,
https://cyberpeaceinstitute.org/healthcare/.

9 United Nations, Letter from the Chair Ambassador and Permanent Representative Burhan Gafoor (7 March 2022):
13, available from
https://documents.unoda.org/wp-content/uploads/2022/03/Letter-from-OEWG-Chair-dated-7-Mar-2022.pdf.

8 PricewaterhouseCoopers, “Conti cyber attack on the HSE: Independent Post Incident Review,” December 3, 2021,
https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf.
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urge all States to take on this call to action, but to expand on this call in an effort to
protect all designated critical infrastructure sectors.

Action Area 2: Spyware

The use of spyware, by both State and non-state actors, without adequate governance and
accountability structures and human rights safeguards, is an alarming trend and is undermining
the public’s trust in technology. As such, there are several elements that must be addressed in
order to comprehensively mitigate the detrimental phenomenon that is spyware-as-a-service.
These elements include: focus attention on those who commission, finance, and/or enable such
use, and ensure there is accountability. Whether it be probes into government activities or legal
action on behalf of vulnerable individuals at the international level, accountability for illicit
actions is crucial, especially as the sophistication and use of spyware tools are continually
developed.

Over the years a number of organizations including Citizen Lab, Privacy International and
Amnesty International have dedicated significant efforts to combat the challenges posed by the
spyware market and the impact spyware has on individuals. These organizations have worked on
actions such as joint investigations and submission of Amicus Briefs in litigation cases. Through
this work, these organizations have raised awareness of the issues, provided ground-breaking
forensic methodology reports, and conducted joint advocacy efforts that have promoted
legislative actions.

Spyware technology has the capacity to exfiltrate private and confidential information about
targets in ways that, if used outside of the framework of permitted interference with human rights
(legitimate aim, necessity, proportionality), leads to violations. Moreover, when utilized by
governments to target their own or foreign citizens in order to suppress opinion or dissent or
illegally gain access to information, it represents a misuse of technology to perpetrate further
human rights abuses and undermine democratic values and processes. Cases illustrating this can
be found through Forbidden Stories’ “Pegasus Project,”13 an investigation into the use of Pegasus
spyware against journalists, human rights defenders, and politicians, among others. This
investigation shows that using unregulated spyware technology has direct risks and impact on
individuals, whether they be leaders of nations such as Emmanuel Macron of France,14 members

14 News Wires, “Macron's cell phone targeted by Pegasus spyware, French media report,” July 20, 2021,
https://www.france24.com/en/live-news/20210720-phones-of-macron-and-some-french-ministers-targeted-by-moroc
co-in-pegasus-affair-le-monde

13 “The Pegasus Project,” Forbidden Stories, accessed March 21, 2022,
https://forbiddenstories.org/case/the-pegasus-project/.
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of opposition parties such as Rahul Gandhi of India,15 or journalists such as Marcela Turati of
Mexico.16

Oftentimes, the information obtained using spyware is used to commit further violations of
human rights and individual freedoms, such as freedom of the press. The abuse of spyware
threatens peace and human security by exposing individuals to persecution.17 As such, the
Institute has the following recommendations for State action to study and regulate the production
and use of spyware:

● Recommendation 1: Member States need to bring the topic of commercially
available spyware technologies into OEWG II discussions as a present and urgent
threat. At the OEWG, Member States can look beyond individual actors and understand
the spyware ecosystem as a whole to present collective solutions that can ensure proper
human rights safeguards to the sale, distribution, and deployment of commercial spyware
technologies. Spyware is a human security issue, and can therefore fit into the wider,
technology-neutral framing of the Human Rights Council’s 2021 resolution on “New and
emerging digital technologies and human rights.”18 As not only a present and urgent
threat, but a threat to international peace and security, emphasis should be placed on
“...the importance of a human rights-based approach to new and emerging digital
technologies taking into account States’ obligations under international human rights law,
a holistic understanding of technology and holistic governance and regulatory
efforts…”19

For the reasons listed above and specific to OEWG II’s mandate, the use of spyware and
its corresponding ecosystem should be considered as an existing threat that warrants
further analysis, and can therefore be discussed within the context of discussion point

19 Ibid.

18 United Nations, Human Rights Council, New and emerging digital technologies and human rights,
A/HRC/47/L.12/Rev.1 (7 July 2021), available from
https://ap.ohchr.org/documents/dpage_e.aspx?si=A/HRC/47/L.12/Rev.1.

17 The European Data Protection Supervisor released a report on February 15, 2022 offering ‘Preliminary Remarks
on Modern Spyware’
(https://edps.europa.eu/system/files/2022-02/22-02-15_edps_preliminary_remarks_on_modern_spyware_en.pdf).
Using the case of Pegasus, this report outlines how the spyware tool functions and how it can be better regulated
under EU law, despite targeted surveillance falling under the national legislation of EU Member States.

16 “MARCELA TURATI,”  Forbidden Stories, accessed March 21, 2022,
https://forbiddenstories.org/journaliste/marcela-turati/

15 Manoj Kumar, “Indian opposition disrupts parliament, seeks probe into Pegasus,” July 20, 2021,
https://www.reuters.com/world/india/indian-opposition-disrupts-parliament-seeks-probe-into-pegasus-2021-07-20/
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one, question four, around how States can share information on existing and potential
threats.20

● Recommendation 2: conduct a study on the threat landscape and normative
ecosystem of spyware technologies within their territories, and beyond. This will
require a multistakeholder effort, and so the Institute encourages States to turn to civil
society, industry, and academic partners in their countries who can support this endeavor.
The non-state actor community has extensive knowledge of the threat landscape through
in-depth monitoring and provision of statistics on cyber incidents, and can therefore
support this work to prevent human rights abuses and to protect rights and freedoms.

Trust in technology is increasingly important in today’s interconnected world. Not only
do people need to be able to trust that the technology they rely on every day is secure, but
as citizens they also need to trust that their government is using technology in a
responsible manner, compliant with their human rights obligations under international
law. So far, the use of spyware by governments has undermined this trust, building
skepticism among the population, but also leading to wariness between states. In this
way, the use of spyware needs to be considered in the context of all present human rights
obligations, including those that are extraterritorial in nature.21

● Recommendation 3: based on the discussions at the OEWG and the study proposed
in Recommendation 2, Member States should build capacity in terms of national
legislation and policy to regulate the production and use of spyware technologies.
This legislation should keep human rights protections at the core, and focus on ways to
protect individuals from becoming targets of spyware technology.

Action Area 3: Impact of Cyberattacks on Individuals

The maintenance of international peace and security goes a step further than simply regulating
technology; it also needs to consider the protection and enablement of individuals to enjoy their
fundamental rights and freedoms and rights to economic and social advancement. As such,
studying the impact of potential threats in cyberspace should, first and foremost, mean studying
and understanding how their disruptive nature impacts individuals and victims of attacks. It is

21 For more on this, see Marko Milanovic and Michael N. Schmitt, “Cyber Attacks and Cyber (Mis)information
Operations During a Pandemic,” Journal of National Security Law & Policy 11 (2020): 247-284,
http://dx.doi.org/10.2139/ssrn.3612019.

20 United Nations, Letter from the Chair Ambassador and Permanent Representative Burhan Gafoor (7 March
2022): 9, available from
https://documents.unoda.org/wp-content/uploads/2022/03/Letter-from-OEWG-Chair-dated-7-Mar-2022.pdf.
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only by gaining the perspective of individuals and victims through a human centric analysis, that
all the areas of the upcoming work of OEWG II will fulfill their ultimate aim. This includes
capacity building, implementation of norms of responsible behavior, or confidence building
measures. With this in mind, the Institute has the following recommendations to ensure a human
centric analysis of cyberattacks:

● Recommendation 1: Member States, in collaboration with non-state actors, should
study the impact of cyberattacks on individuals. A survey such as UNODC’s Crime
Victims Survey22 or the Crime Survey for England and Wales,23 can be used as past
examples of initiatives aimed at broader understanding of an issue. This endeavor should
aim to not only track, but to understand the full scale of this impact. Moreover, this
quantification of harm should look beyond economic impact to understand the physical
and psychological harm on individuals, and how collectively, this impacts society as a
whole. This Recommendation supports discussion point four, confidence-building
measures, as it relates to the importance of transparency measures and information
sharing; both points included under this section.24

● Recommendation 2: Member States should use findings from the study proposed
under Recommendation 1 to inform policy-making, defense measures, capacity
building initiatives, and more. Cyberattacks impact individuals, and so the protection of
people needs to be held at the core of these decisions. For policies and laws to be relevant
and effective, they need to be based on the reality of the threats and attacks that people
are facing everyday.

The CyberPeace Institute believes that these three action areas, and their corresponding
recommendations, will aid the ongoing discussions at OEWG II and provide areas for
collaboration between State and non-state actors. Ultimately, the peace and security of
cyberspace is a collective goal that requires collective action. It is hoped that these
Recommendations will be taken into consideration in the Second Substantive Session of OEWG
II.

24 United Nations, Letter from the Chair Ambassador and Permanent Representative Burhan Gafoor (15 November
2021): 6, available from
https://documents.unoda.org/wp-content/uploads/2021/11/OEWG-2021-2025_Chairs-letter_final.pdf.

23 “Crime Survey for England and Wales,” Office for National Statistics, accessed March 21, 2022,
https://www.crimesurvey.co.uk/en/HomeReadMore.html.

22 “Crime Victim Surveys,” United Nations Office on Drugs and Crime, accessed March 21, 2022,
https://www.unodc.org/unodc/en/data-and-analysis/Crime-Victims-Survey.html#:~:text=Crime%20Victim%20surve
y &text=Surveys%20of%20 victims%20of%20crime,80%20different%20countries%20since%201989.
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