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Mr. Chairman 

 

Thank you for the floor. 

 

Portugal aligns fully with the statement by the representative of the EU but would 

like to add some brief specific considerations on a national basis. 

 

As we have stated last December, Portugal upholds the applicability in cyberspace 

of the rule of due diligence and therefore that States should not knowingly allow ICT 

devices on its territory to be used by another state to attack a third country, thereby 

hiding the real origin of the attack. 

 

We also uphold that the rule of due diligence should imply that a state promptly 

investigates and shares the results of that investigation with the state that alleges that 

those ICT devices were used to attack its critical infrastructures. 

 

Manipulation of IP addresses of internet connected ICT devices in foreign countries, 

sometimes residential devices of innocent citizens, is unfortunately also common 

practice among cyber criminals. 

 

But the risk increases exponentially when IP addresses of government ICT devices 

in a third country are manipulated in order not only to hide the true national origin 

of cyber attacks to critical infrastructures but to lead the country that was attacked 

to believe that it was conducted deliberately by that government. 
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In this particular instance the risk is that, in self-defense, a country may legitimately 

feel entitled to explore such attacks against its essential services and thereby 

unknowingly involve innocent parties. 

 

Due diligence in cyberspace should therefore be upheld by a plurality of States and 

promoted by the dissemination of their best practices in order to increase confidence 

that a request for an investigation would always be followed through. 

 

We understand that countries with higher intensity of internet traffic through their 

territories would fear the burden of due diligence in cyberspace if it was codified. 

 

However the risk of not acting in search of a solution is very high, especially now 

that, with the general introduction of 5G technologies, things as opposed to people 

are themselves connected to the internet. 

 

Serious increases of manipulation of government IP addresses have been identified 

in the context of armed conflicts and that trend should of course require our utmost 

attention. 

 

But IP manipulation in the context of attacks against the internet core or against the 

integrity of electoral processes can also be paramount. 

 

Due diligence is thus one of the most important rules of responsible state behavior 

in cyberspace and thus Portugal calls on all States to acknowledge its obligation and 

share their best practices in the course of the work of this OEWG with a view to 

increase the overall level of security. 

 

Thank you, Mr Chairman. 

 

 
 


