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Microsoft’s submission for the second substantive session of the Open-Ended Working 

Group on security of and in the use of information and communications technologies  

  

Microsoft welcomes the opportunity to submit our response to the second substantive session of the Open-

Ended Working Group on security of and in the use of information and communications technologies 

(OEWG) and commends the United Nations (UN) and OEWG for their openness and continuous work on 

these issues. We understand that there has not yet been agreement on the modalities of multistakeholder 

participation and therefore appreciate the decision made by the Chair to consult informally with this 

community. We nevertheless remain disappointed that non-governmental stakeholders have not been 

given the opportunity to participate in the substantive sessions of the OEWG and that agreement on this 

issue does not appear to be in sight. We hope that this will be resolved as soon as possible.  

That said, when it comes to informal consultations, we are concerned about the exceedingly short notice 

given to non-governmental stakeholders to provide input in written form, particularly for virtual sessions. 

Experts need sufficient notice to both prepare and be available for meetings and should the OEWG want 

meaningful, relevant, and high-quality input from this community, this should be taken into consideration 

in the future. 

This submission addresses questions posed by the Chair of the OEWG from his March 7th1 letter. As with 

our first submission2, we include issues that we believe are worth considering and should be addressed by 

the OEWG as a matter of priority. We hope these recommendations provide a helpful contribution to the 

session and remain ready to offer additional input or insights.  

 

I. Continue to study, with a view to promoting common understandings, existing and potential 

threats in the sphere of information security, inter alia, data security, and possible cooperative 

measures to prevent and counter such threats 

1. What preventative and response measures can States consider implementing in response to the 

potential threats identified in the first substantive session? 

Create a whole of government approach and foster meaningful multistakeholder inclusion.  

In terms of preventative measures, Microsoft would like to reiterate that threats emanating from 

cyberspace cannot be tackled by States alone. In order to tackle these threats effectively – not just 

today, but in the long term – it is essential to leverage the expertise, experience, and resources of all 

relevant stakeholders. This is important at both the international and national levels.  

Moreover, adopting a national cybersecurity strategy that allows a State to map out its capabilities and 

gaps, prioritize investments, and set a roadmap for addressing identified threats would aid in 

prevention. Rather than starting from scratch, States should leverage existing expertise. For example, 

 
1 OEWG, 2022, Letter-from-OEWG-Chair-dated-7-Mar-2022.pdf (unoda.org) 

2 Microsoft Submission to the first session of OEWG, 2022, https://documents.unoda.org/wp-

content/uploads/2021/12/Microsoft-submission-to-OEWG-Chair-questions-DECEMBER-2021.pdf 

http://www.microsoft.com/
https://documents.unoda.org/wp-content/uploads/2022/03/Letter-from-OEWG-Chair-dated-7-Mar-2022.pdf
https://documents.unoda.org/wp-content/uploads/2021/12/Microsoft-submission-to-OEWG-Chair-questions-DECEMBER-2021.pdf
https://documents.unoda.org/wp-content/uploads/2021/12/Microsoft-submission-to-OEWG-Chair-questions-DECEMBER-2021.pdf
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the International Telecommunications Union (ITU) developed a “National Cybersecurity Strategy 

Guide”3, which can support in these efforts.  

Microsoft would also like to reiterate the importance of cybersecurity hygiene. Basic cybersecurity 

hygiene still protects against 98 percent of attacks.4 Measures include, inter alia, enabling multifactor 

authentication, preventing attackers from spreading across a compromised network by applying least 

privilege access principles, mitigating the risk of software vulnerabilities by ensuring devices and 

applications are kept up to date and correctly configured, stopping malware attacks by installing and 

enabling antimalware solutions, as well as protecting data by knowing where sensitive data is stored, 

who has access to it and implementing information protection best practices.  

In terms of response measures, recent data suggests that only 118 of 192 UN Member States have a 

Computer Security Incident Response Team (CSIRT) or Computer Emergency Response Team (CERT).5 

These are key organizations at the front lines, seeing and responding to threats emanating from 

cyberspace. CERTs/ CSIRTs are also the drivers of international cooperation and trust building on 

cybersecurity matters. As such, Microsoft strongly recommends the OEWG to call on Member States to 

not only establish such entities, but to ensure that they are adequately resourced.  

 

2. How can States enhance protection of critical infrastructure, including critical information infrastructure, 

from existing and potential threats?  

Leverage established security baselines and frameworks. 

Microsoft strongly encourages States to explore existing good practices in this space, including with 

regard to security baselines.6 Specifically, we reiterate the importance of the following four key 

considerations when devising a holistic cybersecurity risk management approach: 

▪ Utilizing an open, collaborative, and iterative development process; 

▪ Bridging risk management understanding both within and between organizations; 

▪ Advancing security through a risk-based and outcomes-focused approach; and 

▪ Leveraging existing best practices to the greatest extent practicable. 

Security baselines are an important component for the safety of critical infrastructure and critical 

information infrastructure, including protection legislation, such as the Network and Information 

Security (NIS) Directive.7 Another tool we encourage States to leverage is the National Institute of 

 
3 ITU, “A Guide to Developing a National Cybersecurity Strategy”, 2018, https://www.itu.int/dms_pub/itu-d/opb/str/D-

STR-CYB_GUIDE.01-2018-PDF-E.pdf 

4Microsoft Digital Defense Report, 2021, https://www.microsoft.com/en-us/security/business/microsoft-digital-

defense-report 

5 ITU, National Computer Incident Response Teams (CIRT), https://www.itu.int/en/ITU-

D/Cybersecurity/Pages/national-CIRT.aspx 

6 Microsoft, “Risk Management for Cybersecurity: Security Baselines”, 2018, https://www.microsoft.com/en-

us/cybersecurity/content-hub/risk-management-for-cybersecurity-security-baselines  

7 ENISA, NIS Directive, https://www.enisa.europa.eu/topics/nis-directive 

http://www.microsoft.com/
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-CYB_GUIDE.01-2018-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-CYB_GUIDE.01-2018-PDF-E.pdf
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://www.microsoft.com/en-us/security/business/microsoft-digital-defense-report
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/national-CIRT.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/national-CIRT.aspx
https://www.microsoft.com/en-us/cybersecurity/content-hub/risk-management-for-cybersecurity-security-baselines
https://www.microsoft.com/en-us/cybersecurity/content-hub/risk-management-for-cybersecurity-security-baselines
https://www.enisa.europa.eu/topics/nis-directive
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Standards and Technology (NIST) Framework, developed by NIST in partnership with industry and civil 

society stakeholders.8  

 

3. How can States work together to share best practices with regard to critical infrastructure protection, 

at the bilateral, regional, and global levels? 

Leverage the convening power and forcing function of the OEWG to drive concrete outcomes. 

In line with our previous submission, we would like to reiterate our call for States to share information 

on good practices with each other by an agreed deadline and, in so doing, incentivize each other to do 

more while learning from each other. For example, to strengthen measures to protect critical 

infrastructure, the OEWG Chair could invite States to compile their actions – at a high-level and 

including non-classified information only – and post them on the OEWG website.  

An additional consideration could be to create a database of shareable tools and resources that have 

been made available by organizations in this space. The non-profit Global Cyber Alliance, for example, 

has created a Cybersecurity Toolkit9 that provides free and effective tools to reduce cyber risk.  

Overall, we encourage Member States to not duplicate existing efforts, but rather focus on the unique 

strengths of the OEWG, namely its convening power, bringing together all UN Member States as well 

as its potential forcing function, provided by its multi-year mandate and meeting cadence. These should 

be leveraged to provide concrete deliverables. That said, we recognize that among the main obstacles 

for effective sharing of good practices are (a) a lack of capacity and (b) a lack of political will.  

 

4. How can States work together to share new information on existing and potential threats in real-time? 

Identify current channels and vehicles of communications rather than inventing new ones. 

There are a number of vehicles that already exist for sharing real time information across borders, both 

for the private and public sectors. CERTs and CSIRTs in particular have been established with this 

function in mind and should continue to be resourced and leveraged to fulfil their objectives. Another 

consideration should be sharing actionable information that empowers actors to better defend 

networks and mitigate threats.10 This type of information would obviate information overload while 

simultaneously helping create immediate improvements in cybersecurity, fostering better outcomes for 

information and communications technology (ICT) consumers in general. Moreover, exchanging this 

type of data can help to build trust, particularly in the early stages of information sharing. 

Relatedly, we would recommend mapping existing channels of communication and discussing their 

potential drawbacks before looking to identify new ways of sharing information. This would avoid any 

duplication of effort, as well as ensure that any of the lessons learnt have been retained. Microsoft 

believes that the OEWG is uniquely positioned to do that work.  

 

 
8 National Institute of Standards and Technology (NIST), Cybersecurity Framework, 

https://www.nist.gov/cyberframework 

9 Global Cyber Alliance (GCA), Cybersecurity Toolkit For Small Business, https://www.globalcyberalliance.org/gca-

cybersecurity-toolkit-for-small-business/  

10 Microsoft, “A Framework for Cybersecurity Information Sharing and Risk Reduction”, 2015, REVoNh (microsoft.com) 

http://www.microsoft.com/
https://www.nist.gov/cyberframework
https://www.globalcyberalliance.org/gca-cybersecurity-toolkit-for-small-business/
https://www.globalcyberalliance.org/gca-cybersecurity-toolkit-for-small-business/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/REVoNh#:~:text=A%20framework%20for%20cybersecurity%20information%20sharing%20and%20risk,developing%20new%20ideas%20and%20solutions%20for%20information%20exchanges.
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II. Further develop the rules, norms and principles of responsible behavior of States and the ways 

for their implementation and, if necessary, to introduce changes to them or elaborate additional 

rules of behavior 

1. What specific actions can the OEWG take to support concrete, practical implementation of the agreed 

normative framework? 

Incentivize States to survey national efforts, set deadlines, and encourage transparency. 

Implementation of norms by States requires two key prerequisites – namely (a) political will and (b) the 

capacities to do so in a meaningful manner. In line with our previous submission, Microsoft believes 

that the OEWG can play a critical role related to both prerequisites.  

First, it can incentivize States to make use of the online self-assessment tool for a National Survey of 

Implementation of United Nations recommendations on responsible use of ICTs by states in the context 

of international security, as proposed by Australia, Mexico and others. This is aligned with the 

implementation of the recommendations from the 2021 OEWG and GGE reports, citing that “States, on 

a voluntary basis, use the model ‘National Survey of Implementation of United Nations General Assembly 

Resolution 70/237’ (to be made available online) to help them… assess their own priorities, needs and 

resources”.11 A reasonable deadline for such a first assessment could be the 4th substantive session of 

the OEWG.  

Second, we encourage the OEWG to invite stakeholders to regularly measure progress made on norm 

implementation. Technology will evolve as will the understanding of how to foster stability and security 

of cyberspace. With that in mind, we urge the OEWG to work toward ensuring that implementation of 

cybersecurity norms is not a one-off investment, but a continuous process. In concrete terms, the OEWG 

could invite Member States to measure whether they are making progress in the implementation of 

norms and share their progress with the group, in a transparent manner.  

Third, the OEWG should facilitate the provision of assistance to States who currently lack the capacity 

to meaningfully pursue the above points. Such assistance could come in the form of multilateral 

support, but could also leverage the experience, expertise, and resources from other stakeholders. 

Concretely, the Chair could convene, in addition to the already foreseen informal consultative meetings 

with stakeholders, a set of meetings – open to all relevant stakeholders – that focus on building the 

necessary capacities of States. Forums such as the Global Forum on Cyber Expertise (GFCE) could play 

a critical role in this endeavor and is an initiative the OEWG could consider expanding.12 

 

2. Are there specific proposals to facilitate the implementation of the agreed normative framework which 

the OEWG can consider adopting? Are there any existing national/ regional initiatives which the OEWG 

can consider expanding?  

Build on existing efforts, avoid duplication, and foster complementarity.   

In line with our previous submission, we believe that it is important that whatever the OEWG does in 

this space adds to ongoing efforts and does not replicate them. As such, the Chair could leverage the 

 
11 National Survey of Implementation of United Nations General Assembly Resolution 70/237, 2020, 

https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-

implementation-april-2020.pdf 

12 Global Forum on Cyber Expertise (GFCE), https://thegfce.org/ 

http://www.microsoft.com/
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://thegfce.org/
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convening power of the OEWG to invite States as well as regional-, and sub-regional organizations to 

share their good practices and lessons learned on a regular basis. These updates could be collected on 

an annual basis, so that the OEWG could take stock of and be informed by these endeavors, as well as 

benefit from the lessons learned.  

 

3. Are there gaps in the framework and how would they be best filled, i.e. through further elaboration of 

the existing norms or consideration of new ones? If the latter, which specific areas should be 

considered? 

Implement existing norms, but work to identify potential gaps and explore the need for new norms. 

Microsoft has previously argued that to enhance the application of the framework of agreed measures, 

the OEWG should place particular emphasis on the implementation of the agreed normative framework. 

However, we have also previously expressed that while the existing normative framework represents an 

important contribution to the stability of the online environment, there are several gaps in the 

international cybersecurity framework that attackers continue to exploit. It is likely that as technology 

evolves, even more of these will become apparent. Looking at the current threat environment, we 

reiterate our call for States to consider the development of additional norms on a) protecting the 

healthcare sector from cyber harm and b) protecting the supply-chain, especially with regards to 

software update mechanisms. 

Increasing cyberattacks on the healthcare sector, including on vaccine research entities during a global 

pandemic, have illustrated that this sector is both valuable and vulnerable enough to warrant specific, 

dedicated provisions that go beyond what is currently specified in the acquis.  

Similarly, sophisticated government actors have repeatedly targeted the technology supply chain to 

carry out attacks, including through the exploitation of routine software update processes. These 

update exploits are a particular threat to public trust and confidence in technology as update 

mechanisms underpin the security and maintenance of many digital products and services. We believe 

that supply chain attacks that target software updates are distinct enough to require further elaboration 

and specific recognition in norms discussions.  

 

4. Are there any rules, norms and principles within the existing normative framework which can currently 

be further elaborated in specific ways? 

Establish a new norm focused on protecting the supply-chain, especially the software update mechanism. 

While we recognize the preference by some States for further elaborating existing norms over the 

development of new ones, Microsoft believes that the existing normative framework is best served by 

a parallel focus on both the implementation of existing norms as well as the elaboration of urgently 

needed additional ones.  In recent years, sophisticated government actors have repeatedly targeted the 

ICT supply chain to carry out attacks, including by exploiting routine software update processes.  

The latter, in particular, threatens public trust and confidence in technology as update mechanisms 

underpin the security and maintenance of many digital products and services. The Nobelium operation 

from December 2020, which compromised the supply chain of SolarWinds and impacted roughly 18,000 

users, demonstrated that international rules need to be clarified. While commitments at the 

international level for supply chain security exist, they are often limited in scope and lack clarity on 

http://www.microsoft.com/
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application.13 Moreover, escalating severity of attacks suggest that considerations of excessive costs 

and impacts are not governing decisions to approve cyber operations. With this context, we believe the 

establishment of a new, or elaborated, norm to prohibit corrupting the update processes of mass 

market products in supply chain attacks is necessary.  

Microsoft is not alone in recognizing the importance of protecting the supply chain, especially if we 

want to maintain trust in the online environment. This troubling aspect of online attacks has been noted 

in multiple multistakeholder efforts on peace and security online. For example, the Global Commission 

on the Stability of Cyberspace (GCSC)14 proposed a norm, which expresses that “state and non-state 

actors should not tamper with products and services in development and production, nor allow them to 

be tampered with, if doing so may substantially impair the stability of cyberspace.” 

Similarly, the Paris Call for Trust and Security in Cyberspace,15 which has over 1,200 endorsements from 

across stakeholder groups, including 80 governments, aligns its signatories around a norm that 

prohibits cyber activities that promote significant, indiscriminate or systemic harm, as well as calls upon 

States to prevent the proliferation of malicious tools and practices.  

Finally, many leading companies have made it clear that they consider this type of behavior 

unacceptable. The Cybersecurity Tech Accord16 signatories have underlined that they will protect 

against tampering with and exploitation of technology products and services during their development, 

design, distribution, and use. In addition, another important industry effort, the Charter of Trust17 has 

also placed particular focus on supply chain security since its establishment.  

 

III. How international law applies to the use of information and communications technologies by 

States 

1. How can the OEWG support the sharing of national views on this topic with a view to building common 

understandings?  

Enable a meaningful discussion on how international law applies to cyberspace, drive greater transparency 

and understanding, and hold States accountable. 

Microsoft reiterates views shared in the previous submission. Specifically, we call on the OEWG to create 

a mechanism that would hold States accountable for producing their national positions, albeit on an 

informal basis. For example, the Chair could encourage States to publish their national assessments on 

how international law applies to their use of ICTs in the context of international security. We strongly 

recommend this be done in line with a clearly defined deadline, for example the start of the 4th 

substantive session of the OEWG, and at that point the positions would be shared broadly and uploaded 

on UNIDIR’s Cyber Policy Portal. Moreover, the Secretariat could informally encourage States to 

respond, by regularly engaging with them on the topic, producing templates, reminding them of 

 
13 The 2015 UN cyber norms recognize that States should “take reasonable steps to ensure the integrity of the supply 

chain….”, but stop short of stating a clear prohibition on supply chain attacks. Similarly, the application of 

international law in this context is often unclear. 

14 Global Commission on the Stability of Cyberspace, https://cyberstability.org/  

15 Paris Call for Trust and Security in Cyberspace, https://pariscall.international/en/ 

16 Cybersecurity Tech Accord, https://cybertechaccord.org/accord/ 

17 Charter of Trust, https://www.charteroftrust.com/ 

http://www.microsoft.com/
https://cyberstability.org/
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relevant deadlines, etc. As States grapple with this question, we encourage them to also explore 

potential implications and lessons learned from the current, unlawful invasion of Ukraine.  

Additionally, we encourage the OEWG to drive greater understanding of how international law applies 

to cyberspace – both in times of peace and war. We would like to reiterate our position that norms are 

only one part – albeit a crucial one – of the international cybersecurity framework that States need to 

abide by. International law, including international human rights law, and international humanitarian 

law complete the puzzle.  

The OEWG is uniquely placed to not only encourage States to articulate their positions, but seek to 

promote initiatives that look to clarify the status quo and drive capacity building at the same time. 

Multistakeholder work in this space, in academia and beyond, could be particularly helpful. For example, 

the Oxford Process on International Law Protections in Cyberspace18 has held numerous convenings to 

discuss the practical application of legal concepts and produced statements that reflect consensus in 

this space. 

Microsoft would like to stress that it is important to not only discuss how international law applies to 

this space, but to ensure that it is leveraged appropriately. We therefore urge States to not only call out 

malicious actors, but to also explain in their attribution statements by elaborating on what aspect(s) of 

international law and norms were breached. With that in mind, we encourage the OEWG to discuss 

specific situations and cases, as well as hypothetical ones, to ensure that States are better prepared to 

incorporate such considerations in future attribution statements. Again, lessons learned from the 

current, unlawful invasion of Ukraine will be important to take into account. 

 

2. How can the OEWG support States’ efforts to build capacity in the areas of international law, national 

legislation and policy? 

Leverage multistakeholder insights for focused trainings.  

During the first substantive session, States reaffirmed the applicability of international law, in particular 

the UN Charter, to the use of ICTs by States and supported further study of this topic. Several others 

highlighted the importance of sharing national views on the applicability of international law. Numerous 

existing efforts exist to support this.  

One such effort is the Oxford Process on International Law Protections in Cyberspace mentioned above. 

At its core lies a collaborative effort between international legal experts from across the globe aimed at 

the identification and clarification of rules of international law applicable to cyber operations across a 

variety of contexts. The rationale behind the Oxford Process is not to discuss the theoretical frameworks 

of international law, but to discuss and demonstrate how the latter can be applied to and used in real 

world situations. Discussions focus on a particular topic – for example vaccine research – and elaborate 

on the obligations and prohibitions that can be leveraged to protect a particular sector. Thus far, the 

Oxford Process has produced five so-called “Oxford Statements” – each signed by more than 100 legal 

experts – on International Law Protections against Cyber Operations targeting the Health Care Sector,19 

 
18 The Oxford Process, Oxford Institute for Ethics, Law and Armed Conflict, https://www.elac.ox.ac.uk/the-oxford-

process/ 

19 The Second Oxford Statement on International Law Protections of the Healthcare Sector During Covid-19: 

Safeguarding Vaccine Research | Amicus Brief (wordpress.com), 2020, 

 

http://www.microsoft.com/


Microsoft  Corporation Tel 425 882 8080 

One Microsoft Way  Fax 425 936 7329 

Redmond, WA 98052-6399   http://www.microsoft.com/ 

 
 

8 
 

Safeguarding Vaccine Research,20 International Law Protections against Foreign Electoral Interference 

through Digital Means,21 the Regulation of Information Operations and Activities,22 and the Regulation 

of Ransomware Operations.23 We recommend the OEWG to invite representatives from the Oxford 

Process to brief States. Moreover, we encourage States to consider funding, put forward specific and 

pertinent topics that may be worthwhile examining by international legal experts, and engage in such 

discussions. 

Additionally, we urge more States to fund training courses on the applicability of international law in 

cyberspace. The OEWG could help promote and coordinate these types of trainings. Other efforts that 

could be pursued include initiatives such as the aforementioned Oxford Process, or other trainings for 

government legal experts that go deeper into a particular subject and help them think through how 

international law applies to a particular situation. It is pivotal that these include industry, academic, and 

civil society perspectives, ensuring the approaches are truly multidisciplinary and reflective of real life. 

These could then feed into national statements, policy and positions on this topic, ultimately building 

a common understanding of how international law applies in cyberspace.  

 

IV. Confidence building measures  

1. How can the OEWG substantively engage with (sub-) regional organizations to learn from their 

experiences with regard to confidence-building measures?  

Avoid the duplication of efforts and focus on implementation of already successful CBMs. 

Microsoft reiterates the importance of Confidence Building Measures (CBMs) as tools to reduce tension, 

minimize the risk of misperception, and build trust. CBMs can act as a pressure valve and can therefore 

help deescalate critical situations. Notable agreements in this realm include the various sets of 

cybersecurity CBMs agreed to by participating States of the Organization for Security and Co-operation 

in Europe (OSCE).24 It is worth noting that, to a certain extent, a mechanism such as the OEWG can 

arguably be considered as a CBM in and of itself.  

Over the past few years, Microsoft has provided an industry perspective to a number of CBMs efforts, 

including those held at the OSCE, as well as the European Union (EU), the Organization of American 

 
https://amicusnotes.wordpress.com/2020/09/07/the-second-oxford-statement-on-international-law-protections-of-

the-healthcare-sector-during-covid-19-safeguarding-vaccine-

research/#:~:text=As%20affirmed%20in%20the%20first%20Oxford%20Statement%2C%20international,target%20the

%20healthcare%20sector%20and%20essential%20medical%20facilities. 
20 The Second Oxford Statement - Oxford Institute for Ethics, Law and Armed Conflict, 2021, 

https://www.elac.ox.ac.uk/the-oxford-process/the-statements-overview/the-second-oxford-statement/ 
21 The Oxford Statement on International Law Protections Against Foreign Electoral Interference - Oxford Institute for 

Ethics, Law and Armed Conflict, 2020, https://www.elac.ox.ac.uk/the-oxford-process/the-statements-overview/the-

oxford-statement-on-international-law-protections-against-foreign-electoral-interference/ 
22 The Oxford Statement on The Regulation of Information Operations and Activities - Oxford Institute for Ethics, Law 

and Armed Conflict, https://www.elac.ox.ac.uk/the-oxford-process/the-statements-overview/the-oxford-statement-

on-the-regulation-of-information-operations-and-activities/ 
23 The Oxford Statement on Ransomware Operations - Oxford Institute for Ethics, Law and Armed Conflict, 

https://www.elac.ox.ac.uk/the-oxford-process/the-statements-overview/the-oxford-statement-on-ransomware-

operations/ 

24 Organization for Security and Co-operation in Europe (OSCE), Cyber/ ICT Security, 

https://www.osce.org/secretariat/cyber-ict-security  

http://www.microsoft.com/
https://www.osce.org/secretariat/cyber-ict-security
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States (OAS), the ASEAN Regional Forum (ARF), and at the UN. We have done that with the objective 

of identifying new measures, in particular those that bring in industry perspectives, as well as to help 

ensure effective implementation of existing measures. We urge the OEWG to not duplicate efforts 

related to the development of CBMs. Rather, we encourage the OEWG to learn from these regional 

efforts, identify good practices, and encourage their adoption across the globe – in short, to focus on 

aiding the implementation or the amplification of previously agreed CBMs.  

 

2. How can the OEWG facilitate cross regional exchange of ideas, experiences and best practices in the 

development and implementation of confidence-building measures?  

Invite representatives from (sub-)regional organizations to brief the OEWG on their experience.  

Microsoft recommends that representatives from (sub-)regional organizations be invited to brief the 

OEWG on their experience with CBMs. The specific presentations could focus on lessons learned or on 

identifying resources that might still be needed to implement previously agreed CBMs. Moreover, 

Microsoft reiterates that the OEWG could incentivize States to make use of the of the online self-

assessment tool for a National Survey of Implementation of United Nations recommendations on 

responsible use of ICTs by states in the context of international security, as proposed by Australia, Mexico 

and others, to also include their CBM-related efforts when they submit their responses.25  

  

3. Are there examples of confidence-building measures at the (sub-) regional level that could be expanded 

to the global level? 

Identify designated national POCs. 

There are numerous examples that we believe are worthy of inclusion at the global level.  For instance, 

OSCE CBMs note that their designated national Points of Contact (POCs) can use shared details to 

immediately contact one another and leverage the OSCE Communication Network to safely and quickly 

request information or assistance. This is a model that is complementary to the survey initiative 

previously proposed by Australia and Mexico and could be expanded globally.26 Ultimately, there would 

be ample benefit in identifying national POCs that could be contacted for different reasons related to 

requests for information or assistance, contributing to building trust networks and capacity in this 

domain. 

  

4. Are there existing confidence-building measures in the field of international security that could be 

adapted to this context?  

Include the multistakeholder community in CBM implementation. 

The 2015 consensus report of the Group of Governmental Experts on Developments in the Field of 

Information and Telecommunications in the Context of International Security contains a broad set of 

 
25 National Survey of Implementation of United Nations General Assembly Resolution 70/237, 2020, 

https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-

implementation-april-2020.pdf 
26 National Survey of Implementation of United Nations General Assembly Resolution 70/237, 2020, 

https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-

implementation-april-2020.pdf 

http://www.microsoft.com/
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
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CBMs that remain relevant today.27 We encourage Member States to continue working on their 

implementation having previously outlined ways in which the OEWG can support this endeavor. 

That said, Microsoft encourages States to broaden their view of cybersecurity CBMs and move beyond 

conversations that are limited to States only. Effective implementation of CBMs in this space needs to 

be informed by the experience and expertise of all relevant stakeholders, which of course requires their 

meaningful inclusion in relevant discussions. As such, we propose to also invite representatives from 

the multistakeholder community to brief the OEWG on their efforts in this space.  

  

5. Are new confidence-building measures required and, if yes, which ones and how might they be most 

efficiently established? 

Propose new CMBs for the healthcare sector and supply-chain protections. 

Recognizing that CBMs can be a precursor and prerequisite for norms development, new CMBs for the 

healthcare sector and supply-chain protections, especially with regard to software update mechanisms, 

could be explored by the OEWG. The healthcare sector is both valuable and vulnerable enough to 

warrant specific, dedicated CMBs. In fact, the global pandemic has provided many examples for how 

susceptible this sector is to cyberattacks. Similarly, repeated targeting of the technology supply chain, 

including the software update processes, is a challenge that the international community of States 

needs to urgently address.  

To efficiently establish new CMBs, it is important to gather input from all relevant stakeholders, 

including the private sector, civil society, and academia. By way of example, we would like to flag an 

existing program by the CyberPeace Institute (CPI). Its Cyber Incident Tracer (CIT)28 aims to close the 

information gap related to cyberattacks on the healthcare sector and is set to expand to other sectors 

in the future. In line with our previous response, the OEWG could invite a representative from the CPI 

to brief on their efforts in this space and touch on how the CIT might inform work related to a new 

healthcare CBM. 

 

6. How can confidence-building measures help facilitate consultation and discussion between States in 

uncertain or unexpected situations?  

Organize an informal session focused on CBMs. 

As previously mentioned, CBMs are tools to reduce tension, minimize the risk of misperception, and 

build trust. CBMs can act as a pressure valve and can therefore help deescalate critical situations. In 

addition, as we have previously argued in this submission, CBMs can act as a precursor and prerequisite 

for a more focused discussion on cybersecurity norms. 

Looking at the current geopolitical realities, including the current, unlawful invasion of Ukraine, it is 

clear that trust among parts of the international community of States has deteriorated. Against this 

background, the importance of CBMs as a tool to re-build trust among States is set to further increase. 

As such, we propose the OEWG Chair convene an informal session focused on CBMs, ideally coupled 

with a tabletop exercise. The consequence of States getting together to exchange their respective views 

 
27 UN General Assembly, 2015, https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174 

28 CyberPeace Institute (CPI), Cyber Incident Tracer CIT #HEALTH, https://cyberpeaceinstitute.org/cit-health/ 

http://www.microsoft.com/
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will already be indicative of a much-needed CBM – coupled with an exercise, which will provide 

additional momentum to this key topic.  

 

7. How can Member States and/or the OEWG better utilize the UNIDIR Cyber Policy Portal as a means to 

promote increased confidence and transparency between Member States? 

Incentivize regular updates, leverage UNIDIR tools, and hold each other accountable.  

Threats emanating from cyberspace are constantly evolving, as are approaches to tackling them.  

Moreover, because cyberspace has no borders, it is important to view these developments from a global 

perspective. With that framing, UNIDIR’s Cyber Policy Portal is an incredibly helpful resource. In many 

ways, the Portal and the information presented therein represents a CBM in and of itself. 

In line with our previous submission, Microsoft believes that the OEWG can provide a “forcing function” 

for States to act, implement, and publicly report on their cybersecurity norm implementation and CBM 

related efforts. Similarly, the Chair could incentivize States to make use of the of the online self-

assessment tool for a National Survey of Implementation of United Nations recommendations on 

responsible use of ICTs by states in the context of international security, as proposed by Australia, Mexico 

and others.29 For example, States could upload their contributions to UNIDIR’s Cyber Policy Portal to 

further increase transparency and hold each other accountable.  

Moreover, we encourage States to consider funding UNIDIR’s Cyber Policy Portal further. In many ways, 

the Portal could act as a technical “Secretariat” of sorts, aiding Member States in their pursuit of the 

goals of this OEWG. 

 

8. What principles should guide the development and operationalization of a global points of contact 

directory? Inter alia: What information should the directory contain? How often should the information 

be updated? What skills/competencies should nominated points of contact possess? What potential 

risks exist and how can they be mitigated? What measures can be put in place to track and ascertain 

the effective functioning of the directory?  

Learn from and build on existing examples. 

In line with our previous submission, Microsoft believes an up-to-date, global list of POCs would be a 

worthwhile endeavor. That said, we continue to argue that the UN should not reinvent the wheel and 

create its own list from scratch, but build on successful efforts in regional fora, such as the EU or OSCE 

in particular. There is an additional concern as the OEWG has a term-limited mandate. Threats 

emanating from cyberspace are unlikely to diminish anytime soon – as such any meaningful directory 

of POCs would have to “live” in a more permanent structure, such as the proposed Programme of Action 

(PoA).30  

To simplify efforts, we would suggest governments each nominate a POC and an alternate — not 

necessarily individuals within technical, policy, and diplomatic levels. Nevertheless, we would support 

 
29 National Survey of Implementation of United Nations General Assembly Resolution 70/237, 2020, 

https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-

implementation-april-2020.pdf 

30 United Nations, The future of discussions on ICTs and cyberspace at the UN, 2020, joint-contribution-poa-future-

of-cyber-discussions-at-un-10-08-2020.pdf (un-arm.org) 

http://www.microsoft.com/
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://front.un-arm.org/wp-content/uploads/2020/10/joint-contribution-poa-future-of-cyber-discussions-at-un-10-08-2020.pdf
https://front.un-arm.org/wp-content/uploads/2020/10/joint-contribution-poa-future-of-cyber-discussions-at-un-10-08-2020.pdf
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the OEWG encouraging States to nominate leads across those areas domestically and ensure that their 

international POC can refer to them, should the need arise. This directory could be used to facilitate 

general information sharing and during crisis response.  

Importantly, given its convening power, we encourage the OEWG to not only focus on the nomination 

process, but to also facilitate regular exchanges between these POCs through virtual trainings or 

exercises. These could be organized annually, so that contacts have a chance to meet and get to know 

each other before a crisis erupts. This approach fosters the necessary trust-building that is vital for 

effective and efficient communication during a potential crisis.  

With that framing, the directory should at a minimum include enough information of where the person/ 

entity can be reached, an email address that is being monitored on a daily basis for timely exchanges, 

POCs who are empowered to act based on incoming requests and dates as to when the last time that 

POC information per Member State was updated.  

 

9. Would further study on specific aspects of this proposal on the part of the Secretariat or other UN body 

(e.g. UNIDIR) be useful? If so, what specific areas of study should be considered?  

Empower UNIDIR to explore lessons learned from existing CBM efforts. 

We have previously mentioned UNIDIR’s Cyber Policy Portal as an extremely helpful resource for 

collecting information in this space and, in many ways, as a CBM in and of itself. With this in mind, we 

believe that UNIDIR is well-placed to further study specific aspects of this proposal. In particular, we 

would see merit in exploring existing CBM efforts established at the (sub-)regional levels. We encourage 

UNIDIR – and by extension the OEWG – to learn from those efforts, identify good practices, and 

encourage their adoption across the globe.  

Moreover, and as previously mentioned, Microsoft encourages States to broaden their view of 

cybersecurity CBMs and move beyond conversations that are limited only to States. Effective CBMs in 

this space need to be informed by the experience and expertise of all relevant stakeholders, which of 

course requires their meaningful inclusion in relevant discussions. As such, another aspect of UNIDIR’s 

research into this topic could explore the role the multistakeholder community could play.  

 

10. How might the OEWG, the Secretariat and/or the UN support the establishment and maintenance of a 

global points of contact directory? 

Task UNIDIR with the establishment and maintenance of a global POCs directory. 

As previously mentioned, Microsoft believes that the OEWG should not reinvent the wheel and create 

its own list from scratch, rather build on successful efforts in (sub-)regional fora, such as the EU or OSCE 

in particular. As such, the focus should be on studying existing mechanisms, learning what has worked 

well and what has not, and then transposing those efforts to the global level.  

Absent a permanent UN structure in this thematic area (see our response to section #6), we believe that 

UNIDIR could provide a suitable “Secretariat” for this contact point directory – at least until a more 

permanent UN structure is established. 

 

 

http://www.microsoft.com/
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V. Capacity building  

1. Noting that a significant amount of capacity-building currently occurs at the (sub-) regional level, what 

unique roles can the UN take on to support and/or facilitate capacity-building at the global level? 

Leverage the UN’s global perspective to help identify and address gaps in capacity building efforts.  

Until a more permanent UN body is established, the OEWG provides Member States an avenue to 

discuss threats emanating from cyberspace as well guidance on responsible State behavior when facing 

them. It enables a platform to discuss these issues with a global perspective. Microsoft believes that 

this global vantage point and focus is the unique role the UN can bring to the table in terms of 

supporting and facilitating capacity building in this space. 

This includes identifying current, new, and emerging threats and potential measures to mitigate them. 

Discussions at the OEWG – on the various topics that make up the OEWG’s agenda – can help identify 

gaps in terms of much needed capacities at a global level.  

With this in mind, Microsoft encourages the OEWG to focus on leveraging its global perspective in 

terms of identifying gaps. In order to mitigate them, we recommend the OEWG facilitates a globally 

focused discussion on possible capacity building measures, bringing in all the relevant stakeholders 

that can add value here (see our responses to the questions below for some additional details and 

ideas). 

In doing the above, it will be important that the OEWG does not duplicate existing capacity building 

initiatives, but that it learns from them, understands what has worked, what has not worked and uses 

its global perspective to help facilitate capacity building where it is most needed – building on the work 

by established entities in this space, such as the GFCE. 

  

2. What measures can be put in place to facilitate effective consideration of the needs of developing 

countries in the design and development of capacity-building measures?  

Build on existing initiatives, understand underlying needs, and leverage the multistakeholder community.  

We would like to reiterate the approach we outlined in our previous submission. Building on the 

outcomes of the previous OEWG and GGEs, this current OEWG has the potential to positively impact 

the security and stability of cyberspace by promoting cybersecurity capacity building to a broader 

audience. Over the past decade, cyberspace has become an intrinsic part of the development of any 

country. However, while technology creates untold opportunities and enables everything from distance 

learning to groundbreaking innovation and new economic efficiencies, it also introduces new threats. 

As such, a strong understanding of cybersecurity good practices is crucial for States’ abilities to benefit 

from the potential that technology offers. Moreover, the interconnectivity of cyberspace means that it 

is in the interest of all States to increase the preparedness of all relevant stakeholders – in a networked 

world, we can only be as secure as our weakest link.  

In broad terms, cybersecurity capacity building is focused on building functioning and accountable 

institutions that can respond to threats emanating from cyberspace, enhancing States’ overall 

cybersecurity resilience, and equipping stakeholders to be able to participate in international debates 

on cybersecurity to implement the decisions taken. International law, norms, and CBMs can only be 

implemented and adhered to if States have the capacity to act on them. This is why we have, in recent 

years, seen a greater focus on cybersecurity capacity building by civil society, industry, and governments 

around the world. This means mainstreaming cybersecurity capacity building efforts into the broader 

http://www.microsoft.com/
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development agenda, as exemplified by the Sustainable Development Goals. With that in mind, 

Microsoft reiterates its position on these issues and encourages both developed and developing 

countries to:  

▪ Utilize existing mechanisms: Numerous entities have dedicated funding and resources to capacity 

building initiatives. Instead of replicating those efforts, Microsoft encourages States to pool 

resources to generate greater impact, and participate in fora, such as the GFCE, which can help 

match needs with expertise.  

▪ Understand the need: Capacity building efforts can only succeed if they are responding in a targeted 

way to a real need, especially in the context of developing countries. They therefore need to begin 

with participants’ understanding of what issues matter to them and why, as well as an 

understanding of where they have gaps in capacity or capability. Inevitably, these needs will vary 

depending on regional or local context.  

▪ Strengthen cybersecurity diplomacy: All too often, cybersecurity capacity building efforts focus on 

the technical aspects of cybersecurity — which are necessary, but not sufficient. One area that would 

benefit from additional capacity building attention and resources are efforts to strengthen 

cybersecurity diplomacy capabilities in countries around the world. The Cybersecurity Tech Accord 

has published a paper on this topic: Effective Cyber Diplomacy White Paper: A Guide to Countries’ 

Engagement in International Security Dialogues.31 Efforts such as these would help ensure that all 

States are equipped to participate in relevant international negotiations on a more equal footing 

and facilitate further progress.  

▪ Be inclusive of all stakeholders: It is critical that capacity building focuses not just on government 

stakeholders, but industry and civil society as well. This means both ensuring that the different 

stakeholder groups are trained in cybersecurity, but also that their viewpoints are considered when 

trainings are developed. Furthermore, they can often help scale and address cybersecurity needs. 

For example, Microsoft has previously launched32 a national campaign in the United States to help 

community colleges expand the cybersecurity workforce. Partnerships such as this one could drive 

a whole of society approach for cybersecurity and truly make a difference. 

▪ Safeguard and promote human rights: A global, open, free, accessible, stable, and secure cyberspace, 

where individuals’ internationally recognized human rights are protected and respected is essential 

for the inclusive sustainability, development, and security of all societies. These universal values 

need to be part of all cybersecurity capacity building efforts.  

▪ Maintain relevance and ensure sustainability: Technology is evolving rapidly, and it is important to 

ensure that capacity building efforts are outcome focused. Capacity building needs to be treated 

as a continuous process with near- and long-term objectives, rather than a one-off engagement. 

 

 
31 Cybersecurity Tech Accord, “Effective Cyber Diplomacy White Paper: A Guide to Countries’ Engagement in 

International Security Dialogues”, 2021, https://cybertechaccord.org/effective-cyber-diplomacy-white-paper-a-guide-

to-countries-engagement-in-international-security-dialogues/ 

32 Brad Smith, “America faces a cybersecurity skills crisis: Microsoft launches national campaign to help community 

colleges expand the cybersecurity workforce”, 2021, https://blogs.microsoft.com/blog/2021/10/28/america-faces-a-

cybersecurity-skills-crisis-microsoft-launches-national-campaign-to-help-community-colleges-expand-the-

cybersecurity-workforce/ 

http://www.microsoft.com/
https://cybertechaccord.org/effective-cyber-diplomacy-white-paper-a-guide-to-countries-engagement-in-international-security-dialogues/
https://cybertechaccord.org/effective-cyber-diplomacy-white-paper-a-guide-to-countries-engagement-in-international-security-dialogues/
https://blogs.microsoft.com/blog/2021/10/28/america-faces-a-cybersecurity-skills-crisis-microsoft-launches-national-campaign-to-help-community-colleges-expand-the-cybersecurity-workforce/
https://blogs.microsoft.com/blog/2021/10/28/america-faces-a-cybersecurity-skills-crisis-microsoft-launches-national-campaign-to-help-community-colleges-expand-the-cybersecurity-workforce/
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3. Are there existing mechanisms for capacity-building measures in the field of international security that 

could be adapted to this context? Are there useful lessons the OEWG can draw from these existing 

mechanisms? 

Learn from and build on existing capacity-building efforts.  

There are numerous efforts under way when it comes to cybersecurity capacity building and there is 

likely no single entity that connects all of them. Microsoft has long supported various cybersecurity 

capability building initiatives and we would like to take this opportunity to highlight some of the efforts 

that we are actively participating in: 

▪ Partnering with the United States Telecommunications Training Institute (USTTI): Microsoft has 

helped the USTTI deliver training that equips officials from emerging economies with the skills 

needed to manage their spectrum, deploy wireless technologies, develop national broadband 

plans, implement national cybersecurity strategies, support Internet deployment, launch cloud 

services, protect children online and ensure sound emergency communications plans all while 

working to support the rule of law.  

▪ Supporting the Global Forum on Cyber Expertise (GFCE): Microsoft has supported the GFCE since its 

inception and continues to be an active participant in its working groups. In addition, we have 

supported the creation of the GFCE-Microsoft Africa program fellowship, which focuses on 

mapping and ultimately streamlining existing cybersecurity capacity building efforts in Africa.  

▪ Working to deliver sound national cybersecurity practices through the International 

Telecommunications Union (ITU): Microsoft has been a core partner to the ITU in developing a 

“National Cybersecurity Strategy Guide”33 and we have continued to support efforts to ensure its 

effective implementation around the world.  

▪ Identifying opportunities across Latin America: For a number of years, Microsoft has partnered with 

the Organization of American States (OAS)34 to promote good practices, in particular as it relates 

to critical infrastructure protection and addressing cybercrime.  

▪ Supporting international IoT cybersecurity standards with the Internet Governance Forum (IGF): 

Microsoft is a partner and participant in the IGF Dynamic Coalition on Internet Standards, Security 

and Safety. The Dynamic Coalition is focused on increasing the adoption of international standards 

by facilitating access to best practice recommendations.  

▪ Helping build the resilience of non-profit organizations: The CyberPeace Institute’s CyberPeace 

Builders program works to increase the resilience of non-profits around the world through a 

corporate network of volunteers. 

In line with our previous submission, we reiterate our call for the OEWG to build on the work done by 

the GFCE as a donor coordinator given its existing function on capacity building and community efforts. 

The GFCE could be leveraged or used as model to coordinate assistance initiatives through a system 

for matching needs and resources. This would help build momentum and avoid duplication of efforts.  

 

 
33 ITU, National Strategies, https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cybersecurity-national-strategies.aspx 

34 OAS and Microsoft, “Report with Recommendations to Mitigate Cyber-attacks on Critical Infrastructure in Latin 

America and the Caribbean”, 2018, https://www.oas.org/en/media_center/press_release.asp?sCodigo=E-009/18 

http://www.microsoft.com/
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4. What can the OEWG learn from the role (sub-) regional organizations currently play in capacity-

building? How can the OEWG engage and/or work together such organizations to optimize global 

capacity-building efforts?  

Engage Member States involved in regional efforts around capacity building and capture lessons learned.  

At a foundational level, we believe the OEWG should engage regional organizations and Member States 

that are already involved in efforts focused on capacity building. This would help map existing efforts 

and avoid any duplication, identify POCs both within the regional organization and within nations and 

create a dynamic to capture lessons learned in this context. In addition, and similar to points we have 

previously made, representatives from (sub-)regional organizations could be invited to brief the OEWG 

on their efforts and on good practices and lessons learned, for example during a dedicated informal 

session, organized by the OEWG Chair. 

 

5. What contribution can other interested stakeholders (e.g. the private sector, non-governmental 

organizations and academia) make to capacity-building? What mechanisms can we establish to 

encourage and facilitate their contribution to capacity-building in a meaningful way?  

Recognize the multistakeholder community as a valued partner in this space. 

The multistakeholder community has always been a key driving force behind many cybersecurity related 

capacity building efforts. We have listed a number of them in our answer to question #3 of this section. 

Looking ahead, one of the key aspects of capacity building will be to ensure that people have the 

necessary skills to navigate an increasingly digital landscape throughout their careers. Microsoft’s 

Global Skilling Initiative is one example of how the private sector can contribute to building a more 

inclusive skills-based economy.35 

That said, Microsoft urges the OEWG to think about the multistakeholder community – and in particular 

the private sector – as more than merely a potential source of funding. Even though industry, in 

particular, has resources that it can and should bring to bear, it is essential to think of us as a genuine 

partner in this space. The multistakeholder community can contribute valuable experience and 

expertise, but to do so it must be provided an opportunity to meaningfully contribute to OEWG 

deliberations and efforts. Meaningful inclusion of the multistakeholder community would also help 

ensure that capacity building efforts in this space go beyond one-off, ad-hoc initiatives. For them to 

make a real difference, they must be ongoing. For this to happen, all relevant stakeholders must work 

together, including governments, industry and civil society.   

 

6. What can the OEWG do to support more coordinated, sustainable capacity-building efforts? Is there a 

role for the United Nations, including UNIDIR, in this regard? 

Leverage existing efforts and identify gaps. 

There is a clear role for the OEWG, UNIDIR and more broadly the UN in supporting more coordinated, 

sustainable capacity building efforts. As underscored previously, the need to map and leverage existing 

efforts is imperative to avoid the duplication of efforts and to help identify gaps in the capacity building 

landscape. Separately, UNIDIR’s Cyber Policy Portal could be expanded to also encompass capacity 

 
35 Microsoft, “Microsoft launches next stage of skills initiative after helping 30 million people”, 

https://news.microsoft.com/skills/ 
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building efforts related to cyber policy, thereby complementing work done by the GFCE. In addition, 

UNIDIR could be tasked with conducting research into the cybersecurity related capacity building 

efforts undertaken by the UN. This information could then be made available to the GFCE and thereby 

help foster further insights to avoid the duplication of efforts.  

 

7. What concrete measures can the OEWG, the Secretariat or other UN body take to advance capacity-

building efforts in the near-to-medium term? For example, inter alia: Would it be useful to designate a 

UN cyber capacity-building focal point with the responsibility of coordinating offers and requests for 

capacity-building? Would it be helpful for this focal point to coordinate a calendar of capacity building 

programs? 

Create a UN cyber capacity building focal point that complements existing efforts. 

During the first substantive session, States emphasized the critical importance of capacity building to 

ensure a safe, secure, peaceful and sustainable ICT environment. Many noted that capacity building 

efforts should be objective, sustainable and results-driven, which ties to the need to focus on this issue 

in the near to medium term.  

As expressed earlier, there are existing efforts across different stakeholder groups that already focus on 

building States’ cybersecurity capacities. The OEWG is uniquely positioned to map these (by stakeholder 

and region) and could work with organizations like the GFCE to respond to capacity building requests. 

In this respect, we would like to specifically highlight the Cybil Portal, as a useful tool that should be 

leveraged.36 The Cybil Portal is the only online repository for international cyber capacity building 

projects and hosts a large library of resources, as well as a calendar of activity.  It helps to improve the 

effectiveness of capacity building, its coordination, and its transparency. 

Having a UN cyber capacity building focal point could be fruitful, as long as the role is structured in a 

way that does not recreate existing efforts, but complements them. For example, work could first focus 

on collating information about existing efforts. To do this effectively, this individual could also serve as 

a UN POC for collaborating closely with the multistakeholder community. 

Lastly, Microsoft would like to reiterate that capacity building efforts in this space must go beyond one-

off or ad-hoc initiatives. For any such initiatives to be meaningful, they must be ongoing. By extension, 

this means that they cannot be linked to the mandate of an entity such as the OEWG, whose mandate 

will expire in a few years.  

 

VI. Establish, under the auspices of the United Nations, regular institutional dialogue with the broad 

participation of States 

1. How should a “regular, institutional dialogue” under the auspices of the United Nations be structured? 

Establish a permanent UN forum, open to meaningful participation by all relevant stakeholders.  

During the first substantive session, several States supported the creation of a regular exchange under 

UN auspices that would include support to norm implementation and building capacity. In this context, 

the proposal for a PoA was positively referenced, an effort Microsoft supports. We recommend States 

engage in a genuine dialogue that would see it adopted as soon as possible.  

 
36 Cybil, The Knowledge Portal for Cyber Capacity Building, https://cybilportal.org/ 
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Specifically, Microsoft believes that the time has come to create a permanent forum.  More needs to be 

done at the international level to achieve real progress in increasing the security and stability of 

cyberspace. In particular, there needs to be a regular and ongoing dialogue amongst all interested 

parties on these critical issues. Cyber-related challenges we are currently facing will not go away in the 

foreseeable future. In fact, the past two decades have taught us that as technology evolves, so will 

offensive techniques. A permanent discussion forum is therefore urgently needed, and will go some 

way, to ensure that the process is not captured by geopolitical interests. The current, unlawful invasion 

of Ukraine is a stern reminder of this need.  

In practice, we recommend that any regular and institutional dialogue(s) should consider bi-annual 

meetings and a minimum of two to three thematic meetings per year, especially given the rise and 

sophistication of cyber incidents. Working groups with specific focus areas should also be created and 

would help drive collaboration and advancement of issues in this space. To ensure broad participation 

and engagement, the working groups should not be run concurrently. Some proposed working group 

focus areas could include:  

▪ Promotion of norms and best practices;  

▪ Application of international law to cyberspace;  

▪ Expansion of cybersecurity capacity building; and 

▪ Advancement of multistakeholder inclusion. 

At the same time, we note that as the PoA is envisioned as a permanent body that is expected to 

navigate a field that values speed and innovation, it is critical that it retains the flexibility for States to 

agree on new areas of work over time.  

We also hope the UN continues to leverage technology when it comes to live-streaming debates. While 

in-person meetings can be fruitful when it comes to building consensus, virtual meetings are also 

beneficial as they can be much more inclusive of non-governmental organizations, as many do not have 

representation in, or the budget to travel to New York or elsewhere. We therefore recommend that all 

formal and informal meetings be live streamed, recorded, and published on the relevant UN websites.  

Another important element is transparency in information sharing. Thankfully, technology has simplified 

this, a fact that the United Nations Office for Disarmament Affairs (UNODA)37 has made full use of as 

part of the previous OEWG. We hope that UNODA builds on those efforts, enhances its existing 

platform, and continues to publish information. The types of information that can be made public could 

include:  

▪ Meeting agendas; 

▪ Official documents and reports produced by the Secretariat; 

▪ Official communication to States and the broader community; 

▪ Individual submissions by States or non-governmental actors to the ongoing dialogue; 

▪ Contact details of the Secretariat; 

▪ Contact details of the participating State representatives. 

 
37 UNODA, Open-ended Working Group, https://www.un.org/disarmament/open-ended-working-group/ 
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2. What distinct features should such a dialogue have, for example a list of action-oriented goals for 

implementation and/or a review mechanism?  

The meaningful inclusion of the multistakeholder community must be a key feature of this process.  

Microsoft agrees with the Chair’s sentiment that stakeholders play a unique role in cyberspace and that 

threats in this space cannot be tackled by States on their own. Therefore, for such a mechanism to be 

able to deliver concrete outcomes, it needs to, from the outset, be created with meaningful 

multistakeholder participation in mind. The value of input from academia, the private sector, and civil 

society was also noted during the first substantive session by many States. This inclusion has already 

proven fruitful, not only through the previous OEWG’s Intersessional Meeting in 2019, but through the 

plethora of informal consultations that have built trust since then. One such initiative that we encourage 

the OEWG to take particular notice of is “Let’s Talk Cyber”,38 an effort that seeks to build on the work of 

the Informal Multistakeholder Virtual Dialogue Series that took place between December 2020 and 

February 2021 to support the discussions at the 2019-2021 OEWG. 

 

3. When would be the optimal time for such a dialogue to be established? 

A new, permanent, regular institutional dialogue should be established as soon as possible.  

Microsoft strongly believes that a permanent, regular institutional dialogue under the auspices of the 

UN should be established as soon as possible. As previously stated, we believe that the proposed PoA 

represents a key step forward in this regard. To not waste time, we strongly recommend that States 

turn their attention to making the PoA a reality as soon as this year, as part of the 77th Session of the 

UN General Assembly in September 2022.  

While we acknowledge the strain on resources that two processes could have, particularly on smaller 

States, we are not confident that the OEWG can deliver results that would meaningfully increase stability 

and security in cyberspace. While we will support discussions in the OEWG, we believe more needs to 

be done in a timely manner. Against that background, we urge States to not delay establishing such a 

regular institutional dialogue until the conclusion of the current OEWG. We believe that would be 

counterproductive and needlessly delay – potentially until 2025 – the creation of a much-needed 

permanent framework. In a deteriorating security environment characterized by fast paced innovation, 

that should be seen as no less than a dereliction of duty.  

 

 
38 Let’s Talk Cyber, https://letstalkcyber.org/ 
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