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Second substantive session of the Open-Ended Working Group on security of and in the 

use of information and communications technologies 

Cybersecurity capacity building - Guiding questions 

 

 

Microsoft once again welcomes the opportunity to submit our response to the second substantive session 

of the Open-Ended Working Group on security of and in the use of information and communications 

technologies (OEWG). We also appreciate the specific questions provided by the Chair in his March 24th 

letter on the role of the stakeholder community in supporting capacity building – and are happy to share 

our position below. 

That said we would like to stress that meaningful multistakeholder inclusion in the process should entail 

inviting the views of non-governmental stakeholders on all the issues discussed by the OEWG rather than 

just focusing it on how this community can support the States. To this end, we have also provided a longer 

submission, responding to the questions the Chair had previously posed to Member States. 

As it relates to capacity building, we answer the questions raised by the Chair below, but would also like to 

stress the importance of mainstreaming cybersecurity capacity building into overall development efforts.  

Cybersecurity needs to be at the heart of any and all investments in technology and not just discussed as 

part of the disarmament context. It is also important to remember that capacity building needs to be treated 

as a continuous process with near- and long-term objectives, rather than a one-off engagement.  

In this respect, we would like stress the importance of establishing a permanent United Nations (UN) body 

that would be responsible for this thematic area. During the first substantive session of the OEWG, several 

States supported the creation of a regular exchange under the auspices of the UN that would include 

support for norm implementation and capacity building. In this context, the proposal for a Programme of 

Action (PoA)1 was positively referenced, an effort Microsoft strongly supports. We believe that such a 

permanent body – equipped with both a mandate and resources that are adequate to the task – is urgently 

needed to deliver and facilitate effective and sustainable capacity building in this space, in coordination 

with existing bodies, so as to ensure complementarity and avoid duplication of efforts.  

We hope these responses provide a helpful contribution and remain ready to offer additional input. 

 

I. How can stakeholders better support Member States and/or the OEWG in capacity-building? Are 

there specific capacity-building initiatives raised during the OEWG’s discussions which could 

benefit from the contributions of stakeholders?  

During the first substantive session, States emphasized the importance of capacity building to ensure a safe, 

secure and peaceful information and communications technology (ICT) environment. Many noted that 

capacity building efforts should be objective, sustainable and results-driven. We agree, but also wish to 

stress that capacity building should be part of a continuous process that incorporates innovation in 

technology and reflects the needs of the recipient communities.  

 
1 United Nations, The future of discussions on ICTs and cyberspace at the UN, 2020, joint-contribution-poa-future-of-

cyber-discussions-at-un-10-08-2020.pdf (un-arm.org) 

http://www.microsoft.com/
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Microsoft is proud to have led some of the early thinking in this space, partnering with various entities to 

develop templates for national computer security incident response teams (CSIRTs),2 cybersecurity 

frameworks and national strategies.3  We have also invested in cybersecurity skilling, recognizing a resource 

gap that countries and organizations around the world face today. We have always strived to be part of 

initiatives that bring together multiple players from across the stakeholder community, as we believe these 

types of efforts are bound to produce more effective results.  

Some capacity building initiatives raised during OEWG discussions included norm implementation, driving 

cybersecurity hygiene, the establishment of national strategies, clarity on the application of international 

law in cyberspace, incident response plans and emergency management and protection of critical 

infrastructure. All of these could benefit from ongoing work in the multistakeholder community, including, 

inter alia, the efforts of the Global Forum on Cyber Expertise (GFCE)4, the CyberPeace Institute (CPI)5 or the 

Oxford Process on International Law Protections in Cyberspace6.    

 

II. What mechanisms could help facilitate the effective dissemination of information relating to (a) 

requests for capacity-building by Member States, and (b) capacity-building programs offered by 

Member States, international organizations and/or stakeholders?  

Capacity building efforts can only succeed if they are responding in a targeted way to a real gap. Therefore, 

they need to begin with participants’ understanding of what issues matter to them and why, as well as an 

understanding of where they have gaps in capacity or capability. Inevitably, these needs will vary depending 

on regional or local contexts and will evolve over time. With that framing, it is clear that to facilitate the 

effective dissemination of information relating to capacity building requests and existing programs, there 

needs to be an ongoing understanding of current State gaps/ capacity building needs and existing 

initiatives.  

For the former, the proposed online self-assessment tool for a National Survey of Implementation of United 

Nations recommendations on responsible use of ICTs by states in the context of international security7 –

proposed by Australia, Mexico and others – could be a vehicle to identify needs. For the latter, UNIDIR’s 

Cyber Policy Portal could be expanded to encompass capacity building efforts related to cyber policy, 

thereby complementing work done by the GFCE, in particular through their Cybil Portal.8 This portal is the 

only online repository for international cybersecurity capacity building projects and hosts a large library of 

resources, as well as a calendar of activity.  

 

 
2 Microsoft, “Building an effective national cybersecurity agency”, 2018, https://www.microsoft.com/en-

us/cybersecurity/content-hub/Cybersecurity-agency-whitepaper 

3 ITU, “Guide to Developing a National Cybersecurity Strategy”, 2018, https://www.itu.int/dms_pub/itu-d/opb/str/D-

STR-CYB_GUIDE.01-2018-PDF-E.pdf 

4 Global Forum on Cyber Expertise, https://thegfce.org/   

5 CyberPeace Institute (CPI), https://cyberpeaceinstitute.org 

6 The Oxford Process, Oxford Institute for Ethics, Law and Armed Conflict, https://www.elac.ox.ac.uk/the-oxford-

process/ 

7 National Survey of Implementation of United Nations General Assembly Resolution 70/237, 2020, 

https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-

implementation-april-2020.pdf 

8 Cybil, The Knowledge Portal for Cyber Capacity Building, https://cybilportal.org/ 

http://www.microsoft.com/
https://thegfce.org/
https://cyberpeaceinstitute.org/
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://www.internationalcybertech.gov.au/sites/default/files/2020-12/joint-oewg-proposal-survey-of-national-implementation-april-2020.pdf
https://cybilportal.org/
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III. How can the stakeholder community organize itself to effectively contribute to capacity-

building efforts, including through cooperation with Member States?  

Microsoft drives a number of cybersecurity capacity building initiatives, in particular those dedicated to 

skilling9. Additionally, we contribute substantively and financially to capacity building initiatives ran by other 

organizations, for example those organized by the GFCE and CPI. We believe these types of initiatives, 

focused on matching needs and resources and streamlining efforts are essential if we are to scale our efforts 

successfully and reach all those who need support. We urge other stakeholders, both governments and 

non-governmental actors, to join in this effort and leverage existing organizations to ensure their 

contribution is both recognized and effective.   

On this note, Microsoft would like to, once again, reiterate that capacity building in this space must go 

beyond one-off or ad-hoc initiatives. For any such initiative to be meaningful, it must be ongoing. By 

extension, this means that they cannot be linked to an entity such as the OEWG, whose mandate will expire 

in a few years. A permanent body within UN structures, which would have cybersecurity capacity building 

as one of its core pillars of work and would be supported with appropriate resources – as well as envisioned 

as a multistakeholder body from the onset, could make a significant difference to the current state of 

cybersecurity around the world.  

 

IV. In what ways can your organization contribute to capacity-building in the field of ICT security? 

Microsoft is proud to have contributed to various cybersecurity capacity building initiatives around the 

world. Particularly timely and relevant to the OEWG focused on the field of disarmament is our work to 

increase the protection of organizations operating in Ukraine. Since the start of the unlawful invasion of the 

country, the company has deployed cybersecurity technical protections to dozens of targeted organizations 

in concert with the Ukrainian government. We have also provided licenses and services that allow 

organizations in the country to operate by moving critical software services from on-premises servers to 

the cloud – this is coupled with other humanitarian focused efforts.10  

More broadly, our ongoing work on cybersecurity capacity building includes: 

▪ Microsoft’s cybersecurity skilling initiative: In 2021, Microsoft announced our cybersecurity skilling 

initiative in the United States, which has since expanded to 23 other countries: Australia, Belgium, Brazil, 

Canada, Colombia, Denmark, France, Germany, India, Ireland, Israel, Italy, Japan, Korea, Mexico, New 

Zealand, Norway, Poland, Romania, South Africa, Sweden, Switzerland, and the United Kingdom. One 

of our goals is to ensure traditionally excluded populations have opportunities to enter the 

cybersecurity workforce, including women.  

▪ Partnering with the United States Telecommunications Training Institute (USTTI): Microsoft has helped 

the USTTI deliver training that equips officials from emerging economies with the skills needed to 

manage their spectrum, deploy wireless technologies, develop national broadband plans, implement 

national cybersecurity strategies, support Internet deployment, launch cloud services, protect children 

online and ensure sound emergency communications plans all while working to support the rule of law.  

 
9 Microsoft, “Closing the cybersecurity skills gap”, March 2022,  https://blogs.microsoft.com/blog/2022/03/23/closing-

the-cybersecurity-skills-gap-microsoft-expands-efforts-to-23-countries/  

10 Microsoft On the Issues, “Microsoft suspends new sales in Russia”, 2022, https://blogs.microsoft.com/on-the-

issues/2022/03/04/microsoft-suspends-russia-sales-ukraine-conflict/ 

http://www.microsoft.com/
https://blogs.microsoft.com/blog/2022/03/23/closing-the-cybersecurity-skills-gap-microsoft-expands-efforts-to-23-countries/
https://blogs.microsoft.com/blog/2022/03/23/closing-the-cybersecurity-skills-gap-microsoft-expands-efforts-to-23-countries/
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▪ Supporting the Global Forum on Cyber Expertise: Microsoft has supported the GFCE since its inception 

and continues to be an active participant in its working groups. In addition, we have supported the 

creation of the GFCE-Microsoft Africa program fellowship, which focuses on mapping and ultimately 

streamlining existing cybersecurity capacity building efforts in Africa.  

▪ Working to deliver sound national cybersecurity practices through the International Telecommunications 

Union (ITU): Microsoft has been a core partner to the ITU in developing a “National Cybersecurity 

Strategy Guide”11 and we have continued to support efforts to ensure its effective implementation 

around the world.  

▪ Identifying opportunities across Latin America: For a number of years, Microsoft has partnered with the 

Organization of American States (OAS)12 to promote good practices, in particular as it relates to critical 

infrastructure protection and addressing cybercrime.  

▪ Supporting international IoT cybersecurity standards with the Internet Governance Forum (IGF): Microsoft 

is a partner and participant in the IGF Dynamic Coalition on Internet Standards, Security and Safety. The 

Dynamic Coalition is focused on increasing the adoption of international standards by facilitating access 

to best practice recommendations.  

▪ Helping build the resilience of non-profit organizations: The CyberPeace Institute’s CyberPeace Builders 

program works to increase the resilience of non-profits around the world through a corporate network 

of volunteers.13 Microsoft is a proud supporter of this initiative, through both staff and funding.  

 

Microsoft is grateful for the opportunity to provide its contribution on cybersecurity capacity building to 

the OEWG and remains available to answer any additional questions. Moreover, we are open to any 

potential areas of partnership and collaboration that would increase global cybersecurity capacity and 

capability.  

 
11 ITU, National Strategies, https://www.itu.int/en/ITU-D/Cybersecurity/Pages/cybersecurity-national-strategies.aspx 

12 OAS and Microsoft, “Report with Recommendations to Mitigate Cyber-attacks on Critical Infrastructure in Latin 

America and the Caribbean”, 2018, https://www.oas.org/en/media_center/press_release.asp?sCodigo=E-009/18 

13 CyberPeace Institute (CPI), Cyber Builders Program, https://www.cyberpeaceinstitute.org/cyberpeacebuilders  

http://www.microsoft.com/
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