
UK STATEMENT - HOW INTERNATIONAL LAW APPLIES 

 

Chair, The UK and our international partners stand united in condemning the Russian 

government and its clear breach of international law and the UN Charter.  

Just last year Russia agreed the report of the 2021 GGE which notes that international 

humanitarian law applies in situations of armed conflict.  The Group recognised the need for 

further study on how and when these principles apply to the use of ICTs by States.  

 

We support a focus on discussions of specific rules and principles such as these to build on 

the GGE report and develop a deeper understanding between States on how international 

law and in particular international humanitarian law and international human rights law apply 

to State activities in the cyber domain. 

 

The world must stand together to promote the application and observance of International 

Humanitarian Law both in the physical or virtual worlds. 

 

Humanitarian actors and human rights defenders are crucial to collecting evidence of 

unlawful activity so that those States that breach international law, and those individuals 

committing the most serious international crimes, can be held to account. In the modern 

world, much of that evidence will be digital. 

 

Yesterday Russia spoke about various cyber activities and said ‘No one has thought about 

measures to countermand this previously’. I point colleagues towards the existing rule 

prohibiting interventions in the domestic affairs of states both under Article 2(7) of the 

Charter and in customary international law.  

 

The practical application of the principle in this context would be the use by a hostile state of 

cyber operations to manipulate the electoral system to alter the results of an election in 

another state, intervention in the fundamental operation of Parliament, or in the stability of 

our financial system. This principle may be a useful focus for future discussion. 

 

Further, in the current context we reiterate the importance of continuing to share national 

views on how international law applies to State activity in cyberspace. We have in recent 

months revisited the contributions made to the GGE by participating Member States. 

 

As previously announced the UK and partners have supported a package of development for 

UNIDIR’s Policy Portal to allow it to act as a repository for national positions on the 

application of International Law to state behaviour in cyberspace. We encourage States to 

action the recommendation of the consensus OEWG report to share their national position to 

the portal. 

 

To enable this States must continue to develop human capacity to participate in these 

conversations. The UK continues to contribute to this effort through the Women in Cyber 

Fellowship. 

 


