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 I. Introduction 

1. The Open-Ended Working Group (OEWG) established under United Nations General 

Assembly resolution 76/231 on “Reducing Space Threats through Norms, Rules and 

Principles of Responsible Behaviour” is mandated to, inter alia, “consider current and future 

threats by States to space systems, and actions, activities and omissions that could be 

considered irresponsible.”1 In support of the work of the OEWG, this background paper has 

been produced to provide context on the matter of threats to space security, and highlight the 

issues that have been most commonly identified as current and/or future threats to space 

security. 

 II. Context on threats to space activities and systems 

 A. Context on definitions 

2. Resolution 76/231 emphasises in its text that there is a “need to maintain outer space 

as a peaceful, safe, stable, secure and sustainable environment for the benefit of all.” 

Language such as this is common in multilateral discussions regarding the use of space, and 

has prompted the establishment of two distinct areas: space security and space safety, both 

of which aim to ensure that the space domain is kept peaceful and sustainable. However, the 

distinction between space safety and security is less clear than it may seem at first glance, 

and how it is understood has consequences in terms of the policies and behaviour of space 

  

1 GA Res. 76/231, 76th Sess. (24 December 2021) [hereinafter “Res. 76/231”], available online at 

https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F231&Language=E&DeviceType

=Desktop. 
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users. In order to properly identify threats to space systems and activities, it is necessary to 

establish a common understanding of the meaning of these key concepts.2 

• Space safety: commonly understood to refer to measures aimed at preventing 

accidental or unintentional hazards to space systems. These hazards can be 

natural, such as geomagnetic storms, or stem from human-made objects, such 

as the accidental malfunctioning of a satellite. Space safety measures therefore 

seek to mitigate any non-intentional damage to a space system. The possibility 

of such a damage is considered a risk (as opposed to a threat). Issues of space 

safety are generally understood to be a part of the broader topic of the peaceful 

uses of outer space, which is discussed at the Committee on Peaceful Uses of 

Outer Space (COPUOS). 

• Space security: commonly understood to refer to measures designed to 

prevent deliberate harms to a space system, including its component parts, 

from intended or intentional threats undertaken by another actor. Space 

security is also concerned with the relationship between space objects and the 

maintenance of international peace and security, as well as the work of States 

to prevent an arms race in outer space. Space security discussions fall under 

the purview of the Conference on Disarmament, as well as the United Nations 

General Assembly’s First Committee.3 

3. While security and safety are two different topics which States discuss in different 

United Nations bodies, it is important to underscore that these two can intersect and overlap. 

Space debris is often cited as an example of an issue that affects both discussions. Moreover, 

certain stakeholders’ policies consider space safety and security either jointly or in a closely 

related manner, and indeed in several languages there is no separate terminology for 

“security” and “safety”.4  

4. Safety and security both contribute to space sustainability. Space sustainability refers 

to stakeholders’ ability to continue to be able to use space and benefit from it. It requires that 

space be kept both safe and secure, so that stakeholders may be able to use, explore and 

benefit from space “without discrimination of any kind, on a basis of equality and in 

accordance with international law.”5 

 B. Context on space systems 

5. Space systems are generally understood to be all the devices, components and 

infrastructure that work together to perform a task involving the space environment. 

Although some States have understood that space systems are all in outer space —thus 

equating space systems with space objects— an increasing number of States and other 

  

2 Laetitia Zarkan, What’s in a word? Notions of ‘security’ and ‘safety’ in the space context, UNIDIR 

(2020), available online at https://unidir.org/commentary/whats-word-notions-security-and-safety-space-

context. 
3 These definitions are used for the purposes of this report only. It should be noted that these definitions 

are not necessarily universally accepted. When it comes to space security, certain actors have made the 

distinction between danger and threat. The former precedes and can lead to the latter, and the latter refers 

to a situation closer to the possibility of a conflict. 
4 In Spanish the word “seguridad” means both safety and security. In Russian the word “безопасность” 

refers to both safety and security. In French the expression “sûreté de l’espace” is used to refer to space 

security, and “sécurité de l’espace” refers to space safety. In Chinese, the word "安全" refers to security, 

and "安保" refers to safety. In Arabic, " أمن" is used to refer to “security”, while " أمان" is used to refer to 

“safety”. 
5 See art. I of the Treaty on Principles Governing the Activities of States in the Exploration and Use of 

Outer Space, including the Moon and Other Celestial Bodies, 27 January 1967, 18 UST 2410; 610 UNTS 

205; 6 ILM 386 [hereinafter “Outer Space Treaty” or “OST”]. 

https://unidir.org/commentary/whats-word-notions-security-and-safety-space-context
https://unidir.org/commentary/whats-word-notions-security-and-safety-space-context
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stakeholders recognise that not all of the components of a space system necessarily have to 

be located in space in order for them to be considered part of a space system.6 

6. The different components of space systems are generally classified into three groups: 

• The space segment refers to space objects, that is to say, any object launched 

into orbit from Earth, the Moon or other celestial bodies to travel to, in or 

through outer space. The term “space object” includes component parts of a 

space object as well as its launch vehicle and parts thereof.7 Examples of space 

segment components are satellites and space launch vehicles. 

• The ground segment refers to the terrestrial part of a space system, which 

includes all the facilities and elements needed to operate a space object and 

deliver services to users. Examples of ground segment components are satellite 

dishes and receiving stations 

• The data links refer to the connection between the space and ground segments. 

This includes the uplinks and downlinks, as well as services provided to the 

end users.  

7. Threats to the security of space systems can be directed at any of these components, 

and can originate from Earth or from space. 

 III. Threats to the security of space activities and systems 
identified by stakeholders 

8. Discussions about threats to space security are not new, and many proposals have been 

made over the years to mitigate these threats. Threat perception involves a certain degree of 

subjectivity: different stakeholders have different interests and therefore may hold different 

views regarding what constitutes a threat. It should also be noted that the perception of threats 

to the security of space activities and space systems can change as space systems themselves 

evolve with technological change. 

9. Nevertheless, despite the differences in interests and priorities among stakeholders, 

there are also many points of convergence. Particularly in the case of States, it can be 

ascertained through the examination of proposals, instruments, submissions to processes and 

statements in different fora, that although they may have differing ideas on how to tackle the 

goals of PAROS and achieve security for the space domain, they share many common 

concerns regarding what constitutes a threat to space security.8 

 A. Weaponization of space 

10. The placement, deployment, proliferation and testing of weapons in outer space, or 

the weaponization of space, as it is often also called, is an important concern, which States 

have been discussing for many years in various fora. There is however, no generally accepted 

definition for the concept of “weapon” in space security. This lack of definitional common 

understanding has led several States to use the term “counterspace technologies” to refer to 

all capabilities, techniques or assets that can be used against another space object or a 

component of a space system in order to damage it in some way (in a reversible or irreversible 

manner), so as to gain superiority against an adversary. 

  

6 Report of the Secretary-General A/76/77, on reducing space threats through norms, rules and principles 

of responsible behaviours, ¶8 (13 July 2021), [hereinafter “SG Report”], available online at 

https://www.un.org/disarmament/topics/outerspace-sg-report-outer-space-2021/. 
7 See art. I.d of the Convention on the International Liability for Damage Caused by Space Objects, March 

3, 1972, 24 UST 2389; TIAS 7762; 961 UNTS 187. 
8 See Jessica West & Almudena Azcárate Ortega, Norms for Outer Space: A Small Step or a Giant Leap 

for Policymaking?, UNIDIR (2022), available online at  https://unidir.org/publication/ 

space_dossier_7_norms_outer_space. 

https://www.un.org/disarmament/topics/outerspace-sg-report-outer-space-2021/
https://unidir.org/publication/%20space_dossier_7_norms_outer_space
https://unidir.org/publication/%20space_dossier_7_norms_outer_space
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11. Moreover, the concept of “weaponization” of outer space is generally understood to 

be distinct from the “militarization” of outer space, although both are sometimes used 

interchangeably. The militarization of outer space refers to the proliferation of any military 

activity in outer space, including those activities that are not necessarily weapons-related 

(such as the use of GNSS technology for military purposes, for example). Many understand 

that outer space has been militarized since the early days of space exploration, thus 

highlighting that military uses of space are not necessarily aggressive in nature, nor do they 

necessarily involve the use of weapons. The distinction between these two concepts is not 

universally accepted, however. This is due primarily to two factors. Firstly, certain languages 

do not clearly distinguish between the two concepts. In those instances, “militarization” is 

used to refer to both.9 Secondly, there is no generally accepted definition for the concept of 

“weapon” in space security. 

12. The concept of anti-satellite (ASAT) technologies or weapons is often used as a 

synonym of counterspace technologies. However, ASATs are more accurately a subset of 

counterspace technology, as they focus on targeting one component of space systems (the 

satellite). This serves to further create confusion surrounding the use of these terms. 

13. Counterspace technologies can be used against any component of a space system, and 

it can be done so from space or from Earth, thus creating four different threat vectors:  

(i) Earth to space; (ii) Space to space; (iii) Space to Earth; and (iv) Earth to Earth. While there 

is no universal classification of the different types of technologies, they are often grouped 

into the following categories.10 

Kinetic physical or hard-kill 

 
These technologies can be used to strike a space system component directly or to detonate a warhead near 

it. A kinetic physical attack can be carried out in different manners: 

• Direct-ascent ASATs are launched from the Earth (ground, sea or air) to place a kinetic kill vehicle 

on a ballistic trajectory in space. Once the kinetic kill vehicle has separated from the rocket, it 

identifies and tracks the targeted space object to strike it in a hypervelocity collision.  

• Co-orbital ASATs place an interceptor into orbit, and afterwards is manoeuvred using a 

rendezvous and proximity operation (RPO) to situate it close to its target. This manoeuvre does not 

necessarily take place immediately after the object is put in orbit, but rather, the co-orbital ASAT 

can remain dormant for some time. A kinetic co-orbital ASAT can damage or destroy its target 

through a direct collision using hypervelocity, detonation in close proximity to the target to create 

shrapnel, the release of fragments that would collide with the target, or the use of a robotic arm to 

damage or disable the target. 

• Ground station attacks consist in the targeting of the sites located on Earth which are responsible 

for the command and control of a satellite, or the relay of satellite data.  

Kinetic attacks are likely to cause irreversible damage to the target in a manner that is relatively easy to 

attribute. If the target is located in orbit, the use of these technologies produces space debris (see section B 

below), which can be dangerous to other space objects as well, and can remain in orbit for weeks, months, 

or even years, depending on the altitude of the strike. 

  

9 In Spanish, the word “militarización” is often used to refer to both militarization and weaponization. 

However, some have suggested the concept of “arsenalización” as a suitable synonym of weaponization. 

Its use, however, is not widespread. In French, the word “militarisation” is used to refer to militarization 

and “arsenalisation” refers to weaponization. In Russian the terms militarization and weaponization exist 

as anglicized borrowed terms “милитаризация” and “вепонизация” respectively. In addition, Russian 

has the native term “вооружение” meaning armament, which is more widespread than the anglicized 

“вепонизация” (weaponization). In the context of outer space security, it is common to distinguish 

weaponization as “размещение оружия в космосе” (the placement of weapons into outer space). In 

Chinese the term “军事化” refers to militarization and “武器化” refers to weaponization. In Arabic, the 

term “تسليح” is used to refer to weaponization, and “عسكرة” refers to militarization.  
10 See Todd Harrison, Kaitlyn Johnson, Makena Young, Nicholas Wood, lyssa Goessler, Space Threat 

Assessment 2022, CSIS Aerospace Security Project (April 2022), available online at 

https://www.csis.org/analysis/space-threat-assessment-2022.  

https://www.csis.org/analysis/space-threat-assessment-2022
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Non-kinetic or soft-kill 

Non-kinetic physical These technologies have physical effects on satellites or ground systems without 

making physical contact. They include lasers, high-powered microwaves (HPM), 

and electromagnetic pulses (EMP). These technologies can blind, dazzle sensors 

or cause damage to electrical circuits and processors in a satellite. Non-kinetic 

physical attacks operate at the speed of light and, in some cases, can be less visible 

to third-party observers and more difficult to attribute. These forms of attack can 

be reversible or irreversible. 

Electronic Electronic counterspace technologies, sometimes also known as electromagnetic 

technologies, can target the electromagnetic spectrum used by space systems to 

transmit and receive data, causing harmful interference (see section C below). 

Jammers generate noise in the same radio frequency band as a space system in 

order to block or interfere with the signal travelling between Earth and a satellite 

(uplink) or from a satellite to Earth (downlink). Spoofing is used to trick the 

system into believing a fake signal produced by an attacker, thus enabling the 

attacker to sneak false information into the system, including but not limited to, 

false data or false commands which can disrupt its operations or cause any of the 

components of a space system to act in a way other than how it was intended. 

Attacks using these technologies are generally reversible, and difficult to attribute.  

Cyber These technologies can target the data itself and the systems that use, transmit, 

and control the flow of data. Cyberattacks can target satellites as well as ground 

stations or even end-user components, such as modems, with the objective of 

interfering with services, such as internet coverage, to intercept information, or to 

insert false or corrupted data into a system. Attacks that use cyber technology are 

generally reversible, but they can nevertheless have a large impact radius which 

can potentially affect critical infrastructure. However, an attack that targets the 

command and control system of a satellite could render it inoperable in an 

irreversible way, as the attacker could shut the satellite’s functions permanently, 

cause it to waste its fuel or damage its sensors. Cyberattacks can be conducted in 

a relatively cheap manner, as they do not require significant resources. They are 

generally very difficult to predict, detect and attribute. 

 B. Intentional creation of space debris 

14. Particularly in recent years, States have expressed concern over the threat posed by 

the deliberate creation of debris. Space debris is considered by the majority of States to be a 

significant, growing, and indiscriminate threat to all space objects, irrespective of whether its 

creation is unintentional or deliberate. Intentional debris creation is considered particularly 

alarming due to its preventable nature.  

15. There are an estimated 36,500 pieces of space debris greater than ten centimetres, 1 

million pieces between one and ten centimetres, and 130 million pieces between one 

millimetre and one centimetre, which could still be hazardous to spacecraft. Debris can 

remain in orbit for decades or even centuries, depending on the altitude of the collision.11 

Moreover, space debris can cause damage and destruction to satellites and spacecraft, 

accumulating as it is produced, increasing the danger of collision with other satellites and 

creating more debris, in a dangerous domino effect known as the Kessler syndrome. The 

presence of space debris in orbit can also serve to increase costs of space programmes if 

satellite manufacturers have to invest in adding additional shielding and fuel to allow for 

more frequent avoidance manoeuvres. With the increase of actors in space, as well as the 

number of space objects in orbit —particularly large constellations— which shows no sign 

  

 11 ESA, Space debris by the numbers (11 August 2022). Available online at https://www.esa.int/ 

Space_Safety/Space_Debris/Space_debris_by_the_numbers. 

https://www.esa.int/%20Space_Safety/Space_Debris/Space_debris_by_the_numbers
https://www.esa.int/%20Space_Safety/Space_Debris/Space_debris_by_the_numbers
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of abating, States have become increasingly concerned about the danger presented by space 

debris, and the ever-increasing potential for collisions, particularly in highly populated orbits 

such as low Earth orbit (LEO). 

16. Space debris affects both the safety and security of outer space. Significant strides 

have been made by COPUOS to mitigate the safety risks debris poses, through the 2007 

Space Debris Mitigation Guidelines,12 and the 2019 Guidelines for the Long-term 

Sustainability of Outer Space Activities.13 

17. The mitigation of security concerns relating to space debris has been less fruitful. The 

2013 report of the group of governmental experts (GGE) on Transparency and Confidence-

Building Measures in Outer Space Activities issued a recommendation on notification of 

intentional orbital break-ups, stating that: 

“Intentional destruction of any on-orbit spacecraft and launch vehicle orbital 

stages or other harmful activities that generate long-lived debris should be 

avoided. When intentional break-ups are determined to be necessary, States 

should inform other potentially affected States of their plans, including 

measures that will be taken to ensure that intentional destruction is conducted 

at sufficiently low altitudes to limit the orbital lifetime of resulting fragments. 

All actions should be carried out in conformity with the Space Debris 

Mitigation Guidelines of the United Nations as endorsed by the General 

Assembly in its resolution 62/217, entitled ‘International cooperation in the 

peaceful uses of outer space’”.14 

18. This recommendation contains three key requirements for States to implement within 

their own practices: no long-lived debris, low debris when necessary, and notification.15 

However, the continued testing of debris-creating ASAT technologies by some States has 

caused many stakeholders —States and non-governmental entities alike16— to call for 

stronger measures to mitigate the security threat posed by intentional debris creation. 

Concern over the security threat posed by space debris has recently led a few States to commit 

to not test direct-ascent kinetic ASATs.17 

  

 12 UNOOSA, Space Debris Mitigation Guidelines of the Committee on the Peaceful Uses of Outer Space 

(2010), available online at https://www.unoosa.org/pdf/publications/st_space_49E.pdf.  

 13 Guidelines for the Long-term Sustainability of Outer Space Activities of the Committee on the Peaceful 

Uses of Outer Space, Report of Committee on the Peaceful Uses of Outer Space, A/74/20, Annex II (20 

August 2019), available online at https://www.unoosa.org/oosa/en/oosadoc/ 

data/documents/2019/a/a7420_0.html. 

 14 Report of the Group of Governmental Experts on Transparency and Confidence-Building Measures in 

Outer Space Activities, A/68/189 45 (June 2013) [hereinafter “Report of the GGE on TCBMs”], 

available online at https://digitallibrary.un.org/record/755155. 

 15 Daniel Porras, Towards ASAT Guidelines, UNIDIR (2018), available online at 

https://unidir.org/publication/towards-asat-test-guidelines. 

 16 Almost every State that submitted comments to the United Nations Secretary General report on 

reducing space threats through norms, rules and principles of responsible behaviours mentioned space 

debris as either a key threat to space activities or as a priority for additional governance measures, 

including efforts to limit the deliberate creation of long-lived debris and large debris clouds. See 

generally SG Report op. cit. supra note 6. Non-governmental entities have also called for measures to 

mitigate the threat posed by intentional debris creation, including calls for a ban on the testing of kinetic 

ASATs. See Outer Space Institute, Letter to United Nations General Assembly President Volkan Bozkur 

(2 September 2021), available online at 

http://outerspaceinstitute.ca/docs/OSI_International_Open_Letter_ASATs_ PUBLIC.pdf  

 17 The United States, Canada and New Zealand are so far the States that have made unilateral 

commitments to not test direct-ascent kinetic ASATs. See The White House, Remarks by Vice President 

Harris on the Ongoing Work to Establish Norms in Space (18 April 2022), available online at 

https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/04/18/remarks-by-vice-president-

harris-on-the-ongoing-work-to-establish-norms-in-space/; Statement of Canada, Open-ended working 

group on reducing space threats – Agenda item 5. General exchange of views on all matters (May 2022), 

available online at https://documents.unoda.org/wp-content/uploads/2022/05/Canada-General-

Statement-for-Translators-OEWG-Space-Threats-Session-bilingual.pdf; Mike Houlahan, Mahuta’s 

satellite test pledge launches policy school, Otago Daily Times (2 July 2022), available online at 

https://www.odt.co.nz/news/dunedin/campus/mahuta’s-satellite-test-pledge-launches-policy-school. 

https://www.unoosa.org/pdf/publications/st_space_49E.pdf
https://www.unoosa.org/oosa/en/oosadoc/%20data/documents/2019/a/a7420_0.html
https://www.unoosa.org/oosa/en/oosadoc/%20data/documents/2019/a/a7420_0.html
https://digitallibrary.un.org/record/755155
https://unidir.org/publication/towards-asat-test-guidelines
http://outerspaceinstitute.ca/docs/OSI_International_Open_Letter_ASATs_%20PUBLIC.pdf
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/04/18/remarks-by-vice-president-harris-on-the-ongoing-work-to-establish-norms-in-space/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/04/18/remarks-by-vice-president-harris-on-the-ongoing-work-to-establish-norms-in-space/
https://documents.unoda.org/wp-content/uploads/2022/05/Canada-General-Statement-for-Translators-OEWG-Space-Threats-Session-bilingual.pdf
https://documents.unoda.org/wp-content/uploads/2022/05/Canada-General-Statement-for-Translators-OEWG-Space-Threats-Session-bilingual.pdf
https://www.odt.co.nz/news/dunedin/campus/mahuta’s-satellite-test-pledge-launches-policy-school
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 C. Harmful interference 

19. The development, testing and use of non-kinetic technologies that could intentionally 

interfere with the regular operations of a satellite system, through electronic, cyber or other 

non-kinetic means, has also been highlighted by States as an important threat that needs to 

be addressed.18 Several States consider that the use of these technologies for counterspace 

purposes could have dangerous effects on the services that these satellite systems provide. 

This threat has been highlighted as particularly dangerous, due to the often-difficult task of 

attributing these attacks, as well as the difficulty of determining intent. Activities that hint at 

the possibility of an interference that could have a harmful intent, such as non-consensual 

close approaches, have also raised concerns among certain States as threats to space security. 

20. Harmful interference is not explicitly prohibited by the Outer Space Treaty, which 

only establishes a duty of States to undertake international consultations before proceeding 

with any activity that might cause harmful interference with activities of other State parties. 

Other States may also request consultations if they have reason “to believe that an activity or 

experiment planned by another State Party in outer space, [...], would cause potentially 

harmful interference with activities in the peaceful exploration and use of outer space” either 

prior to or during the performance of the space activity.19 

21. The Outer Space Treaty does not define what “harmful interference” is, however, the 

International Communication Union (ITU) defines this concept in both No. 1.169 of the ITU 

Radio Regulations and in No. 1003 of the ITU Constitution, as “interference which endangers 

the functioning of a radionavigation service or of other safety services or seriously degrades, 

obstructs, or repeatedly interrupts a radiocommunication service operating in accordance 

with Radio Regulations”.20 

22. It should be noted that, while the ITU definition of harmful interference centres around 

the disruption of radiofrequency signals, the OST’s reference to the same concept is often 

considered to be broader, and not limited to radiofrequency interference, but rather the 

creation of a situation where harm to space systems or the services they provide is caused.21 

In this sense “harmful interference” as established in the OST is closely related to the duty 

of States to have due regard for the space activities of others.22 Some States therefore use the 

term “harmful interference” in this broader sense to highlight the threat posed by non-kinetic 

or soft kill counterspace technologies. 

 D. Dual-use and dual-purpose objects 

23. The dual nature of many space objects has been highlighted by many States as an issue 

of concern that can make the protection of space assets from threats a challenge. The concern 

surrounding these objects relates to the role these can play in fostering mistrust among space 

actors as a by-product of their dual nature, which can increase tensions and pose a risk to 

security. 

24. When referring to this dual nature, States often use the term “dual-use”, however, 

under the umbrella of this expression, there are two distinct categories of objects:23 

  

 18 See generally SG Report op. cit. supra note 6. 

 19 See art. IX OST. 

 20 Constitution of the International Telecommunication Union, Dec. 22, 1992, T.I.A.S. No. 97-1026, 1825 

U.N.T.S. 330; Radio Regulations of the International Telecommunication Union, complementing the 

Constitution and the Convention of the International Telecommunication Union (2020). 

 21 Sergio Marchisio, Article IX, in 1 COLOGNE COMMENTARY ON SPACE LAW 180 (Stephan Hobe, 

Bernhard Schmidt-Tedd, Kai-Uwe Schrogl eds., 2009). 

 22 See art. IX OST. 

 23 Almudena Azcárate Ortega, Statement at the Open-Ended Working Group on “Reducing space threats 

through norms, rules and principles of responsible behaviours” - Topic 4: Applicable elements of the 

legal regimes governing aviation and the sea in the context of threats arising from State behaviours with 

respect to outer space, UNIDIR (12 May 2022), available online at https://documents.unoda.org/wp-

content/uploads/2022/05/20220512-OEWG-Law-of-the-Sea-Space-Law-script.pdf. 

https://documents.unoda.org/wp-content/uploads/2022/05/20220512-OEWG-Law-of-the-Sea-Space-Law-script.pdf
https://documents.unoda.org/wp-content/uploads/2022/05/20220512-OEWG-Law-of-the-Sea-Space-Law-script.pdf
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• Dual-use space objects: they can have a military and security function, as well 

as a civilian or commercial one (either simultaneously or alternating. Alternate 

use is sometimes known as dual-capable24). Examples are GNSS satellites.  

• Dual-purpose space objects: designed to fulfil a benign objective (such as 

debris removal or on orbit servicing), but they could potentially be repurposed 

to harm other space objects. 

25. Dual-use objects generally are not used in a weapons-related or aggressive manner 

against other space systems. Their military functions generally consist in the provision of 

services that aid military operations on Earth. Regardless of this, their dual nature has led 

States to express concerns in relation to their operational ambiguity and the lack of 

transparency surrounding their functions, which contributes to the heightening of tensions 

among different actors.  

26.  Dual-purpose objects are in principle not intended to perform military functions 

directly —although they may provide some form of support to military satellites through on 

orbit servicing, for example— and they are also not intended to perform aggressive or hostile 

actions against other satellites. However, their capabilities and characteristics (such as 

manoeuvrability, robotic arms or lasers for example) could potentially be repurposed to harm 

another space object. This possibility is perceived as a threat by many. The challenge of 

discerning an operator’s intent when utilising these assets has led many to perceive the assets 

themselves as a threat, even when they are used in a relatively transparent manner. 

27.  It should be pointed out that dual-use and dual-purpose objects themselves are 

generally not a threat to space security, as they are not intended for aggressive use, and in the 

case of dual-purpose objects, they often are not intended for any military function at all. The 

threat perception regarding these objects stems from a lack of understanding of how these 

objects are used rather than the objects themselves. Due to this, States have called for 

increased transparency and communication regarding the use, the function and 

characteristics, and the intent behind the utilization of dual-use and dual-purpose objects to 

aid the diffusion of tensions and the mitigation of threat perception without hampering 

technological innovation. 

 E. Lack of common understanding, transparency and communication 

28. The lack of common understanding, communication and transparency among 

different actors and stakeholders regarding space security can heighten tensions and increase 

the chances of misunderstandings in a dangerous way. Achieving transparency and building 

confidence among the different stakeholders is consistently highlighted as a priority by States 

to ensure space security.  

29. Resolutions on PAROS consistently call for increased transparency, and highlight 

reaching common understanding as a necessary objective to achieve space security,25 but the 

danger of miscommunication, misunderstanding and misperception is still seen as a 

significant threat to space security, as it can serve to heighten tensions. States have called for 

increased emphasis on communication of space security doctrines and policies, notification 

of manoeuvres and close approaches, and transparency regarding space capabilities. The lack 

of common understanding over the interpretation of key concepts, or laws and regulations 

  

 24 David A. Koplow, Reverse Distinction: A U.S. Violation of the Law of Armed Conflict in Space, 13 

Harv. Nat’l Sec. J. 25, 46 (2022). 

 25 See Res. 76/231, op. cit. supra note 1. See also GA Res. 76/22, 76th Sess., on the Prevention of an Arms 

Race in Outer Space, (6 December 2021), available online at 

https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F22&Language=E&DeviceTyp

e=Desktop;  GA Res. 76/23, 76th Sess., on No First Placement of Weapons in Outer Space, (6 

December 2021), available online at https://undocs.org/Home/Mobile?FinalSymbol= 

A%2FRES%2F76%2F23&Language=E&DeviceType=Desktop; GA Res. 76/55, 76th Sess., on 

Transparency and Confidence-building Measures in Outer Space Activities, (13 December 2021) 

available online at https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F55& 

Language=E&DeviceType=Desktop. 

https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F22&Language=E&DeviceType=Desktop
https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F22&Language=E&DeviceType=Desktop
https://undocs.org/Home/Mobile?FinalSymbol=%20A%2FRES%2F76%2F23&Language=E&DeviceType=Desktop
https://undocs.org/Home/Mobile?FinalSymbol=%20A%2FRES%2F76%2F23&Language=E&DeviceType=Desktop
https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F55&%20Language=E&DeviceType=Desktop
https://undocs.org/Home/Mobile?FinalSymbol=A%2FRES%2F76%2F55&%20Language=E&DeviceType=Desktop
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relating to space security, also presents a danger that, if unchecked, could result in 

aggravating misunderstandings.  

 E. Reverberating effects 

30. As space becomes increasingly critical to modern life on Earth, the health, wealth and 

welfare of humankind has also become highly reliant on space systems, making any threat to 

space systems a serious danger. As such, specific threats, an underlying concern with 

reverberating effects is clear and has been expressed by many States, specifically the 

secondary damage and human impacts caused by disruption to, or destruction of, critical 

infrastructure capabilities and the space environment.26 

 IV. Conclusion 

31. Outer space is increasingly critical to modern life on Earth, however, as it becomes 

more economically and strategically important, threats to its security have also become more 

varied and dangerous, making the need to address and mitigate them more pressing for the 

international community. 

32. This background paper highlights that despite differing, and sometimes diverging, 

interests of stakeholders in space, there are also many common concerns regarding what 

constitutes a threat to space security, particularly among States. The existence of such 

convergence of views should be explored, as it provides the international community with 

the opportunity to reach common understanding on how best to mitigate these threats in order 

to successfully pursue the goals of PAROS and achieve a peaceful and secure space domain 

for all. 

33. The identification of threats is not a straightforward task, as threat perception can be 

subjective in nature, due to the diverse range of interests and views of what can constitute a 

threat of the different actors and stakeholders. Moreover, the continued development of 

technology, as well as the shift and evolution of stakeholders’ interests and priorities, will 

lead to the emergence of new threats. This makes space security threat identification and 

mitigation a dynamic endeavour requiring continual attention, rather than a task that can be 

solved through a single process or proposal. 

    

  

 26 According to the United Nations General Assembly, critical infrastructures include “those used for, 

inter alia, the generation, transmission and distribution of energy, air and maritime transport, banking 

and financial services, e-commerce, water supply, food distribution and public health—and the critical 

information infrastructures that increasingly interconnect and affect their operations.” See GA Res. 

58/199, 58th Sess. (30 January 2004), available online at: https://digitallibrary.un.org/record/509571.  

https://digitallibrary.un.org/record/509571

