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Chair, 

At the outset of this session, Norway indicated that we would revert to the example of jamming of 
signals from global navigation satellite systems (GNSS) as a current earth-to-earth threat to space 
systems. 

The increasing use of global satellite navigation systems has offered great opportunities for increased 
efficiency in our societies and for the safety of our citizens. This has also resulted in increased 
dependency on such systems, with fewer operational alternatives to satellite navigation. This can 
pose a risk for the users of such systems in case of service disruption. 

Satellite navigation is primarily useful on the ground and in airspace where flight or other activity is 
conducted. However, there is also an increasing number of satellites that employ GNSS to conduct 
operations and to assist the satellite operator with determining the satellite’s location. With the 
increasing congestion of outer space, particularly in lower earth orbit, it is more important than ever 
to know the precise location of satellites. Increased congestion increases the risk for satellites to 
collide or operate in proximity so close that they may disrupt or damage each other.  

Jamming of GNSS signals, even on the ground, has the potential also to affect satellite operations in 
space. States may have legitimate reasons to conduct tests and experiments that disrupt GNSS 
signals, for instance in order to better understand how terrestrial systems may be affected and to 
consider how the risk of disruption can be managed. However, GNSS receivers on spacecraft are 
generally highly sensitive. This renders them vulnerable to disruption in the case of intended or 
unintended exposure to jamming signals from the ground. In particular, satellites in low earth orbit 
are at risk of disruption from exposure to such signals from the ground because of their relative 
proximity to the earth’s surface. Many of these satellites orbit the earth in a polar orbit. If the source 
of these signals is located at a sufficiently high latitude, such satellites could be exposed to jamming 
signals in nearly all their orbital passes. It would conform to a norm of responsible behaviour to limit 
the use of such jamming, and to take the potential disruption of satellite operations into account 
before performing an otherwise legitimate jamming operation, especially at high latitudes. 

The intended disruption of a space system in the user segment may therefore also disrupt other 
space systems in the space segment. Jamming may inadvertently complicate satellite operations, but 
it could even result in loss of communications with or control of a satellite so as to preclude reliable 
manoeuvering. It is expected that more and more satellites will be equipped with collision and close-
proximity avoidance systems that will allow them to avoid situations in which two (or more) satellites 
or other space objects pass dangerously close to each other. The optimal functioning of such systems 
requires that the precise location and velocity of the satellite is always known. Disruption of GNSS 
signals could result in imprecise location and velocity data that would increase the risk of damage to, 
or even destruction of, other valuable space assets in similar orbits. 

Therefore, it would conform to a norm of responsible behaviour that tests that include jamming of 
GNSS signals be conducted only if they are strictly necessary. If a test is necessary, then the state that 
conducts the test must strive to use the lowest possible transmitter power in order to avoid the 
unintended jamming of other users that rely on GNSS signals both on Earth and in space. 
Additionally, it is important that any such activity is properly notified in ample time before a test is 
conducted. 


