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Thank you Mr Chair.  

It is an honor and a pleasure to have been invited to talk on this panel on “current and future earth-

to-earth threats by States to space systems”.  

There are many different threats to space systems, as this Group has discussed throughout the week. 

Considering my 20-years’ experience in cyber security, I will attempt in the next few minutes to 

highlight the threats that cyber operations can pose to space systems, and in particular the threats to 

the earth component of a space system considering the panel’s scope. In view of the mandate of the 

ICRC, I will focus on the threats such operations can pose to civilians and the delivery of civilian 

services, having in mind situations of armed conflict.  

My presentation will be structured in 3 parts:  

- First, a very short overview of the importance of space systems for the civilian population;  

- Second, the threats to space systems posed by cyber operations against their earth 

components;  

- Third, the measures that exist, or that can be taken, to prevent or reduce such threats.  

 

Space capabilities play an essential and critical role in modern military operations: from guided 

precision weapons, to drones control, to tactical engagement of deployed forces. At the same time, 

space systems, in particular navigation, communications and remote sensing satellites, play an 

indispensable role in the functioning of civilian critical infrastructure that enable the provision of 

essential civilian services. For instance, satellites communication services are essential to the delivery 

and distribution of energy in many nations. Oil and gas pipelines are often monitored and controlled 

by Supervisory Control And Data Acquisition systems (SCADA), which may be located in remote 

regions and use Very Small Aperture Terminals (VSAT) with satellite communications services to relay 

information to, and receive commands from, the operations centres which are controlling the flow of 

energy through the pipeline. Depending on the network, the situation may be similar for electrical 

grids, which are large complex systems requiring constant monitoring and control to balance supply 

and demand. Satellite navigation services also play a key role in many civilian services, such as 

transportation. For instance, the shipping industry uses Global Navigation Satellites Systems (GNSS) 

for in-transit navigation and for safety systems, especially in high traffic areas and within harbours 

and port facilities. Financial markets also employ GNSS timestamp for financial transactions, 

matching trading orders and synchronizing financial computer systems. Lastly, GNSS also provide a 

unique way to run humanitarian operations and to connect people in disconnected areas. 

Humanitarian operations indeed increasingly rely on space, as was outlined in the ICRC’s statement 

this Tuesday. 

 



An important evolution over the past decades in terms of space services has been the increasing 

proportion of the satellites that have been launched with commercial applications. Since 2015 

actually, the majority of the launches have been for commercial purposes and the number of 

commercial satellites now far outstrips the military and governmental ones. This means that the 

capabilities of some large commercial satellite constellations now exceed those of military systems in 

a number of areas. This evolution leads to an increased use of commercial space capabilities and 

services by militaries.  

Let me turn to my second point, the threat to space systems posed by cyber operations against their 

earth or ground component, namely their base station.  

Satellite systems, whether commercial satellites, government civilian satellites, or military ones, 

generally operate with two distinct types of ground infrastructure networks: the operator network 

and the user network. These networks usually consist of IT and communications systems involving 

numerous nodes. These networks are vulnerable to cyber-attacks, but the level of vulnerability 

depends on numerous technical factors, including system design, connectivity, and cybersecurity 

measures. Although it may vary, the operator networks of commercial or other civilian systems are 

usually configured to offer better cybersecurity than the user networks, since disruptions of the 

operator networks can risk the loss of connection with, and control of, the satellite itself. In contrast, 

the user networks of satellite communications systems are generally more vulnerable to disruption 

by cyber-operations notably because they usually involve connectivity to a large customer base. 

So let’s imagine the situation where two States, State A and State B, are fighting in an armed conflict 

on earth, and located on the territory of these two States are the base stations of various space 

systems. Let’s further imagine that some of these space systems are used for military purposes. In 

such a scenario, it is not hard to imagine that these States would attempt to carry out operations, 

including possibly cyber operations, against the enemy space systems. Such operations might aim at 

reconnaissance or intelligence gathering, but also at causing disruptive or destructive effects. 

Belligerents might for instance attempt to penetrate the computer network of the satellite base 

station, from which they could wipe out data or insert malicious code that render the user network 

or the operator network, or part thereof, unusable. They might also try to physically access the base 

station to add hardware components that would allow modified software to be installed and 

manipulate the operation of the system.   

We can immediately realize the threat posed by such operations, and here I’m particularly concerned 

with threats to the civilian use of these space assets, with potential consequences on the delivery of 

essential civilian services or emergency services and humanitarian relief. The risk of such harmful 

consequences for civilians is in particular acute when the same space services and base station are 

used simultaneously for military and civilian purposes.  

So let me turn to my 3rd and last point, what are the measures that exist, or that can be taken, to 

prevent or reduce such threats.  

First, there are essential limits on the type of operations that the military may conduct during armed 

conflicts against space systems’ ground or other components. I am not a lawyer – but the basic 

principles should be known by all of us. 

Military operations in, or in relation to, space, including those against space ground components, do 

not occur in a legal vacuum but are constrained by existing international law, notably the UN Charter, 

the Outer Space Treaty, the International Humanitarian Law (or IHL) and the Law of Neutrality. When 



we consider the cyber operations I just described, specific limitations stem from IHL, in particular the 

principles of distinction, proportionality, and precautions. 

The principle of distinction stipulates that in times of armed conflict cyber operations must only be 

directed against military objectives, and it is prohibited to direct them against civilian objects. When 

you consider the number of different types of space systems – both civilian government satellites 

and commercial ones – this principle is extremely important.  

The principle of proportionality prohibits attacks against military objectives that may be expected to 

cause disproportionate harm to civilian objects and populations. In our scenarios, this means that 

even if a satellite ground station becomes a military objective, it may only be attacked if the 

incidental harm, the collateral damage, caused to civilians is not excessive. And all feasible 

precautions must be taken to avoid or at least minimize such incidental civilian harm and to spare 

civilians from the effects of military operations. This requires considering the indirect effects – for 

instance consequences for civilians of the disruption in food supply caused by the loss of space 

navigation services or the consequences for the delivery of health care or humanitarian relief in 

remote areas from loss of space communication services.  

It is important to emphasize that these limitations are designed to protect the civilian population and 

civilian objects. They cannot legitimize military cyber operations against space systems when such 

operations would violate other bodies of law such as the UN Charter; instead, they present an 

additional layer of protection for civilians even if such operation is not prohibited by another body of 

law. 

Beside the law, of course measures to prevent or reduce the cyber threats against ground 

component include implementing the highest possible cyber security. A useful avenue in this respect 

might be the development by industry or by governments of global standards for the cybersecurity of 

the space sector as has been the case in other sectors. However, even with high cyber security 

standards, the risk that an attack on the ground station disrupts or impairs the civilian use of a space 

system is particularly acute when the space system and its ground station are used as the same time 

for military and for civilian purposes, as I noted already. Depending on the targeted system, and on 

the capabilities of the attacker, the attacker may be unable to discriminate between the military and 

the civilian functions of the base station and risk affecting both of them. The risk that even 

operations directed at lawful military targets compromise essential civilian services increases as the 

commercial and military space sectors merge. 

In this regard, and to protect civilians from the harmful effects of cyber threats against space 

systems, one important measure is to segregate as much as possible the space systems used for 

military purposes from space systems used for civilian purposes including their ground components. 

Commercial satellite companies that provide services for the military should differentiate 

infrastructure and assets, just as governments should work to require dedicated satellite products 

and infrastructure either for civilian or for military purposes.  

Another measure worth taking into account is to work towards identifying, registering and/or 

displaying space systems serving specially protected objects like hospitals and objects indispensable 

to the survival of the civilian population, and those solely for humanitarian purposes. For instance, if 

a space object is exclusively dedicated to civilian use, the State of registry should register it as such, 

clearly indicating its protected status under IHL – a protection that would extent to a ground station 

operating only such civilian space objects. 

I thank you for your attention and look forward to the discussion.  


