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In line with the requested background information for the Ninth Review Conference of the Convention 
on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and 
Toxin Weapons and on their Destruction, in particular the request for background information on new 
scientific and technological developments relevant to the Convention as contained in document 
BWC/CONF.IX/PC/2, Switzerland submits the following report to States Parties. 
 

Introduction 

Developments in science and technology lay the foundation to increase well-being, health and 
consequently prosperity worldwide. Switzerland places great emphasis on supporting and creating the 
best environment for researchers and developers to advance their ideas and inspire innovation. 
However, Switzerland is also convinced of the need to carefully monitor these developments, in 
particular regarding their dual-use potential. To monitor advances in science and technology with 
potential relevance to the Biological and Toxins Weapons Convention and the Chemical Weapons 
Convention, Switzerland established the conference series Spiez CONVERGENCE. The results of our 
monitoring efforts regarding advances in chemistry, biology and associated fields as well as the 
reasoning behind it, are well documented (1,2). In the following, we highlight some developments that 
are of particular significance. 

 

DNA-synthesis and synthetic biology 

Synthesis of short sequences of DNA (10-20 basepairs (bp)) can be used in PCR for the detection of 
longer stretches of nucleic acids e.g. from viruses or bacteria and thus, these are instrumental in disease 
surveillance. Longer sequences (≈ 1000 bp) that can encode genes for proteins and even longer 
sequences would enable researchers to synthesize complete plasmids or even small genomes (3). 
However, due to technical issues, current synthesis efforts barely extend beyond 3 kb. The methodology 
of DNA-synthesis has been around for years; however, it still struggles from low sequence accuracy for 
longer stretches. Recent methodological advances are expected to leap forward the efficiency and 
accelerate the field of synthetic genomics (see BWC/MSP/2019/MX.2/WP.2 for an earlier technology 
assessment). 

Conventional error correction is laborious. Enzymatic error correction (EEC) can reduce errors in small 
DNA strands but would require prohibitive numbers of colonies for long DNA sequences. One way of 
addressing the issue of error removal is binary assembly error removal. This involves three core 
technologies, each of which is still under development: a thermal control chip made up of thousands of 
pixels that can each be controlled independently; advances in phosphoramidite chemistry to allow 
thermally controlled synthesis of single-stranded DNA on a chip; and on-chip assembly of single DNA 
strands into double-stranded DNA with error removal during assembly. 

On the thermal control chip, each of the thousands of thermal pixels controls the temperature in the 
liquid above, thus creating “virtual wells” within a continuously flowing liquid. These islands of heat are 
used for the synthesis of short DNA oligomers. Because each pixel has independent and precise thermal 
control, the chip enables the parallel directing of synthesis of many single-stranded DNA molecules. 
These DNA molecules are then selectively released from the surface and flushed to another pixel for 
on-chip assembly into double-stranded DNA. Synthesis errors are detected and removed through 
thermal purification during the assembly into double-stranded DNA: heteroduplex DNA melts at a slightly 
lower temperature than a strand that has an accurate match, thus raising the temperature to just below 
melting point of the homoduplex will thermally remove mismatching DNA sequences.  

https://documents-dds-ny.un.org/doc/UNDOC/GEN/G19/212/38/pdf/G1921238.pdf?OpenElement


This technology is at the prototype stage: the ability to create virtual wells in a flowing liquid has been 
demonstrated for a limited number of pixels, the thermally controlled synthesis approach has been 
shown to accurately synthesize single stranded DNA with all four bases, and a crucial step in the error-
removal assembly has been demonstrated.  

Future plans include the use of a modular platform that utilises single-use application-specific cartridges 
for parallel DNA synthesis, a plug-and-play benchtop instrument, and user interfaces, design algorithms 
and portals implemented in the cloud. Instruments planned further down the line are to address demands 
for rapid iteration of gene designs and prototyping, shorter synthesis turn-around times, greater lengths 
and complexities of the DNA, highly parallel synthesis and access to high-fidelity DNA. This will provide 
researchers with modular third-generation bench-top DNA synthesis capability for rapid synthesis with 
high accuracy, implementing different functionalities. This can be interfaced with cloud-based synthesis 
services and machine learning tools to accurately predict key parameters.  

The (mis)use potential associated with synthetic cells or synthesis of long, highly accurate bench-top 
synthesis of DNA, goes far beyond that of today’s genome cloning. Algorithms are becoming better in 
changing naturally occurring sequences to make them amicable for in silico platforms, and access to 
these technologies is getting easier. Commercial access to large DNA constructs is going to lower the 
level of human expertise required as well as the need for wet-lab infrastructure. The consequences of 
the growing access to tools of synthetic biology has yet to be fully understood. 

 

Genetic Engineering 

Nucleic acid synthesis lays the foundation for many more technologies and is the basis for synthetic 
biology. It was also instrumental for the discovery and characterization of CRISPR, which is now in use 
for the effective and targeted introduction of modifications. CRISPR has seen a sharp rise in 
applications, involved companies and license applications for in vivo use (4). However, concerns about 
its risks when used maliciously or its unintended consequences when used in combination with a gene 
drive have also increased. 

Methods for site-directed introduction of mutations in easy-to-study model organisms or cell culture have 
been investigated for some years. Zink-Finger Nucleases allow the introduction of sequence-specific 
breaks in DNA (5). One domain of the nuclease had to be carefully designed to navigate the nuclease 
to its site of action while the other domain then cuts the DNA. Due to insufficient understanding of protein 
structure and its affinity and specificity to DNA stretches, the large-scale applicability of the technology 
was hampered (6). Similarly, Transcription activator-like effector nucleases (TALENs) were successfully 
applied to modify several genomes, however, they also require significant optimisation to be sufficiently 
specific (7,8). 

The discovery of CRISPR and its subsequent development for different applications paved the way for 
large scale modification of organisms to characterize each and every of their genes and consequently 
greatly contributed to our understandings of basic biology. Furthermore, the targeted and specific 
introduction of mutations can make crops more resistant to climate change, or plant diseases, or alter 
their nutrient composition and increase yields (9). 

The European Union considered CRISPR similar to other techniques that generate genetically 
engineered organisms (GMO) but recent reports suggest to re-think this ruling (10). 

Currently, ten CRISPR-based applications are in a pre-commercial stage, of which seven are modified 
plants (4). From a legal and regulatory point of view, modification of plants is easier and the tested 
modifications include changes to the nutrient composition, stress or herbicide tolerance but possibilities 
range further (9). The advances in CRISPR might allow for the generation of plants that are immune 
against some pathogens, including those that were suspected in biological weapons programs.  

The use of CRISPR in gene drives sparked much enthusiasm, especially in the field of vector control. 
Gene drives are genetic elements that encode the CRISPR-Cas system and if correctly designed, allow 
the spread of the gene drive within a given population. A gene drive could for example make mosquitoes 
infertile and thus extinct a species potentially together with the diseases it carries. However, due to 



concerns regarding the impact of the eradication of some vectors and the irreversibility thereof, their 
field application is currently on hold. Similarly, gene drives could also extinct useful species and 
CRISPR-based genome modification could make them more susceptible to pathogens, climate change 
or herbicides, which would pose a great risk to food security, health security but also biosecurity. More 
recently, different possibilities to stop the effects of CRISPR, more specifically Cas9, have gained 
attention (11,12). These inhibitors would render the application of CRISPR safer and equip us with tools 
against uncontrolled spread of gene drives. 

 

Analytic Technologies 

Novel combinations of measurement technologies, higher sensitivities of these devices and increasingly 
sophisticated algorithms to analyse the vast amount of data generated will also equip the scientific 
community with tools to investigate modification signatures or purification artifacts (13). From a 
laboratory perspective, these advances might increasingly support efforts aimed at the attribution of a 
suspected breach of the Convention. 

 

Preparedness and Response: mRNA-Vaccines 

Preparedness is expensive. One way to protect humans and animals against infectious diseases is 
vaccination. However, most existing vaccines need different production and purification platforms 
increasing both development time and investments. Additionally, the requirements in terms of their 
quality control procedures are different. If countries want to invest in pandemic preparedness and have 
production facilities ready to produce vaccines, these facilities should preferably be usable for several 
different applications. mRNA-vaccines and the use of the same platform for production, formulation and 
quality control for vaccines against different diseases makes it possible to produce batches of different 
vaccines with the same equipment and thus decrease the overall cost of the vaccines but also the costs 
of pandemic preparedness. 

Furthermore, the development of such vaccines and their licensing has and will continue to become 
faster, as companies and licensing officials adapt and streamline their methods. 

 

Conclusions 

Many scientific and technological developments have the potential to simplify or refine the development 
of biological weapons with novel methodology or more advanced techniques, which poses challenges 
to the Convention. At the same time, however, many advances support the implementation of, and 
ensuring respect for, the Convention in areas such as protection, detection, preparedness and response. 
Monitoring and reviewing such advances is of crucial importance to assess the impact of developments 
in science and technology in terms of both their risks and benefits, and ultimately enable as well as 
facilitate facts-based decision-making in the framework of the Convention and beyond. 

Switzerland will continue its efforts in monitoring science and technology developments, including by 
offering Spiez CONVERGENCE as an established platform for in-depth exchanges between scientists, 
practitioners, industry representatives, arms control experts and policymakers. 
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